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ABSTRACT

Traditional collaborative filtering assumes the availability of
explicit ratings of users for items. However, in many cases
these ratings are not available and only binary, positive-only
data is available. Binary, positive-only data is typically as-
sociated with implicit feedback such as items bought, videos
watched, ads clicked on, etc. However, it can also be the re-
sults of explicit feedback such as likes on social networking
sites. Because binary, positive-only data contains no neg-
ative information, it needs to be treated differently than
rating data. As a result of the growing relevance of this
problem setting, the number of publications in this field in-
creases rapidly. In this survey, we provide an overview of the
existing work from an innovative perspective that allows us
to emphasize surprising commonalities and key differences.

1. INTRODUCTION

Increasingly, people are overwhelmed by an abundance of
choice. Via the World Wide Web, everybody has access to
a wide variety of news, opinions, (encyclopedic) informa-
tion, social contacts, books, music, videos, pictures, prod-
ucts, jobs, houses, and many other items, from all over the
world. However, from the perspective of a particular person,
the vast majority of items is irrelevant; and the few relevant
items are difficult to find because they are buried under a
large pile or irrelevant ones. There exist, for example, lots
of books that one would enjoy reading, if only one could
identify them. Moreover, not only do people fail to find rel-
evant existing items, niche items fail to be created because
it is anticipated that the target audience will not be able to
find them under the pile of irrelevant items. Certain books,
for example, are never written because writers anticipate
they will not be able to reach a sufficiently large portion of
their target audience, although the audience exists. Recom-
mender systems contribute to overcome these difficulties by
connecting individuals with items relevant to them. A good
book recommender system, for example, would typically rec-
ommend 3, previously unknown, books that the user would
enjoy reading, and that are sufficiently different from each
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other. Studying recommender systems specifically, and the
connection between individuals and relevant items in gen-
eral, is the subject of recommendation research. But the
relevance of recommendation research goes beyond connect-
ing users with items. Recommender systems can, for exam-
ple, also connect genes with diseases, biological targets with
drug compounds, words with documents, tags with photos,
etc.

1.1 Collaborative Filtering

Collaborative filtering is a principal problem in recommen-
dation research. In the most abstract sense, collaborative
filtering is the problem of weighting missing edges in a bi-
partite graph.

The concrete version of this problem that got most atten-
tion until recently is rating prediction. In rating prediction,
one set of nodes in the bipartite graph represent users, the
other set of nodes represent items, an edge with weight r
between user v and item 7 expresses that u has given i the
rating r, and the task is to predict the missing ratings. Since
rating prediction is a mature domain, multiple overviews ex-
ist [23; 47; 1; 59]. Recently, the attention for rating predic-
tion diminished because of multiple reasons. First, collect-
ing rating data is relatively expensive in the sense that it
requires a non-negligible effort from the users. Second, user
ratings do not correlate as well with user behavior as one
would expect. Users tend to give high ratings to items they
think they should consume, for example a famous book by
Dostoyevsky. However, they would rather read Superman
comic books, which they rate much lower. Finally, in many
applications, predicting ratings is not the final goal, and the
predicted ratings are only used to find the most relevant
items for every user. Consequently, high ratings need to
be accurate whereas the exact value of low ratings is irrel-
evant. However, in rating prediction high and low ratings
are equally important.

Today, attention is increasingly shifting towards collabora-
tive filtering with binary, positive-only data. In this version,
edges are unweighted, an edge between user u and item i ex-
presses that user u has given positive feedback about item
4, and the task is to attach to every missing edge between
a user u and an item i a score that indicates the suitabil-
ity of recommending i to u. Binary, positive-only data is
typically associated with implicit feedback such as items
bought, videos watched, songs listened to, books lent from
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a library, ads clicked on, etc. However, it can also be the
result of explicit feedback, such as likes on social networking
sites. As a result of the growing relevance of this problem
setting, the number of publications in this field increases
rapidly. In this survey, we provide an overview of the exist-
ing work on collaborative filtering with binary, positive-only
data from an innovative perspective that allows us to em-
phasize surprising commonalities and key differences. To
enhance the readability, we sometimes omit the specifica-
tion ‘binary, positive-only’ and use the abbreviated term
‘collaborative filtering’.

Besides the bipartite graph, five types of extra information
can be available. First, there can be item content or item
metadata. In the case of books, for example, the content is
the full text of the book and the metadata can include the
writer, the publisher, the year it was published etc. Meth-
ods that exclusively use this kind of information are typi-
cally classified as content based. Methods that combine this
kind of information with a collaborative filtering method
are typically classified as hybrid. Second, there can be user
metadata such as gender, age, location, etc. Third, users
can be connected with each other in an extra, unipartite
graph. A typical example is a social network between the
users. An analogous graph can exist for the items. Finally,
there can be contextual information such as location, date,
time, intent, company, device, etc. Exploiting information
besides the bipartite graph, is out of the scope of this sur-
vey. Comprehensive discussions on exploiting information
outside the user-item matrix have been presented [53; 72].

1.2 Relation to Other Domains

To emphasize the unique aspects of collaborative filtering,
we highlight the commonalities and differences with two re-
lated data science problems: classification and association
rule mining.

First, collaborative filtering is equivalent to jointly solving
many one-class classification problems, in which every one-
class classification problem corresponds to one of the items.
In the classification problem that corresponds to item i, i
serves as the class, all other items serve as the features, the
users that have i as a known preference serve as labeled
examples and the other users serve as unlabeled examples.
Amazon.com, for example, has more than 200 million items
in its catalog, hence solving the collaborative filtering prob-
lem for Amazon.com is equivalent to jointly solving more
than 200 million one-class classification problems, which ob-
viously requires a distinct approach. However, collaborative
filtering is more than efficiently solving many one-class clas-
sification problems. Because they are tightly linked, jointly
solving all classification problems allows for sharing informa-
tion between them. The individual classification problems
share most of their features; and while i serves as the class
in one of the classification problems, it serves as a feature
in all other classification problems.

Second, association rule mining also assumes bipartite, un-
weighted data and can therefore be applied to datasets used
for collaborative filtering. Furthermore, recommending item
i to user u can be considered as the application of the as-
sociation rule I(u) — 4, with I(u) the itemset containing
the known preferences of u. However, the goals of associa-
tion rule mining and collaborative filtering are different. If
a rule I(u) — 1 is crucial for recommending ¢ to u, but ir-
relevant on the rest of the data, giving the rule a high score

SIGKDD Explorations

Volume 19, Issue 1

is desirable for collaborative filtering, but typically not for
association rule mining.

1.3 Outline

After the Preliminaries (Sec. 2), we introduce our framework
(Sec. 3) and review the state of the art along the three di-
mensions of our framework: Factorization Models (Sec. 4),
Deviation Functions (Sec. 5), and Minimization Algorithms
(Sec. 6). Finally, we discuss the usability of methods for
rating prediction (Sec. 7) and conclude (Sec. 8).

2. PRELIMINARIES

We introduced collaborative filtering as the problem of weight-
ing missing edges in a bipartite graph. Typically, however,
this bipartite graph is represented by its adjacency matrix,
which is called the preference matrix.

Let U be a set of users and 7 a set of items. We are given
a preference matrix with training data R e {0,1}¢/xIZ],
R.:; = 1 indicates that there is a known preference of user
u € U for item 7 € Z. Ry; = 0 indicates that there is no
such information. Notice that the absence of information
means that either there exists no preference or there exists
a preference but it is not known.

Collaborative filtering methods compute for every user-item
pair (u,4) a recommendation score s(u,%) that indicates the
suitability of recommending i to u. Typically, the user-item-
pairs are (partially) sorted by their recommendation scores.
We define the matrix S € R ¥l a5 S§,,; = s(u,1). Further-
more, c¢(x) gives the count of x, meaning

o(z) = Der R fxzcl
ey Rus ifz T

Although we conveniently call the elements of U users and
the elements of Z items, these sets can contain any type of
object. In the case of online social networks, for example,
both sets contain the people that participate in the social
network, i.e., Y = Z, and R.; = 1 if there exists a friendship
link between persons u and i. In image tagging/annotation
problems, U contains images, Z contains words, and R,; =1
if image u was tagged with word ¢. In chemogenomics, an
early stage in the drug discovery process, U contains active
drug compounds, Z contains biological targets, and R,; = 1
if there is a strong interaction between compound w and
biological target i.

Typically, datasets for collaborative filtering are extremely
sparse, which makes it a challenging problem. The sparsity
S, computed as

Z(u,i)euszui (1)
-1z

typically ranges from 0.98 to 0.999 and is visualized in Fig-
ure 1. This means that a score must be computed for ap-
proximately 99% of the (u,7)-pairs based on only 1% of the
(u,)-pairs. This is undeniably a challenging task.

S=1-

3. FRAMEWORK

In the most general sense, every method for collaborative
filtering is defined as a function F that computes the rec-
ommendation scores S based on the data R: S = F (R).

Since different methods F originate from different intuitions
about the problem, they are typically explained from very
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Figure 1: Typical sparsity of training data matrix R for
binary, positive-only collaborative filtering.

different perspectives. In the literature on recommender sys-
tems in general and collaborative filtering specifically, two
dominant perspectives have emerged: the model based per-
spective and the memory-based perspective. Unfortunately,
these two are often described as two fundamentally separate
classes of methods, instead of merely two perspectives on the
same class of methods [47; 23]. As a result, the comparison
between methods often remains superficial.

We, however, will explain many different collaborative fil-
tering methods F from one and the same perspective. As
such we facilitate the comparison and classification of these
methods. Our perspective is a matrix factorization frame-
work in which every method F consists of three fundamental
building blocks: a factorization model of the recommenda-
tion scores S, a deviation function that measures the devia-
tion between the data R and the recommendation scores S,
and a minimization procedure that tries to find the model
parameters that minimize the deviation function.

First, the factorization model computes the matrix of
recommendation scores S as a link function ! of a sum of T'
terms in which a term ¢ is the product of F} factor matrices:

T Fy

S=1(>_J[s"“"|. (2)

t=1 f=1

For many methods, [ is the identity function, 7' = 1 and
Fy = 2. In this case, the factorization is given by:

S =sthgt?), (3)

Because of their dimensions, SV e RUI*P apnd §(12) ¢
RP*IZl are often called the user-factor matrix and item-
factor matrix, respectively. Figure 2 visualizes Equation 3.
More complex models are often more realistic, but generally
contain more parameters which increases the risk of overfit-
ting.

Second, the number of terms 7', the number of factor ma-
trices F} and the dimensions of the factor matrices are an
integral part of the model, independent of the data R'. Ev-
ery entry in the factor matrices however, is a parameter
that needs to be computed based on the data R. We col-
lectively denote these parameters as 8. Whenever we want

'High level statistics of the data might be taken into con-
sideration to choose the model. There is however no clear,
direct dependence on the data.
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Figure 2: Matrix Factorization with 2 factor matrices
(Eq. 3).

to emphasize that the matrix of recommendation scores S
is dependent on these parameters, we will write it as S(0).
The model in Figure 2, for example, contains ([U|+ |Z|) - D
parameters. Computing all the parameters in a factoriza-
tion model is done by minimizing the deviation between the
data R and the parameters 0. This deviation is measured
by the deviation function D (0, R). Formally we compute
the optimal values 0" of the parameters 6 as

0" = argminD (6, R) .
0

Many deviation functions exist, and every deviation function
mathematically expresses a different interpretation of the
concept deviation.

Third, efficiently computing the parameters that minimize
a deviation function is often non trivial because the major-
ity of deviation functions is non-convex in the parameters
of the factorization model. In that case, minimization al-
gorithms can only compute parameters that correspond to
a local minimum. The initialization of the parameters in
the factorization model and the chosen hyperparameters of
the minimization algorithm determine which local minimum
will be found. If the value of the deviation function in this
local minimum is not much higher than that of the global
minimum, it is considered a good minimum. An intuitively
appealing deviation function is worthless if there exists no
algorithm that can efficiently compute parameters that cor-
respond to a good local minimum of this deviation function.
Finally, we assume a basic usage scenario in which model pa-
rameters are recomputed periodically (typically, a few times
a day). Computing the recommendation scores for a user
based on the model, and extracting the items correspond-
ing to the top-IN scores, is assumed to be performed in real
time. Specific aspects of scenarios in which models need
to be recomputed in real time, are out of the scope of this
survey.

In this overview, we first survey existing models in Section 4.
Next, we compare the existing deviation functions in Sec-
tion 5. Afterwards, we discuss the minimization algorithms
that are used for fitting the model parameters to the devia-
tion functions in Section 6. Finally, we discuss the applica-
bility of rating-based methods in Section 7 and conclude in
Section 8.

4. FACTORIZATION MODELS

Equation 2 gives a general description of all models for col-
laborative filtering. In this section, we discuss how the spe-
cific collaborative filtering models map to this equation.
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4.1 Basic Models

A statistically well founded method is probabilistic latent
semantic analysis (pLSA) by Hofmann, which is centered
around the so called aspect model [19]. Hofmann models
the probability p(iJu) that a user u will prefer an item 7 as
the mixture of D probability distributions induced by the
hidden variables d:

D

plilu) =D p(i, dlu).

d=1
Furthermore, by assuming u and ¢ conditionally independent
given d, he obtains:

D

p(ilu) = p(ild) - p(dfu).

d=1

This model corresponds to a basic two-factor matrix factor-
ization:

§ — shHg2)

Sui = plilu) W
SV = p(dju)

S0 = p(ild),

in which the || x D parameters in Sgtld’l) and the D x |Z|

parameters in Sfjli’z) are a priori unknown and need to be
computed based on the data R. An appealing property of
this model is the probabilistic interpretation of both the pa-
rameters and the recommendation scores. Fully in line with
the probabilistic foundation, the parameters are constrained
as:

S 20
84 >0

> plild) =1 (5)

i€l

> pldfu) =1,
d=1

expressing that both factor matrices are non-negative and
that all row sums of S and S*? must be equal to 1
since they represent probabilities.

Latent dirichlet allocation (LDA) is a more rigorous statis-
tical model, which puts Dirichlet priors on the parameters
p(d|u) [6; 19]. However, for collaborative filtering these pri-
ors are integrated out and the resulting model for computing
recommendation scores is again a simple two factor factor-
ization model.

The aspect model also has a geometric interpretation. In
the training data R, every user is profiled as a binary vec-
tor in an |Z|-dimensional space in which every dimension
corresponds to an item. Analogously, every item is profiled
as a binary vector in a |I/|-dimensional space in which every
dimension corresponds to a user. Now, in the factorized rep-
resentation, every hidden variable d represents a dimension
of a D-dimensional space. Therefore, the matrix factoriza-
tion S = SHYSM2) implies a transformation of both user-
and item-vectors to the same D-dimensional space. A row
vector SS}.’I) € RY™P ig the representation of user w in this
D-dimensional space and a column vector S(Z1 2 ¢ RPx1
is the representation of item ¢ in this D-dimensional space.
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Figure 2 visualizes the user-vector of user u and the item-
vector of item . Now, as a result of the factorization model,
a recommendation score S,; is computed as the dotproduct
of the user-vector of u with the item-vector of i:

D
S50 = 3808l
d=1

(6)
= ISV IS - cos(pui)

= 185"?]] - cos(dui),

with ¢ the angle between the two vectors, and ||[S{ || = 1
a probabilistic constraint of the model (Eq.5). Therefore,
an item ¢ will be recommended if its vector norm HS(Z1 2|
is large and ¢, the angle of its vector with the user vec-
tor, is small. From this geometric interpretation we learn
that the recommendation scores computed with the model
in Equation 4 contain both a personalized factor cos(¢u:)
and a non-personalized, popularity based factor HSS’Z)H.
Many other authors adopted this two-factor model. How-
ever, they abandoned its probabilistic foundation by remov-
ing the constraints on the parameters (Eq.5) [21; 36; 37; 55;
73; 45; 52; 61; 16; 12]:

S =stNgt2), (7)

Yet another interpretation of this two-factor model is that
every hidden variable d represents a cluster containing both
users and items. A large value Sf}d‘l) means that user u
has a large degree of membership in cluster d. Similarly, a
large value Sillim means that item 4 has a large degree of
membership in cluster d. As such, pLSA can be interpreted
as a soft clustering model. According to the interpretation,
item 7 will be recommended to a user u if they have high
degrees of membership in the same clusters.

Although much less common, hard clustering models for col-
laborative filtering also exist. Hofmann and Puzicha [20]
proposed the model

p(ilu, e(u) = ¢,d(i) = d) = p(i)¢(e, d), (8)

in which e(u) indicates the cluster user u belongs to and
d(7) indicates the cluster item 7 belongs to. Furthermore,
¢(e,d) is the association value between the user-cluster e
and the item-cluster d. This cluster association factor in-
creases or decreases the probability that u likes ¢ relative
to the independence model p(ilu) = p(i). As opposed to
the aspect model, this model assumes E user-clusters only
containing users and D item-clusters only containing items.
Furthermore a user or item belongs to exactly one cluster.
The factorization model corresponding to this approach is:

s = s NgD g3 g
Sui = p(i|u),
SV =1(e(u) =e),
S? = gle, d),
sS4 =1(d(i) = d),
SGY =p(i) 1 = j),

in which I(¢rue) = 1, I(false) = 0, and E and D are hyper-
parameters. The |U| x E parameters in S E x D pa-
rameters in S?) | D x |Z| parameters in SU%) and the |Z|
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parameters S(14 need to be computed based on the data.

Ungar and Foster [63] proposed a similar hard clustering
method.

4.2 Explicitly Biased Models

In the above models, the recommendation score S,; of an
item ¢ for a user w is the product of a personalized fac-
tor with an item-bias factor related to item-popularity. In
Equation 6 the personalized factor is cos(¢y;), and the bias
factor is [|S{"?||. In Equation 8 the personalized factor is
¢(e,d), and the bias factor is p(i). Other authors [28; 40;
24] proposed to model item- and user-biases as explicit terms
instead of implicit factors. This results in the following fac-
torization model:

S =0 (8" 48V 4 80V502)
st =, 9)
S = b,

with o the sigmoid link-function, and SV, 8§21 ¢ RIUI*IZI
the user- and item-bias matrices in which all columns of
SV are identical and also all rows of S are identical.
The |U| parameters in S |Z| parameters in S*Y | |- D
parameters in S, and |Z| - D parameters in S©? need
to be computed based on the data. D is a hyperparame-
ter of the model. The goal of explicitly modeling the bias
terms is to make the interaction term SG1S3:2) 5 pure per-
sonalization term. Although bias terms are commonly used
for collaborative filtering with rating data, only a few works
with collaborative filtering with binary, positive-only data
use them.

4.3 Basic Neighborhood Models

Multiple authors proposed special cases of the basic two-
factor factorization in Equation 7.

4.3.1 Item-based
In a first special case, S&Y =R [10; 54; 45; 2; 34]. In this
case, the factorization model is given by

S =Rs"?, (10)

Consequently, a user u is profiled by an |Z|-dimensional bi-
nary vector R,,. and an item is profiled by an |{/|-dimensional

real valued vector S(z1 2) This model is often interpreted as
an item-based neighborhood model because the recommen-
dation score S,; of item ¢ for user u is computed as

Sui =R ST =Y "Ry -8iP = 3 s,

jET JEI(u)

with I(u) the known preferences of user u, and a parameter
Sﬁg) typically interpreted as the similarity between items
j and i, i.e., S§.1’2) = sim(j,1). Consequently, S(M2) ig often
called the item-similarity matrix. The SLIM method [34]
adopts this model and additionally imposes the constraints

si? > 0,80 =o. (11)

The non-negativity is imposed to enhance interpretability.
The zero-diagonal is imposed to avoid finding a trivial so-
lution for the parameters in which every item is maximally
similar to itself and has zero similarity with any other item.
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This model is rooted in the intuition that good recommen-
dations are similar to the known preferences of the user.
Although they do not present it as such, Gori et al. [18]
proposed ItemRank, a method that is based on an interest-
ing extension of this intuition: good recommendations are
similar to other good recommendations, with a bias towards
the known preferences of the user. The factorization model
corresponding to ItemRank is based on PageRank [35] and
given by:

S=a-88"? 4 (1-a)-R. (12)

Because of the recursive nature of this model, S needs to be
computed iteratively [18; 35].

4.3.2  User-based

Other authors proposed the symmetric counterpart of Equa-
tion 10 in which S = R [48; 2; 3]. In this case, the
factorization model is given by

S=s"YR, (13)

which is often interpreted as a user-based neighborhood model
because the recommendation score S,; of item 7 for user u
is computed as

Sui=SWY Ry =Y 8V Ry,
veu

in which parameter SiY s interpreted as the similarity
between users u and v, i.e., S — sim(u,v). SOV is of-
ten called the user-similarity matrix. The intuition behind
this model is that good recommendations are preferred by
similar users. Furthermore, Aiolli [2; 3] foresees the possi-
bility to rescale the scores such that popular items get less
importance. This changes the factorization model to

— (L1 (1,3) L3) s — s A—(1-8)
S=S""RS s Sy =1 =) - c(4) ,
in which S"% is a diagonal rescaling matrix that rescales
the item scores according to the item popularity ¢(i), and
B € [0,1] a hyperparameter. Additionally, Aiolli [3] imposes
the constraint that SV needs to be row normalized:

ISV = 1.

To the best of our knowledge, there exists no user-based
counterpart for the ItemRank model of Equation 12.

4.3.3  Explicitly Biased

Furthermore, it is, obviously, possible to add explicit bias
terms to neighborhood models. Wang et al. [68] proposed
an item-based neighborhood model with one bias term:

S=s®V RSP S0 =y,
and an analogous user-based model:
S=8"D 4 sVR, sV =y,

4.3.4  Unified

Moreover, Verstrepen and Goethals [66] showed that the
item- and user-based neighborhood models are two incom-
plete instances of the same general neighborhood model.
Consequently they propose KUNN, a complete instance of
this general neighborhood model. The model they propose
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can be written as a weighted sum of a user- and an item-
based model, in which the weights depend on the user u and
the item ¢ for which a recommendation score is computed:

S — (S(l’l)R) s(t:3) 4 g1 (RS<2’3))
S5 =16 = j) - c(i) ™ (14)
SEY = I(u = v) - c(u)71/2.

Finally, note that the above matrix factorization based de-
scriptions of nearest neighbors methods imply that matrix
factorization methods and neighborhood methods are not
two separate approaches, but two perspectives on the same
approach.

4.4 Factored Similarity Neighborhood Models

The item-similarity matrix S(H2) ip Equation 10 contains
|Z|? parameters, which is in practice often a very large num-
ber. Consequently, it can happen that the training data is
not sufficient to accurately compute this many parameters.
Furthermore, one often precomputes the item-similarity ma-
trix S and performs the dotproducts R.,. -S¢? to com-
pute the recommendation scores S,; in real time. In this
case, the dotproduct is between two |Z|-dimensional vectors,
which is often prohibitive in real time, high traffic applica-
tions. One solution® is to factorize the similarity matrix,
which leads to the following factorization model:

S = Rs(12g12",

in which every row of S(? € RIZIXP represents a D-dimen-
sional item-profile vector, with D a hyperparameter [71; 8].
In this case the item-similarity matrix is equal to

g2g2”

which means that the similarity sim (7, j) between two items
i and j is defined as the dotproduct of their respective profile
vectors

(1,2) g2
SHAR -

This model only contains |Z| - D parameters instead of |Z|?
which is much fewer since typically D < |Z|. Further-
more, by first precomputing the item vectors S and
then precomputing the D-dimensional user-profile vectors
given by RS2 the real time computation of a score Su;
encompasses a dotproduct between a D-dimensional user-
profile vector and a D-dimensional item-profile vector. Since
D <« |Z|, this dotproduct is much less expensive and can be
more easily performed in real time. Furthermore, there is
no trivial solution for the parameters of this model, as is the
case for the non factored item-similarity model in Equation
10. Consequently, it is never required to impose the con-
straints from Equation 11. To avoid scaling problems when
fitting parameters, Weston et al. [71] augment this model
with a diagonal normalization factor matrix:

s = sEURSIAGLDT (15)
S = T(u =v) - c(u)" 2. (16)

2 Another solution is to enforce sparsity on the similarity
matrix by means of the deviation function. This is discussed
in Section 5.
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A limitation of this model is that it implies that the sim-
ilarity matrix is symmetric. This might hurt the model’s
accuracy in certain applications such as recommending tags
for images. For an image of the Eiffel tower that is already
tagged FEiffel tower, for example, the tag Paris is a reason-
able recommendation. However, for an image of the Louvre
already tagged Paris, the tag Fiffel tower is a bad recom-
mendation. Paterek solved this problem for rating data by
representing every item by two separate D-dimensional vec-
tors [41]. One vector represents the item if it serves as evi-
dence for computing recommendations, the other vector rep-
resents the item if it serves as a candidate recommendation.
In this way, they can model also asymmetric similarities.
This idea is not restricted to rating data, and for binary,
positive-only data, it was adopted by Steck [58]:

S =8IRS (17)
SEY = I(u = v) - e(u) /2. (18)

Kabbur et al. also adopted this idea. However, similar to
Equation 9, they also add bias terms:

S =gt 4 g2l | gBHRgEGED
sV =b,

Sz =,

S = Iu = v) - e(u) /2,

(19)

with 83 ¢ RIZIXP the matrix of item profiles when they
serve as evidence, &% ¢ RPXIZI the matrix of item pro-
files when they serve as candidates , and 8 € [0,1] and D
hyperparameters.

4.5 Higher Order Neighborhood Models

The nearest neighbors methods discussed up to this point
only consider pairwise interactions sim(j, ) and/or sim(u,v)
and aggregate all the relevant ones for computing recommen-
dations. Several authors [10; 31; 64; 50; 30; 33; 7] have pro-
posed to incorporate also higher order interactions sim(J, 7)
and/or sim(u, V) with J C Z and V' C Y. Also in this case
we can distinguish item-based approaches from user-based
approaches.

4.5.1 [Item-based

For the item-based approach, most authors [10; 31; 64; 30;
7] propose to replace the user-item matrix R in the pairwise
model of Equation 10 by the user-itemset matrix X:

S =xs"?
Xy = H R, (20)
jeJ

with 12 € RP*IZI the itemset-item similarity matrix and
X € {0,1}41XP the user-itemset matrix, in which D < 2/7!
is the result of an itemset selection procedure.

The HOSLIM method [7] adopts this model and additionally
imposes the constraints in Equation 11.

The case in which D = 2%, and S®? is dense, is in-
tractable. Tractable methods either limit D < 2/Z! or im-
pose sparsity on S via the deviation function. While we
discuss the latter in Section 5.11, there are multiple ways to
do the former. Deshpande and Karypis [10] limit the number
of itemsets by limiting the size of J. Alternatively, Chris-
takopoulou and Karypis [7] only consider itemsets J that
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were preferred by more than a minimal number of users.
van Leeuwen and Puspitaningrum, on the other hand, limit
the number of higher order itemsets by using an itemset se-
lection algorithm based on the minimal description length
principle [64]. Finally, Menezes et al. claim that it is in cer-
tain applications possible to compute all higher order inter-
actions if one computes all higher order interactions on de-
mand instead of in advance [31]. However, delaying the com-
putation does not reduce its exponential complexity. Only
if a large portion of the users requires recommendations on
a very infrequent basis, computations for these users can be
spread over a very long period of time and their approach
might be feasible.

An alternative model for incorporating higher order interac-
tions between items consists of finding the best association
rule for making recommendations [50; 33]. This corresponds
to the matrix factorization model

Xus =[] Rus,

jEJ

S=Xgsh?,

with
(A®B),, = 200 AziBiy,

in which A € R™™ and B € R™**,

We did not find a convincing motivation for either of the
two aggregation strategies. Moreover, multiple authors re-
port that their attempt to incorporate higher order inter-
actions heavily increased computational costs and did not
significantly improve the results [10; 64].

4.5.2 User-based

Incorporating higher order interactions between users can
be achieved be replacing the user-item matrix in Equation
13 by the userset-item matrix Y [30; 60]:

s=s"YY,  Yvi=]]Ru, (21)
veV

with Y € {0,1}?*17! and, SV e RUI*PD the user-userset
similarity matrix, in which D < 2%l is the result of a userset
selection procedure [30; 60].

4.6 Multi-profile Models

When multiple users, e.g., members of the same family, share
a single account, or when a user has multiple distinct tastes,
the above matrix factorization models can be too limited
because they aggregate all the distinct tastes of an account
into one vector [67; 70; 26]. Therefore, Weston et al. [70]
propose MaxMF, in which they model every account with
multiple vectors instead of just one. Then, for every candi-
date recommendation, their model chooses the vector that
maximizes the score of the candidate:

Su = max (S*17s0?)

p=1...P ui

Kabbur and Karypis [26] argue that this approach worsens
the performance for accounts with homogeneous taste or
a low number of known preferences and therefore propose,
NLMFi, an adapted version that combines a global account
profile with multiple taste-specific account profiles:

Sui = (S<1,1>S<1,2>) 4 ma (S(z,l,p)s(w))

ui p=1...P wui
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Alternatively, they also propose NLMFSs, a version in which
S22 = 8(1:2) i e the item profiles are shared between the
global and the taste-specific terms:

S — (S(lvl)s(lﬂ)) + max (S(Qvl’ﬂ)s(lﬂ))

wi  p=1...P ui

An important downside of the above two models is that P,
the number of distinct account-profiles, is a hyperparameter
that is the same for every account and cannot be too large
(typically 2 or 3) to avoid an explosion of the computational
cost and the number of parameters. DAMIB-Cover [67], on
the other hand, starts from the item-based model in Equa-
tion 10, and efficiently considers P = 2¢*) different profiles
for every account u. Specifically, every profile corresponds
to a subset S® of the known preferences of u, I(u). This
results in the factorization model
Sui = max

(RS(l’Q’p)S(1’3))
p=1...2¢(w)

gz _ 16 =k) 157 N {j}]
ik |S@)|8 ’

ui

with S(12P) g diagonal matrix that selects and rescales the
known preferences of u that correspond to the subset S® C
I(u), and B € [0, 1] a hyperparameter.

S. DEVIATION FUNCTIONS

The factorization models described in Sec. 4 contain many
parameters, i.e., the entries in the a priori unknown fac-
tor matrices, which we collectively denote as 6. These pa-
rameters need to be computed based on the training data
R. Computing all the parameters in a factorization model
is done by minimizing the deviation between the training
data R and the parameters 6 of the factorization model.
This deviation is measured by a deviation function D (6, R).
Many deviation functions exist, and every deviation func-
tion mathematically expresses a different interpretation of
the concept deviation.

The majority of deviation functions is non-convex in the
parameters 6. Consequently, minimization algorithms can
only compute parameters that correspond to a local min-
imum. The initialization of the parameters in the factor-
ization model and the chosen hyperparameters of the mini-
mization algorithm determine which local minimum will be
found. If the value of the deviation function in this local
minimum is not much higher than that of the global mini-
mum, it is considered a good minimum.

5.1 Probabilistic Scores-based

Hofmann [19] proposes to compute the optimal parameters
0" of the model as those that maximize the loglikelihood of
the model, i.e., logp(R|6), the logprobability of the known
preferences given the model:

6" = arg max Z Z R log p(Ruil6). (22)

u€EU i€L

Furthermore, he models p(R.; = 1|0) with S, i.e., he in-
terprets the scores S as probabilities. This gives

0" = argmax Z Z R log Sui,
0

ueU i€
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which is equivalent to minimizing the deviation function

D(O,R)=—)_ Y RuilogSui. (23)

ueU €T

Recall that parameters 0 are not directly visible in the right
hand side of this equation but that scores S,; are computed
based on the factorization model which contains parameters
0, i.e., we use short notation S,,; instead of the full notation
Sui(0).

This deviation function was also adopted by Blei et al. in
their approach called latent dirichlet allocation (LDA) [6].
Furthermore, note that Hofmann only maximizes the log-
probability of the observed feedback and ignores the missing
preferences. This is equivalent to the assumption that there
is no information in the missing preferences, which implicitly
corresponds to the assumption that feedback is missing at
random (MAR) [56]. Clearly, this is not a realistic assump-
tion, since negative feedback is missing by definition, which
is obviously non random. Moreover, the number of items in
collaborative filtering problems is typically very large, and
only a very small subset of them will be preferred by a user.
Consequently, the probability that a missing preference is
actually not preferred is high. Hence, in reality, the feedback
is missing not at random (MNAR), and a good deviation
function needs to account for this [56]. Furthermore, notice
that Hofmann only maximizes the logprobability of the ob-
served feedback and ignores the missing preferences. This is
equivalent to the assumption that there is no information in
the missing preferences, which implicitly corresponds to the
assumption that feedback is missing at random (MAR) [56].
Clearly, this is not a realistic assumption, since negative
feedback is missing by definition, which is obviously non
random. Moreover, the number of items in collaborative fil-
tering problems is typically very large, and only a very small
subset of them will be preferred by a user. Consequently,
the probability that a missing preference is actually not pre-
ferred is high. Hence, in reality, the feedback is missing not
at random (MNAR), and a good deviation function needs
to account for this [56].

One approach is to assume, for the purposes of defining the
deviation function, that all missing preferences are not pre-
ferred. This assumption is called all missing are negative
(AMAN) [37]. Under this assumption, the parameters that
maximize the loglikelihood of the model are computed as

0" = arg gnax Z Z log p(Ro;0).

ueU i€l

For binary, positive-only data, one can model p(Ry;|0) as
SuRi’“ (1 - Sm-)(lfR’“). In this case, the parameters are
computed as

0" = arg max Z Z (RuilogSui + (1 — Ry;)log(l — Sus)) -
o weU €T

While the AMAN assumption is more realistic than the
MAR assumption, it adopts a conceptually flawed missing
data model. Specifically, it assumes that all missing prefer-
ences are not preferred, which contradicts the goal of collab-
orative filtering: to find the missing preferences that are ac-
tually preferred. A better missing data model still assumes
that all missing preferences are not preferred. However, it
attaches a lower confidence to the assumption that a missing
preference is not preferred, and a higher confidence to the
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assumption that an observed preference is indeed preferred.
One possible way to apply this missing data model was pro-
posed by Steck [56]. Although his original approach is more
general, we give a specific simplified version that for binary,
positive-only data:

0" = argmax Z Z (Rm log S
6

weld i€
+a-(1—Rui)log(1—Suw)), (24)

in which the hyperparameter o < 1 attaches a lower im-
portance to the contributions that correspond to R,; = 0.
Johnson [24] proposed a very similar computation, but does
not motivate why he deviates from the theoretically well
founded version of Steck. Furthermore, Steck adds regular-
ization terms to avoid overfitting and finally proposes the
deviation function

D(O,R) =Y _ > (~RuilogSui

weld i€L
—a- (1 —Ru)-log(l — Swi)
+ X ([10ullE + 116:]F)),

with || - || the Frobenius norm, A a regularization hyper-
parameter, and 6,,6; the vectors that group the model pa-
rameters related to user v and item i, respectively.

5.2 Basic Squared Error-based

Most deviation functions, however, abandon the interpreta-
tion that the scores S are probabilities. In this case, one
can choose to model p(R.;|0) with a normal distribution
N (Ryi|Sui, o). By additionally adopting the AMAN as-
sumption, the optimal parameters are computed as the ones
that maximize the loglikelihood log p(R|6):

0" = arg max log N (Rui|Sui, o),
g1 > log N (Rul )

ueU €T

which is equivalent to

f* = arg max Z Z — (Rui — Suwi)®
0

u€eU i€l

= arg min Z Z (Rui — Sm-)2 .
0

u€eU i€l

The Eckart-Young theorem [13] states that the scores matrix
S that results from these parameters 6, is the same as that
found by singular value decomposition (SVD) with the same
dimensions of the training data matrix R. As such, the the-
orem relates the above approach of minimizing the squared
error between R and S to latent semantic analysis (LSA) [9]
and the SVD based collaborative filtering methods [8; 49].
Alternatively, it is possible to compute the optimal param-
eters as those that maximize the logposterior logp(d|R),
which relates to the loglikelihood log p(R|60) as

p(0|R) o< p(R0) - p(6).
When p(0), the prior distribution of the parameters, is cho-

sen to be a zero-mean, spherical normal distribution, maxi-
mizing the logposterior is equivalent to minimizing the de-
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viation function [32]

DOR) = > ((Rui—Suw)’

ueEU i€
+ A 103 4+ N - 116:]17),

with Ay, A\; regularization hyperparameters. Hence, maxi-
mizing the logposterior instead of the loglikelihood is equiv-
alent to adding a regularization term. This deviation func-
tion is adopted by the FISM and NLMF methods [27; 26].
In an alternative interpretation of this deviation function, S
is a factorized approximation of R and the deviation func-
tion minimizes the squared error of the approximation. The
regularization with the Frobenius norm is added to avoid
overfitting. For the SLIM and HOSLIM methods, an alter-
native regularization term is proposed:

DO,R)=>_ > (Ru—Suw)’

u€eU i€

T F
+ 33 T ARlISCDYE + M lISEI|L,
t=1 f=1

with || - ||1 the l;-norm. Whereas the role of the Frobenius-
norm is to avoid overfitting, the role of the l1-norm is to in-
troduce sparsity. The combined use of both norms is called
elastic net regularization, which is known to implicitly group
correlated items [34]. The sparsity induced by the ;-norm
regularization lowers the memory required for storing the
model and allows to speed-up the computation of recom-
mendations by means of the sparse dotproduct. Even more
sparsity can be obtained by fixing a majority of the param-
eters to 0, based on a simple feature selection method. Ning
and Karypis [34] empirically show that this significantly re-
duces runtimes, while only slightly reducing the accuracy.

5.3 Weighted Squared Error-based

These squared error based deviation functions can also be
adapted to diverge from the AMAN assumption to a missing
data model that attaches lower confidence to the missing
preferences [21; 37; 56]:

D(O,R) = Z Zwm (Rui — Sui)2

ueU i€l

T F
3 A I8EIIE, (25)

t=1 f=1

in which W e R¥IxIZI assigns weights to values in R. The
higher W,;, the higher the confidence about R,;. Hu et
al. [21] provide two potential definitions of W:

Wui =1 + ﬂRuiy

Wui =1+ alog (1l + Rui/e),
with «, 3, € hyperparameters. Clearly, this method is not
limited to binary data, but works on positive-only data

in general. We, however, only consider its use for binary,
positive-only data. Equivalently, Steck [56] proposed:

with a < 1.
Additionally, Steck [57] pointed out that a preference is more
likely to show up in the training data if the item is more
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popular. To compensate for this bias, Steck proposes to
weight the known preferences non-uniformly:

with C' a constant, R the number of non-zeros in the training
data R, and 8 € [0,1] a hyperparameter. Analogously, a
preference is more likely to be missing in the training data
if the item is less popular. To compensate for this bias, Steck
proposes to weight the missing preferences non-uniformly:

Wi = Rui+ (1 - Rui) - C - (i)’ (26)

with C' a constant. Steck proposed these two weighting
strategies as alternatives to each other. However, we be-
lieve that they can be combined since they are the applica-
tion of the same idea to the known and missing preferences
respectively.

Although they provide less motivation, Pan et al. [37] arrive
at similar weighting schemes. They propose W,; = 1 if
R.i; = 1 and give three possibilities for the case when R,; =
0:

W =6, (27)
Wi =a-c(u), (28)
Wi = a (U] = c(i), (29)

with § € [0,1] a uniform hyperparameter and « a hyper-
parameter such that Wy; < 1 for all pairs (u,?) for which
R.; = 0. In the first case, all missing preferences get the
same weight. In the second case, a missing preference is
more negative if the user already has many preferences. In
the third case, a missing preference is less negative if the
item is popular. Interestingly, the third weighting scheme
is orthogonal to the one of Steck in Equation 26. Addition-
ally, Pan et al. [37] propose a deviation function with an
alternative regularization:

u€U i€L
+ A (10ul1F +116:]F))-  (30)

Yao et al. [73] adopt a more complex missing data model
that has a hyperparameter p, which indicates the overall
likelihood that a missing preference is preferred. This trans-
lates into the deviation function:

> S RuWai(1 - 8ui)?
ueU i€
+ > (1= Rui)Wui(p — Sui)?

ueU i€

T F
3> AflISCP)E (31

t=1 f=1
The special case with p = 0 reduces this deviation function

to the one in Equation 25.
An even more complex missing data model and correspond-
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ing deviation function was proposed by Sindhwani et al. [55]:

Z Z Ruzwuz - Suz)

uwel i€
+> > (1= Rui) Wi (Pui — Sui)?

ueEU i€T

+3 > AlisE
t=1 f=1
—Am Y > (1 -Ru)HPuw) (32)

with P and W additional parameters of the model that need
to be computed based on the data R, together with all other
parameters. The last term contains the entropy function H
and serves as a regularizer for P. Furthermore, they define

the constraint
P =
|u||z| T T/ 2 2P =P
uweU i€

which expresses that the average probability that a missing
value is actually one must be equal to the hyperparame-
ter p. To reduce the computational cost, they fix P,; = 0
for most (u,i)-pairs and randomly choose a few (u,?)-pairs
for which P,; is computed based on the data. It seems that
this simplification completely offsets the modeling flexibil-
ity that was obtained by introducing P. Additionally, they
simplify W as the one-dimensional matrix factorization

Wui = V., Vi,

A conceptual inconsistency of this deviation function is that
although the recommendation score is given by Sui, Pu;
could also be used. Hence, there exist two parameters for
the same concept, which is, at best, ambiguous.

5.4 Maximum Margin-based

A disadvantage of the squared error-based deviation func-
tions is their symmetry. For example, if R,; = 1 and
Sui = 0, (Rui — Sui)? = 1. This is desirable behavior be-
cause we want to penalize the model for predicting that a
preference is not preferred. However if S,; = 2, we obtain
the same penalty: (Ru; — Sm-)2 = 1. This, on the other
hand, is not desirable because we do not want to penalize
the model for predicting that a preference will definitely be
preferred.

A maximum margin-based deviation function does not suffer
from this problem [36]:

= >3 Wi h (Rui-Sus) +AlISI[m,  (33)
uweld €T
with ||.||z the trace norm, A a regularization hyperparame-
ter, h (f{m . Sui) a smooth hinge loss given by Figure 3 [46],
W given by one of the Equations 27-29 and the matrix R
defined as
Ru=1 ifRu=1
Ru=-1 if Ry =0.
This deviation function incorporates the confidence about

the training data by means of W and the missing knowledge
about the degree of preference by means of the hinge loss

h (Rm . Sui). Since the degree of a preference R,; = 1
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Figure 3: Shown are the loss function values h(z) (left) and
the gradients dh(z)/dz (right) for the Hinge and Smooth
Hinge. Note that the gradients are identical outside the
region z € (0, 1) [46].

is considered unknown, a value S,; > 1 is not penalized if
R, =1.

5.5 Opverall Ranking Error-based

The scores S computed by a collaborative filtering method
are used to personally rank all items for every user. There-
fore, one can argue that it is more natural to directly op-
timize the ranking of the items instead of their individual
scores.

Rendle et al. [45], aim to maximize the area under the ROC
curve (AUC), which is given by:

1 1
AUC = — S —
i 2 Tl (2T~ Tl

ST I(Sui > Suy). (34)

Ry;i=1Ry;=0

If the AUC is higher, the pairwise rankings induced by the
model S are more in line with the observed data R. How-
ever, because I(Sy; > Suj) is non-differentiable, it is im-
possible to actually compute the parameters that (locally)
maximize the AUC. Their solution is a deviation function,
called the Bayesian Personalized Ranking(BPR)-criterium,
which is a differentiable approximation of the negative AUC
from which constant factors have been removed and to which
a regularization term has been added:

=> > > —logo(Sui —Su;)

UEU Ry ;=1 Ry ;=0

F
Z AerlISEPN%,  (35)

HMH

with o(-) the sigmoid function and A regularization hyper-
parameters. Since this approach explicitly accounts for the
missing data, it corresponds to the MNAR assumption.

Pan and Chen claim that it is beneficial to relax the BPR
deviation function by Rendle et al. to account for noise in
the data [38; 39]. Specifically, they propose CoFiSet [38],
which allows certain violations S.; < Su; when Ru; > Ryj:

=22 >

wel 1CI(u) JCT\I (u)

—logo (Ziel Sui _ ZjeJ Sui)

1 7]
+1(0), (36)
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with I'(0) a regularization term that slightly deviates from
the one proposed by Rendle et al. for no clear reason. Alter-
natively, they propose GBPR [39], which relaxes the BPR
deviation function in a different way:

=2 > > T

WEU Ryyj=1 Ry j=0

> Sy
—logo? <a~g|€ggu’_l|q+(1oz)-suisuj , (37)

with G, ; the union of {u} with a random subset of {g €
U\ {u}|Rgi = 1}, and a a hyperparameter.

Furthermore, Kabbur et al. [27] also aim to maximize AUC
with their method FISMauc. However, they propose to use
a different differentiable approximation of AUC:

=Y Y Y (R Ruy)— (Sui -

UEU Ry;=1 Ry ;=0

T F
+3 3 s I8EPIE. (38)
t=1 f=1

The same model without regularization was proposed by
Toscher and Jahrer [62]:

Suj))?

D(0,R) =

DD Y (Rui—Ruy) —(Sui—

uEU Ryj=1 Ry, ;=0

Sui))?. (39)

A similar deviation function was proposed by Takacs and
Tikk [61]:

R)=> > Ruy w(j

ueU i€ JjET

with w(-) a user-defined item weighting function. The sim-
plest choice is w(j) = 1 for all j. An alternative proposed
by Takédcs and Tikk is w(j) = ¢(j). Another important
difference is that this deviation function also minimizes the
score-difference between the known preferences mutually.
Finally, it is remarkable that both To6scher and Jahrer, and
Takécs and Tikk, explicitly do not add a regularization term,
whereas most other authors find that the regularization term
is important for their model’s performance.

R.;))*, (40)

5.6 Top of Ranking Error-based

Very often, only the N highest ranked items are shown to
users. Therefore, Shi et al. [52] propose to improve the top
of the ranking at the cost of worsening the overall ranking.
Specifically, they propose the CLiMF method, which aims

to minimize the mean reciprocal rank (MRR) instead of the
AUC. The MRR is defined as

-1
MRR = ‘u| > s (maxlsuz | s“> ,

ueU

in which r- (a|b) gives the rank of ¢ among all numbers in b
when ordered in descending order. Unfortunately, the non-
smoothness of r~ () and max makes the direct optimization
of M RR unfeasible. Hence, Shi et al. derive a differentiable
version of MRR. Yet, optimizing it is intractable. Therefore,
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they optimize a lower bound instead. After also adding reg-
ularization terms, their final deviation function is given by

=3 Y Rui(loga(Sui)
u€eU i€l

+ Zlog (1 —Rujo(Su; — Sm)))

JET

T F
+3 D AlIS“PIE @y

t=1 f=1

with A a regularization constant and o(-) the sigmoid func-
tion. A disadvantage of this deviation function is that it
ignores all missing data, i.e., it corresponds to the MAR
assumption.

An alternative for MRR is mean average precision (MAP):

MAP = |u| Z Z

m|S )

Z I(Swu; > Sui),

R,;=1

which still emphasizes the top of the ranking, but less ex-
tremely than MRR. However, MAP is also non-smooth, pre-
venting its direct optimization. For MAP, too, Shi et al.
derived a differentiable version, called TFMAP [51]:

I IDDIEICOID DIEICHEE

ueu R)mfl R, =1
T F
FADY D ISEIE, (42)
t=1 f=1

with A a regularization hyperparameter. Besides, the for-
mulation of TFMAP in Equation 42 is a simplified version
of the original, concieved for multi-context data, which is
out of the scope of this survey.

Dhanjal et al. proposed yet another alternative [12]. They
start from the definition of AUC in Equation 34, approx-
imate the indicator function I(S,; — S.;) by the squared
hinge loss (max (0,1 + S.j — Sui))? and emphasize the de-
viation at the top of the ranking by means of the hyperbolic
tangent function tanh(-):

D(0,R) =
> tanh( > (maX(O,lJrSujSm-))z). (43)

5.7 Kk-Order Statistic-based

On the one hand, the deviation functions in Equations 35-40
try to minimize the overall rank of the known preferences.
On the other hand, the deviation functions in Equations
41 and 43 try to push one or a few known preferences as
high as possible to the top of the item-ranking. Weston et
al. [71] propose to minimize a trade-off between the above
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two extremes:

3w (7">(Sm' | {Scz(t;; Rui = 1}))

uEU Ry ;=1

oy 7> (i | (B | R = 0)

with w(:) a function that weights the importance of the

known preference as a function of their predicted rank among
all known preferences. This weighting function is user-defined
and determines the trade-off between the two extremes, i.e.,

minimizing the mean rank of the known preferences and

minimizing the maximal rank of the known preferences. Be-

cause this deviation function is non-differentiable, Weston

et al. propose the differentiable approximation

D(6,R) = Z Z w (T>(Sm' | {SCI(L;; Ry = 1}))

welU Ry =1

Z max(O, 1+ Suj - Suz)

N =) )

R, ;=0

where they replaced the indicator function by the hinge-loss
and approximated the rank with N=* (|Z] — ¢(u)), in which
N is the number of items k that were randomly sampled
until Sux +1 > S Furthermore, they use the simple
weighting function

w 7> (Sui [ {Sui [Rui =1} _
( )

|ul

1if r~(Sui | S C {Sui | Rui =1}, |S]| = K) =k and
0 otherwise ,

i.e., from the set S that contains K randomly sampled known
preferences, ranked by their predicted score, only the item at
rank k is selected to contribute to the training error. When
k is set low, the top of the ranking will be optimized at the
cost of a worse mean rank. The opposite will hold when £k is
set high. The regularization is not done by adding a regular-
ization term but by forcing the norm of the factor matrices
to be below a maximum, which is a hyperparameter.
Alternatively, Weston et al. also propose a simplified devia-
tion function:

D(6,R) = Z Z w (7“>(Sm' | {chz;; Ry = 1}))

wel Ry ;=1

> max(0,1+ Su; — Sus).  (46)

R,;=0

5.8 Rank Link Function-based

The ranking-based deviation functions discussed so far, are
all tailor made differentiable approximations with respect to
the recommendation scores of a certain ranking quality mea-
sure, like AUC, MRR or the k-th order statistic. Steck [58]
proposes a more general approach that is applicable to any
ranking quality measure that is differentiable with respect to
the rankings. He demonstrates his method on two ranking
quality measures: AUC and nDCG. For AUC,, the AUC

$Weston et al. [69] provide a justification for this approxi-
mation.
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for user u, he does not use the formulation in Equation 34,
but uses the equivalent

N
c(u) - (IZ] = e(u))

(7] + De() - <C(“)2+ 1) -y }

R, i=1

AUC, =

with r.; the rank of item ¢ in the recommendation list of
user u. Second, nDCG,, is defined as

DCG 1

DOGu = =) DCG = )
" DCG ot log(rui +1)

Ryi=

with DCG ¢ the DCG of the optimal ranking. In both
cases, Steck proposes to relate the rank r,; with the recom-
mendation score R,; by means of a link function

Fui = max {1, 1z] - (1 _ cdf(Sm-))} , (47)

with Su: = (Sws — pu)/stdy the normalized recommenda-
tion score in which p, and std, are the mean and stan-
dard deviation of the recommendation scores for user wu,
and cdf is the cumulative distribution of the normalized
scores. However, to know cdf, he needs to assume a dis-
tribution for the normalized recommendation scores. He
motivates that a zero-mean normal distribution of the rec-
ommendation scores is a reasonable assumption. Conse-
quently, cdf (Sui) = probit(Sui). Furthermore, he proposes
to approximate the probit function with the computation-
ally more efficient sigmoid function or the even more efficient
function

rankSE(Su) = [1 — (11 = Suil4)l4,

with [z]+ = maz{0,z}. In his pointwise approach, Steck
uses Equation 47 to compute the ranks based on the rec-
ommendation scores. In his listwise approach, on the other
hand, he finds the actual rank of a recommendation score
by sorting the recommendation scores for every user, and
uses Equation 47 only to compute the gradient of the rank
with respect to the recommendation score during the min-
imization procedure. After adding regularizaton terms, he
proposes the deviation function

DO.R)= Y (X (1) + - (10l + 161])

uelU “Ry;=1

+ Bl ), (9)
JET

with 6,,60; the vectors that group all model parameters re-
lated to user u and item %, respectively, A,y regularization
hyperparameters, and L(S;) equal to —AUC, or —nDCG.,
which are a function of S,; via r,;. The last regularization
term is introduced to enforce an approximately normal dis-
tribution on the scores.

5.9 Posterior KL-divergence-based

In our framework, the optimal parameters 0* are computed
as 0" = argmin, D (6, R). However, we can consider this a
special case of

7 = (argmin D006, 1)).
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in which 1 is chosen to be the identity function and the
parameters 6 are identical to the parameters ¢, i.e., 0(¢) =
¢. Now, some authors [28; 40; 16] propose to choose ()
and ¢ differently.

Specifically, they model every parameter 6; of the factoriza-
tion model as a random variable with a parameterized pos-
terior probability density function p(6;]|¢;). Hence, finding
the variables ¢ corresponds to finding the posterior distri-
butions of the model parameters 6. Because it is intractable
to find the true posterior distribution p(6|R) of the param-
eters, they settle for a mean-field approximation ¢(6|¢), in
which all variables are assumed to be independent.

Then, they define ¢ as 1(¢*) = Eq(gp+)[0], i.e., the point-
estimate of the parameters 6 equals their expected value
under the mean-field approximation of their posterior dis-
tributions. Note that 07 = E,, | y[0;] because of the inde-
pendence assumption.

If all parameters 6; are assumed to be normally distributed
with mean y; and variance o [28; 40], ¢; = (u;,0;) and
05 = BEq(0,/¢7)[0;] = pj- If, on the other hand, all parameters
0; are assumed to be gamma distributed with shape «; and
rate (35 [16], ¢; = (@, B;) and 0] = = Eq(o; |65 5 [05] = /B85

Furthermore, prior distributions are defined for all parame-
ters 0. Typically7 when this approach is adopted, the under-
lying assumptions are represented as a graphical model [5].

The parameters ¢, and therefore the corresponding mean-
field approximations of the posterior distribution of the pa-
rameters 0, can be inferred by defining the deviation func-
tion as the KL-divergence of the real (unknown) posterior
distribution of the parameters, p(6|R), from the modeled
posterior distribution of the parameters, ¢(0|¢),

D (6(¢), R) = Drr (q(0]8)[p(0|R)),

which can be solved despite the fact that p(6|R) is un-
known [25]. This approach goes by the name variational
inference [25].

A nonparametric version of this approach also considers D,
the number of latent dimensions in the simple two factor
factorization model of Equation 7, as a parameter that de-
pends on the data R instead of a hyperparameter, as most
other methods do [17].

Note that certain solutions for latent Dirichlet allocation [6]
also use variational inference techniques. However, in this
case, variational inference is a part of the (variational) expec-
tation-maximization algorithm for computing the parame-
ters that optimize the negative log-likelihood of the model
parameters, which serves as the deviation function. This is
different from the methods discussed in this section, where
the KL-divergence between the real and the approximate
posterior is the one and only deviation function.

5.10 Convex

An intuitively appealing but non-convex deviation function
is worthless if there exists no algorithm that can efficiently
compute parameters that correspond to its good local min-
imum. Convex deviation functions on the other hand, have
only one global minimum that can be computed with one
of the well studied convex optimization algorithms. For this
reason, it is worthwhile to pursue convex deviation func-
tions.

Alolli [3] proposes a convex deviation function based on the
AUC (Eq. 34). For every individual user u € U, Aiolli starts
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from AUC,, the AUC for u:

L > 1(Sui > Suj).

AUC, = c(w) - (|1Z] = e(u)) R%; R.;=0

Next, he proposes a lower bound on AUC,:

ZZ

i=1 Ry =0

A0 2 )

Swui—Suj

and interprets it as a weighted sum of margins
between any known preferences and any absent feedback,
in which every margin gets the same weight m
Hence maximizing this lower bound on the AUC corresponds
to maximizing the sum of margins between any known pref-
erence and any absent feedback in which every margin has
the same weight. A problem with maximizing this sum is
that very high margins on pairs that are easily ranked cor-
rectly can hide poor (negative) margins on pairs that are
difficult to rank correctly. Aiolli proposes to replace the
uniform weights with a weighting scheme that emphasizes
the difficult pairs such that the total margin is the worst
possible case, i.e., the lowest possible sum of weighted mar-
gins. Specifically, he proposes to solve for every user u the
joint optimization problem

0" —argmaxmm E E i (Sui — Suy),
a'ﬂ*

Ryi=1R,;=0

where for every user u, it holds that > g _, owi = 1 and

ZR _oauj = 1. To avoid overfitting of «, he adds two
%

regularization terms:

0" —argmaxmm( Z Z Qi Oy (Swi — Suj)

Qo
Ryi=1R,;=0
+ >\ E auz + >\ E auz)7
Ryi=1 Ry =0

with \p, A, regularization hyperparameters. The model pa-
rameters 6, on the other hand, are regularized by normaliza-
tion constraints on the factor matrices. Solving the above
maximization for every user, is equivalent to minimizing the
deviation function

p(e,m:z(w( Y e (Su - Su)

ueU Ry;=1R,;=0
—X D ani =AY am)> (49)
R,;=1 R, ;=0

5.11 Analytically Solvable

Some deviation functions are not only convex, but also an-
alytically solvable. This means that the parameters that
minimize these deviation functions can be exactly computed
from a formula and that no numerical optimization algo-
rithm is required.

Traditionally, methods that adopt these deviation functions
have been inappropriately called neighborhood or memory-
based methods. First, although these methods adopt neigh-
borhood-based factorization models, there are also neighbor-
hood-based methods that adopt non-convex deviation func-
tions, such as SLIM [34] and BPR-kNN [45], which were,
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amongst others, discussed in Section 4. Second, a memory-
based implementation of these methods, in which the neces-
sary parameters of the factorization model are not precom-
puted, but computed in real time when they are required
is conceptually possible, yet practically intractable in most
cases. Instead, a model-based implementation of these meth-
ods, in which the factorization model is precomputed, is the
best choice for the majority of applications.

5.11.1 Basic Neighborhood-based

A first set of analytically solvable deviation functions is tai-
lored to the item-based neighborhood factorization models
of Equation 10:

S = RS2,

As explained in Section 4, the factor matrix S can be in-
terpreted as an item-similarity matrix. Consequently, these
deviation functions compute every parameter in S(12) a5

S = sim(j, 4),

with sim(j,¢) the similarity between items j and 4 according
to some analytically computable similarity function. This is
equivalent to

S(1’2)

i stm(j,4) = 0,

which is true for all (j,¢)-pairs if and only if

>0 (Sﬁﬂ) — sim(j, i))2 =0.

JET i€T

1,2)

Hence, computing the factor matrix S;i corresponds to

minimizing the deviation function

DO.R) =33 (8142 — sim(;, i))Q.
JET i€Z

In this case, the deviation function mathematically expresses
the interpretation that sim(j,7) is a good predictor for pre-
ferring ¢ if j is also preferred. The key property that de-
termines the analytical solvability of this deviation function
is the absence of products of parameters. The non-convex
deviation functions in Section 6.1, on the other hand, do
contain products of parameters, which are contained in the
term S,;. Consequently, they are harder to solve but allow
richer parameter interactions.
A typical choice for sim(j,¢) is the cosine similarity [10].
The cosine similarity between two items j and ¢ is given by:

cos(j,i) = M (50)

<) <)

Another similarity measure is the conditional probability
similarity measure [10], which is for two items ¢ and j given
by:

R'uiR'vj
(@) -

Deshpande and Karypis also proposed an adapted version:

R, R,
condProb* (j,i) = y ——o
G:D=2 i etpe - o)

condProb(j,i) = Z

veu

(51)

(52)

in which a € [0,1] is a hyperparameter. They introduced
the factor 1/¢(7)® to avoid the recommendation of overly
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frequent items and the factor 1/¢(v) to reduce the weight of
i and j co-occurring in the preferences of v, if v has more
preferences. Other similarity measures were proposed by
Ajolli [2]:

q
. .. RviRvj
stmij,t) = . . )
o (Z G e z>“-ﬂ>>

with «, ¢ hyperparameters, Gori et al. [18]:

_ ZUEZ/{ R’L)jRﬂi
Zkel ZUEU Ro;jRox’

sim(j,1)
and Wang et al. [68]:

ZUEZ/{ R'uj Rvi >
c(9)e(@) ’

with a € ]Rg a hyperparameter. Furthermore, Huang et
al. show that sim(j,4) can also be chosen from a number of
similarity measures that are typically associated with link
prediction [22]. Similarly, Bellogin et al. show that typical
scoring functions used in information retrieval can also be
used for sim(j,4) [4].

sim(j,1) = log <1 +a-

It is common practice to introduce sparsity in S? by defin-
ing

sim(j,4) = sim/(j,4) - [KNN () N {i}|, (53)

with sim/(j,7) one of the similarity functions defined by
Equations 50-52, KNN (j) the set of items [ that correspond
to the k highest values sim’(j,1), and k a hyperparameter.
Motivated by a qualitative examination of their results, Sig-
urbjornsson and Van Zwol [54] proposed additional adapta-
tions:

sim(j,7) = s(j) - d(i) - 7(4,) - sim’ (4, 4) - |[KNN (5) N {a}],
with

. ks
s(j) = ks + ks —loge()|’ oy
. kd
d(i) = ka + |ka — logc(i)]’ )
o k’r’
0= ey ~

in which 7 is the r-th most similar item to j and ks, kq and
k, are hyperparameters.

Finally, Desphande and Karypis [10] propose to normalize
stm(7,1) as

sim’(j,1)

srm(]’Z) - Zlez\{j} sim” (7, l)7

with sim”(j,i) defined using Equation 53. Alternatively,
Ajolli [2] proposes the normalization

o sim”(jy 1)
szm(], Z) - Zlez\{i} sim”(l, 1)2(17@ )
with 8 a hyperparameter.
A second set of analytically solvable deviation functions is

tailored to the user-based neighborhood factorization model
of Equation 13:

S =sYR.
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In this case, the factor matrix S can be interpreted as a
user-similarity matrix. Consequently, these deviation func-
tions compute every parameter in S ag

S;lv’l) = sim(u,v),

with sim(u,v) the similarity between users u and v accord-
ing to some analytically computable similarity function. In
the same way as for the item-based case, computing the fac-
tor matrix Sz(}v’l) corresponds to minimizing the deviation

function
DO,R)= Z Z (SE}U’D — sim(u,v))2.

ueU veld

In this case, the deviation function mathematically expresses
the interpretation that users w and v for which sim(u,v) is
high, prefer the same items.

Sarwar et al. [48] propose

sim(u,v) = |KNN (u) N {v}|,

with KNN(u) the set of users w that have the k highest
cosine similarities cos(u,w) with user u, and k a hyperpa-
rameter. In this case, cosine similarity is defined as

> jez RujRoj
c(u) - e(v)
Alternatively, Aiolli [2] proposes

R.;Ro; !
Z c(u)e -c(v)(l_"‘)> ’

JET

cos(u,v) = (57)

stm(u,v) = (

with «, ¢ hyperparameters, and Wang et al. [68] propose

> ieu RujRu; >

sim(u, v) = log <1 o c(u)e(v)

with o a hyperparameter.
The deviation function for the unified neighborhood based
factorization model in Equation 14 is given by

DR =33 (S~ sim(w )’
ueU veld
+ 330 (SR sim(, i))2 :

JET ieT
However, sim(j,7) and sim(u,v) cannot be chosen arbitrar-
ily. Verstrepen and Goethals [67] show that they need to
satisfy certain constraints in order to render a well founded
unification. Consequently, they propose KUNN, which cor-
responds to the following similarity definitions that satisfy
the necessary constraints:

R.,;R.;

sim (u,v) = ]ezz Ve(u) - c(v) - ()
RviRUj

sim(i,7) = —_—
1;, V(i) - e(g) - e(v)
5.11.2 Higher Order Neighborhood-based

A fourth set of analytically solvable deviation functions is
tailored to the higher order itemset-based neighborhood fac-
torization model of Equation 20:

S = xs?),
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In this case, the deviation function is given by

DO.R) =33 (S~ sim(ii))

jeS ieT
with 8 C 27 the selected itemsets considered in the factor-
ization model.
Deshpande and Karypis [10] propose to define sim(j,4) simi-
larly as for the pairwise interactions (Eq. 53). Alternatively,
others [33; 48] proposed

sim(j,4) = sim'(4,4) - max (0, c(j U {i}) — f),

with f a hyperparameter.
Lin et al. [30] proposed yet another alternative:

sim(j,1) = sim’(j,1) - |[KNN (i) 0 {7}
- max (0, condProb(j,1) — ¢),
with KNN (i) the set of items [ that correspond to the k
highest values ¢(4,1), k a hyperparameter, condProb the con-

ditional probability according to Equation 51 and ¢ a hyper-
parameter. Furthermore, they define

2
(Z’UGM X"”‘X’U])
c()
A fifth and final set of analytically solvable deviation func-
tions is tailored to the higher order userset-based neigh-
borhood factorization model of Equation 21: S = S®VY.
In this case, the deviation function is given by D (8,R) =
2
D oves Doucu (S,(le’l) — sim(v,u)) , with S C 2“ the selected

usersets considered in the factorization model. Lin et al. [30]
proposed to define

sim’(j,1) = (58)

2
(Zjel Yquvj)
c(v) '
Alternatively, Symeonidis et al. [60] propose
Ej €z You; Yo,
c(v)

with KNN (u)cp the set of usersets w that correspond to the
k highest values

sim’ (v, u) =

(59)

sim(v,u) = “[vl - [KNN (u)ep N {v},

Y ier Yui Yuj
c(w) '

6. MINIMIZATION ALGORITHMS

Efficiently computing the parameters that minimize a de-
viation function is often non trivial. Furthermore, there is
a big difference between minimizing convex and non-convex
deviation functions.

6.1 Non-convex Minimization

The two most popular families of minimization algorithms
for non-convex deviation functions of collaborative filter-
ing algorithms are gradient descent and alternating least
squares. We discuss both in this section. Furthermore, we
also briefly discuss a few other interesting approaches.

6.1.1 Gradient Descent

For deviation functions that assume preferences are miss-
ing at random, and consequently consider only the known
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preferences [52], gradient descent (GD) is generally the nu-
merical optimization algorithm of choice. In GD, the param-
eters 6 are randomly initialized. Then, they are iteratively
updated in the direction that reduces D (6, R):

" = 9F — VD (6,R),

with 7 a hyperparameter called the learning rate. The up-
date step is larger if the absolute value of the gradient
VD (6,R) is larger. A version of GD that converges faster is
Stochastic Gradient Descent (SGD). SGD uses the fact that

VD(6,R)=>»_ VD:(S,R),

t=1

with 7' the number of terms in D (S,R). Now, instead of
computing VD (6,R) in every iteration, only one term ¢ is
randomly sampled (with replacement) and the parameters
0 are updated as

0Ftt = 0% — VD, (S,R).

Typically, a convergence criterium of choice is only reached
after every term t is sampled multiple times on average.
However, when the deviation function assumes the missing
feedback is missing not at random, the summation over the
known preferences, >, .., > ;c7 Rui, is replaced by a sum-
mation over all user item pairs, Y7 ,, >, o7, and SGD needs
to visit approximately 1000 times more terms. This makes
the algorithm less attractive for deviation functions that as-
sume the missing feedback is missing not at random.

To mitigate the large number of terms in the gradient, sev-
eral authors propose to sample the terms in the gradient
not uniformly but proportional to their impact on the pa-
rameters [75; 44; 76]. These approaches have not only been
proven to speed up convergence, but also to improve the
quality of the resulting parameters. Weston et al., on the
other hand, sample for every known preference ¢, a number
of non preferred items j until they encounter one for which
Suj + 1> Sy, i.e., it violates the hinge-loss approximation
of the ground truth ranking. In this way, they ensure that
every update significantly changes the parameters 0 [71].
Additionally, due to recent advances in distributed comput-
ing infrastructure, parallel and distributed approaches have
been proposed to speed up the convergence of SGD-style
computations.

One of the classic works is the HogWild algorithm by Recht
et al. [43]. In that work, the authors assume that the rat-
ing matrix is highly sparse and hence, for any two sampled
ratings, their SGD updates will likely be non-conflicting (in-
dependent), since any two such updates are unlikely to share
either the user or item vectors. As a result, HogWild drops
the synchronization requirements, and lets each thread or
processor update a random rating value. In the worst case
of a conflict, there will be contention in writing out the re-
sults. The authors prove convergence of the algorithm under
a simple assumption of rating matrix sparsity.

Gemulla et al. [15] present a distributed SGD algorithm
(DSGD) in which the main assumption is that some blocks
of the rating matrix are mutually independent and hence
their variables can be updated in parallel. DSGD uniformly
grids the rating matrix R into sub-matrices or blocks, such
that they are independent with respect to the rows and
columns. This method generates several configurations of
the original rating matrix R, which are then fed to the SGD

SIGKDD Explorations

Volume 19, Issue 1

algorithm in sequence. In the actual algorithm, there are
two nested for loops. The outer loop selects a configuration
C of the independent blocks and sends it to the SGD sched-
uler. The latter, simply spawns as many parallel threads as
the number of independent blocks in each configuration and
applies SGD to each of them in parallel. Once the results
are back, the next configuration is loaded to each proces-
sor after consolidating the results of the last iteration. This
process continues until all the configurations are computed.
Zhuang et al. [78] argue that both these methods suffer from
two problems. The first is the issue of locking of threads,
in which a thread that is executing a slower block needs to
finish before the next round of assignments can begin. Sec-
ond, since the elements of the rating matrix are accessed at
random, it may result in high cache-miss and performance
degradation. To solve both these problems, the authors pro-
pose a shared memory parallel algorithm called Fast Par-
allel SGD (FPSGD). There are two main features of the
algorithm. To overcome the locking issue, the authors sug-
gest continuous execution of SGD blocks by the scheduler.
The only two conditions it needs to satisfy are (1) it has to
be a free block, and (2) its number of past updates has to
be smallest among all the free blocks (random if there is a
tie). The second condition is necessary because otherwise
all blocks will not get same chance of being updated. For
dealing with memory discontinuity, the authors suggest up-
dating each block in a fixed order of users and items. The
randomness of the algorithm is introduced in selecting each
block for the next update. Since FPSGD always selects the
next block in a deterministic fashion, one simple strategy to
select the next block in a random fashion is to split the orig-
inal rating matrix R into many sub blocks (more than the
number of available threads). Since many blocks will have
the same update number, randomization is needed to select
the next block for update. The authors call this method
partial randomization. The results of experiments on a va-
riety of datasets show that FPSGD achieves lower RMSE in
a far smaller number of iterations.

A natural strategy to optimize the update rules in matrix
factorization (MF) is to do a block-wise update and let each
block be handled by a separate processor/computing unit.
This is the strategy proposed by Yin et. al [74]. The au-
thors first show that most of the loss functions used in MF
are decomposable in the sense that they are sums over in-
dividual loss terms. Hence they can easily be parallelized.
Given A = WH as the model, the proposal is to split W
and H into W) and H), such that the total loss can be
written as the sum of the losses over indices I and J. Then
the task is to develop a block-wise partition rule, in which
blocks are updated independently when updating a factor
matrix (by fixing the other factor matrix). Each block can
be treated as one update unit. There are several ways in
which the blocks can be updated. A straightforward way
is to update update all blocks of H and then update all
blocks of W. This approach can be referred to as concur-
rent block updates since each update happens concurrently.
An alternate strategy is to update some blocks of H and W
alternately. This method, called the frequent block-wise up-
date, has the advantage of faster convergence. This happens
due to the fact that updated block information are used in
each alternating sequence and hence converges faster. The
remainder of the paper presents a recipe for implementing
these algorithms in MapReduce.
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6.1.2 Alternating Least Squares

If the deviation function allows it, alternating least squares
(ALS) becomes an interesting alternative to SGD when pref-
erences are assumed to be missing not at random [29; 21].
In this respect, the deviation functions of Equations 25, 30,
31, and 48 are, amongst others, appealing because they can
be minimized with a variant of the alternating least squares
(ALS) method. Take for example the deviation function
from Equation 25:

F

DOR) =D Wu (Rui

uelU i€

T
- Suz)2+z
t=1f

combined with the basic two-factor factorization model from
Equation 7:

AeglISE
1

S =sthgt2),

As most deviation functions, this deviation function is non-
convex in the parameters 6 and has therefore multiple local
optima. However, if one temporarily fixes the parameters
in SV it becomes convex in S(*? and we can analyti-
cally find updated values for S(? that minimize this convex
function and are therefore guaranteed to reduce D (6,R).
Subsequently, one can temporarily fix the parameters in
S(™2) and in the same way compute updated values for st
that are also guaranteed to reduce D (6, R). One can keep al-
ternating between fixing SV and S™? until a convergence
criterium of choice is met. Hu et al. [21], Pan et al. [37] and
Pan and Scholz [36] give detailed descriptions of different
ALS variations. The version by Hu et al. contains optimiza-
tions for the case in which missing preferences are uniformly
weighted. Pan and Scholz [36] describe optimizations that
apply to a wider range of weighting schemes. Finally, Pi-
laszy et al. propose to further speed-up the computation by
only approximately solving each convex ALS-step [42].
Additionally, ALS has the advantages that it does not re-
quire the tuning of a learning rate, that it can benefit from
linear algebra packages such as Intel MKL, and that it needs
relatively few iterations to converge. Furthermore, when the
basic two-factor factorization of Equation 7 is used, every
row of SV and every column of S&? can be updated in-
dependently of all other rows or columns, respectively, which
makes it fairly easy to massively parallelize the computation
of the factor matrices [77].

6.1.3 Bagging

The maximum margin based deviation function in Equa-
tion 33 cannot be solved with ALS because it contains the
hinge loss. Rennie and Srebro propose a conjugate gradi-
ents method for minimizing this function [46]. However,
this method suffers from similar problems as SGD, related
to the high number of terms in the loss function. There-
fore, Pan and Scholz [36] propose a bagging approach. The
essence of their bagging approach is that they do not ex-
plicitly weight every user-item pair for which R,; = 0, but
sample from all these pairs instead. They create multiple
samples, and compute multiple different solutions S corre-
sponding to their samples. These computations are also
performed with the conjugate gradients method. They are,
however, much less intensive since they only consider a small
sample of the many user-item pairs for which Ry; = 0. The
different solutions S are finally aggregated by simply taking
their average.
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6.1.4 Coordinate Descent

When an item-based neighborhood model is used in com-
bination with a squared error-based deviation function, the
user factors are fixed by definition, and the problem resem-
bles a single ALS step. However, imposing the constraints in
Equation 11 complicates the minimization [34]. Therefore,
Ning and Karypis adopt cyclic coordinate descent and soft
thresholding [14] for SLIM.

6.2 Convex Minimization

Ajolli [3] proposed the convex deviation function in Equation
49 and indicates that it can be solved with any algorithm
for convex optimization.

The analytically solvable deviation functions are also con-
vex. Moreover, minimizing them is equivalent to computing
all the similarities involved in the model. Most works as-
sume a brute force computation of the similarities. However,
Verstrepen [65] recently proposed two methods that are an
order of magnitude faster than the brute force computation.

7. RATING BASED METHODS

Interest in collaborative filtering on binary, positive-only
data only recently increased. The majority of existing col-
laborative filtering research assumes rating data. In this
case, the feedback of user u about item ¢, R,;, is an integer
between B; and Bp, with B; and Bp, the most negative and
positive feedback, respectively. The most typical example of
such data was provided in the context of the Netflix Prize
with B; =1 and By, = 5.

Technically, our case of binary, positive-only data is just a
special case of rating data with B, = B, = 1. However,
collaborative filtering methods for rating data are in general
built on the implicit assumption that B; < By, i.e., that
both positive and negative feedback is available. Since this
negative feedback is not available in our problem setting, it
is not surprising that, in general, methods for rating data
generate poor or even nonsensical results [21; 37; 56].

k-NN methods for rating data, for example, often use the
Pearson correlation coefficient as a similarity measure. The
Pearson correlation coefficient between users u and v is given
by

pee(u, v) =

> (Ruy —Ru)Re; —Ro)
Ry Ry >0

¢ > (Rurﬁuw\/ > (Ry —R,)?
Ryj,Ry;>0 Ry Ry >0

with R, and R, the average rating of v and v respectively.
In our setting, with binary, positive-only data however, R.;
and R,; are by definition always one or zero. Consequently,
R, and R, are always one. Therefore, the Pearson corre-
lation is always zero or undefined (zero divided by zero),
making it a useless similarity measure for binary, positive-
only data. Even if we would hack it by omitting the terms
for mean centering, —R., and —R.,, it is still useless since it
would always be equal to either one or zero.

Furthermore, when computing the score of user u for item
i, user(item)-based k-NN methods for rating data typically
find the k users (items) that are most similar to u () and
that have rated i (have been rated by w) [11; 23]. On binary,
positive-only data, this approach results in the nonsensical
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result that S,; = 1 for every (u,)-pair.

The matrix factorization methods for rating data are in gen-
eral also not applicable to binary, positive-only data. Take
for example a basic loss function for matrix factorization on
rating data:

2
min > (Rui =SS )+ (ISL15+ ISP117)
s(1) s(2)

S RL>0
which for binary, positive-only data simplifies to

> (1-808P) +a (IIBDIE +118211F)

min

s(1) s(2) —~
The squared error term of this loss function is minimized
when the rows and columns of S® and S, respectively,
are all the same unit vector. This is obviously a nonsensical
solution.
The matrix factorization method for rating data that uses
singular value decomposition to factorize R also considers
the entries where R,; = 0 and does not suffer from the above
problem [49; 8]. Although this method does not result in
nonsensical results, the performance has been shown inferior
to methods specialized for binary, positive-only data [34; 56;
57).
In summary, although we cannot exclude the possibility that
there exists a method for rating data that does perform well
on binary, positive-only data, in general this is clearly not
the case.

8. CONCLUSIONS

We have presented a comprehensive survey of collabora-
tive filtering methods for binary, positive-only data. Its
backbone is an innovative unified matrix factorization per-
spective on collaborative filtering methods, also those that
are typically not associated with matrix factorization mod-
els such as nearest neighbors methods and association rule
mining-based methods. From this perspective, a collabo-
rative filtering algorithm consists of three building blocks:
a matrix factorization model, a deviation function and a
numerical minimization algorithm. By comparing methods
along these three dimensions, we were able to highlight sur-
prising commonalities and key differences.

An interesting direction for future work is to survey certain
aspects that were not included in the scope of this survey.
Examples are surveying the different strategies to deal with
cold-start problems that are applicable to binary, positive-
only data; and comparing the applicability of models and
deviation functions for recomputation of models in real time
upon receiving novel feedback.
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ABSTRACT

Social media for news consumption is a double-edged sword.
On the one hand, its low cost, easy access, and rapid dissem-
ination of information lead people to seek out and consume
news from social media. On the other hand, it enables the
wide spread of “fake news”, i.e., low quality news with in-
tentionally false information. The extensive spread of fake
news has the potential for extremely negative impacts on
individuals and society. Therefore, fake news detection on
social media has recently become an emerging research that
is attracting tremendous attention. Fake news detection
on social media presents unique characteristics and chal-
lenges that make existing detection algorithms from tradi-
tional news media ineffective or not applicable. First, fake
news is intentionally written to mislead readers to believe
false information, which makes it difficult and nontrivial to
detect based on news content; therefore, we need to include
auxiliary information, such as user social engagements on
social media, to help make a determination. Second, ex-
ploiting this auxiliary information is challenging in and of
itself as users’ social engagements with fake news produce
data that is big, incomplete, unstructured, and noisy. Be-
cause the issue of fake news detection on social media is both
challenging and relevant, we conducted this survey to fur-
ther facilitate research on the problem. In this survey, we
present a comprehensive review of detecting fake news on
social media, including fake news characterizations on psy-
chology and social theories, existing algorithms from a data
mining perspective, evaluation metrics and representative
datasets. We also discuss related research areas, open prob-
lems, and future research directions for fake news detection
on social media.

1. INTRODUCTION

As an increasing amount of our lives is spent interacting
online through social media platforms, more and more peo-
ple tend to seek out and consume news from social media
rather than traditional news organizations. The reasons for
this change in consumption behaviors are inherent in the
nature of these social media platforms: (i) it is often more
timely and less expensive to consume news on social media
compared with traditional news media, such as newspapers
or television; and (ii) it is easier to further share, comment
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on, and discuss the news with friends or other readers on
social media. For example, 62 percent of U.S. adults get
news on social media in 2016, while in 2012, only 49 per-
cent reported seeing news on social media'. It was also
found that social media now outperforms television as the
major news source?. Despite the advantages provided by
social media, the quality of news on social media is lower
than traditional news organizations. However, because it
is cheap to provide news online and much faster and easier
to disseminate through social media, large volumes of fake
news, i.e., those news articles with intentionally false infor-
mation, are produced online for a variety of purposes, such
as financial and political gain. It was estimated that over 1
million tweets are related to fake news “Pizzagate”® by the
end of the presidential election. Given the prevalence of this
new phenomenon, “Fake news” was even named the word of
the year by the Macquarie dictionary in 2016.

The extensive spread of fake news can have a serious nega-
tive impact on individuals and society. First, fake news can
break the authenticity balance of the news ecosystem. For
example, it is evident that the most popular fake news was
even more widely spread on Facebook than the most pop-
ular authentic mainstream news during the U.S. 2016 pres-
ident election?. Second, fake news intentionally persuades
consumers to accept biased or false beliefs. Fake news is
usually manipulated by propagandists to convey political
messages or influence. For example, some report shows that
Russia has created fake accounts and social bots to spread
false stories®. Third, fake news changes the way people in-
terpret and respond to real news. For example, some fake
news was just created to trigger people’s distrust and make
them confused, impeding their abilities to differentiate what
is true from what is not®. To help mitigate the negative ef-
fects caused by fake news—both to benefit the public and
the news ecosystem—It’s critical that we develop methods to
automatically detect fake news on social media.

"http:/ /www.journalism.org/2016/05/26 /news-use-across-
social-media-platforms-2016/
*http://www.bbc.com/news/uk-36528256
Shttps://en.wikipedia.org/wiki/Pizzagate_conspiracy _theory
“https://www.buzzfeed.com/craigsilverman /viral-
fake-election-news-outperformed-real-news-on-
facebook?utm_term=.nrg0WA1VP0#.gjJyKapW5y
Phttp://time.com /4783932 /inside-russia-social-media-war-
america/
Shttps://www.nytimes.com/2016,/11/28/opinion/fake-
news-and-the-internet-shell-game.html?_r=0
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Detecting fake news on social media poses several new and
challenging research problems. Though fake news itself is
not a new problem—nations or groups have been using the
news media to execute propaganda or influence operations
for centuries—the rise of web-generated news on social me-
dia makes fake news a more powerful force that challenges
traditional journalistic norms. There are several character-
istics of this problem that make it uniquely challenging for
automated detection. First, fake news is intentionally writ-
ten to mislead readers, which makes it nontrivial to detect
simply based on news content. The content of fake news is
rather diverse in terms of topics, styles and media platforms,
and fake news attempts to distort truth with diverse lin-
guistic styles while simultaneously mocking true news. For
example, fake news may cite true evidence within the in-
correct context to support a non-factual claim [22]. Thus,
existing hand-crafted and data-specific textual features are
generally not sufficient for fake news detection. Other aux-
iliary information must also be applied to improve detec-
tion, such as knowledge base and user social engagements.
Second, exploiting this auxiliary information actually leads
to another critical challenge: the quality of the data itself.
Fake news is usually related to newly emerging, time-critical
events, which may not have been properly verified by exist-
ing knowledge bases due to the lack of corroborating ev-
idence or claims. In addition, users’ social engagements
with fake news produce data that is big, incomplete, un-
structured, and noisy [79]. Effective methods to differenti-
ate credible users, extract useful post features and exploit
network interactions are an open area of research and need
further investigations.

In this article, we present an overview of fake news detection
and discuss promising research directions. The key motiva-
tions of this survey are summarized as follows:

e Fake news on social media has been occurring for sev-
eral years; however, there is no agreed upon definition
of the term “fake news”. To better guide the future
directions of fake news detection research, appropriate
clarifications are necessary.

e Social media has proved to be a powerful source for
fake news dissemination. There are some emerging
patterns that can be utilized for fake news detection
in social media. A review on existing fake news detec-
tion methods under various social media scenarios can
provide a basic understanding on the state-of-the-art
fake news detection methods.

e Fake news detection on social media is still in the early
age of development, and there are still many challeng-
ing issues that need further investigations. It is neces-
sary to discuss potential research directions that can
improve fake news detection and mitigation capabili-
ties.

To facilitate research in fake news detection on social me-
dia, in this survey we will review two aspects of the fake
news detection problem: characterization and detection. As
shown in Figure 1, we will first describe the background of
the fake news detection problem using theories and prop-
erties from psychology and social studies; then we present
the detection approaches. Our major contributions of this
survey are summarized as follows:

SIGKDD Explorations

Volume 19, Issue 1

e We discuss the narrow and broad definitions of fake
news that cover most existing definitions in the litera-
ture and further present the unique characteristics of
fake news on social media and its implications com-
pared with the traditional media;

e We give an overview of existing fake news detection
methods with a principled way to group representative
methods into different categories; and

e We discuss several open issues and provide future di-
rections of fake news detection in social media.

The remainder of this survey is organized as follows. In
Section 2, we present the definition of fake news and char-
acterize it by comparing different theories and properties in
both traditional and social media. In Section 3, we continue
to formally define the fake news detection problem and sum-
marize the methods to detect fake news. In Section 4, we
discuss the datasets and evaluation metrics used by existing
methods. We briefly introduce areas related to fake news de-
tection on social media in Section 5. Finally, we discuss the
open issues and future directions in Section 6 and conclude
this survey in Section 7.

2. FAKE NEWS CHARACTERIZATION

In this section, we introduce the basic social and psychologi-
cal theories related to fake news and discuss more advanced
patterns introduced by social media. Specifically, we first
discuss various definitions of fake news and differentiate re-
lated concepts that are usually misunderstood as fake news.
We then describe different aspects of fake news on tradi-
tional media and the new patterns found on social media.

2.1 Definitions of Fake News

Fake news has existed for a very long time, nearly the same
amount of time as news began to circulate widely after the
printing press was invented in 14397. However, there is no
agreed definition of the term “fake news”. Therefore, we first
discuss and compare some widely used definitions of fake
news in the existing literature, and provide our definition of
fake news that will be used for the remainder of this survey.
A narrow definition of fake news is news articles that are in-
tentionally and verifiably false and could mislead readers [2].
There are two key features of this definition: aeuthenticity
and intent. First, fake news includes false information that
can be verified as such. Second, fake news is created with
dishonest intention to mislead consumers. This definition
has been widely adopted in recent studies [57; 17; 62; 41].
Broader definitions of fake news focus on the either authen-
ticity or intent of the news content. Some papers regard
satire news as fake news since the contents are false even
though satire is often entertainment-oriented and reveals its
own deceptiveness to the consumers [67; 4; 37; 9]. Other
literature directly treats deceptive news as fake news [66],
which includes serious fabrications, hoaxes, and satires.

In this article, we use the narrow definition of fake news.
Formally, we state this definition as follows,

DEFINITION 1 (FAKE NEWS) Fake news is a news article
that is intentionally and verifiably false.

"http://www.politico.com /magazine/story/2016/12/fake-
news-history-long-violent-214535
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Figure 1: Fake news on social media: from characterization to detection.

The reasons for choosing this narrow definition are three-
folds. First, the underlying intent of fake news provides both
theoretical and practical value that enables a deeper under-
standing and analysis of this topic. Second, any techniques
for truth verification that apply to the narrow conception
of fake news can also be applied to under the broader defi-
nition. Third, this definition is able to eliminate the ambi-
guities between fake news and related concepts that are not
considered in this article. The following concepts are not
fake news according to our definition: (1) satire news with
proper context, which has no intent to mislead or deceive
consumers and is unlikely to be mis-perceived as factual;
(2) rumors that did not originate from news events; (3) con-
spiracy theories, which are difficult verify as true or false;
(4) misinformation that is created unintentionally; and (5)
hoaxes that are only motivated by fun or to scam targeted
individuals.

2.2 Fake News on Traditional News Media

Fake news itself is not a new problem. The media ecology
of fake news has been changing over time from newsprint to
radio/television and, recently, online news and social media.
We denote “traditional fake news” as the fake news problem
before social media had important effects on its production
and dissemination. Next, we will describe several psycholog-
ical and social science foundations that describe the impact
of fake news at both the individual and social information
ecosystem levels.

Psychological Foundations of Fake News. Humans are
naturally not very good at differentiating between real and
fake news. There are several psychological and cognitive
theories that can explain this phenomenon and the influen-
tial power of fake news. Traditional fake news mainly tar-
gets consumers by exploiting their individual vulnerabilities.
There are two major factors which make consumers natu-
rally vulnerable to fake news: (i) Naive Realism: consumers
tend to believe that their perceptions of reality are the only
accurate views, while others who disagree are regarded as
uninformed, irrational, or biased [92]; and (ii) Confirmation
Bias: consumers prefer to receive information that confirms
their existing views [58]. Due to these cognitive biases inher-
ent in human nature, fake news can often be perceived as real
by consumers. Moreover, once the misperception is formed,
it is very hard to correct it. Psychology studies shows that
correction of false information (e.g., fake news) by the pre-
sentation of true, factual information is not only unhelpful
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to reduce misperceptions, but sometimes may even increase
the misperceptions, especially among ideological groups [59].

Social Foundations of the Fake News Ecosystem.
Considering the entire news consumption ecosystem, we can
also describe some of the social dynamics that contribute to
the proliferation of fake news. Prospect theory describes
decision making as a process by which people make choices
based on the relative gains and losses as compared to their
current state [39; 81]. This desire for maximizing the reward
of a decision applies to social gains as well, for instance,
continued acceptance by others in a user’s immediate social
network. As described by social identity theory [76; 77] and
normative influence theory [3; 40], this preference for social
acceptance and affirmation is essential to a person’s identity
and self-esteem, making users likely to choose “socially safe”
options when consuming and disseminating news informa-
tion, following the norms established in the community even
if the news being shared is fake news.

This rational theory of fake news interactions can be mod-
eled from an economic game theoretical perspective [26] by
formulating the news generation and consumption cycle as a
two-player strategy game. For explaining fake news, we as-
sume there are two kinds of key players in the information
ecosystem: publisher and consumer. The process of news
publishing is modeled as a mapping from original signal s
to resultant news report a with an effect of distortion bias
b, ie. s LN a, where b = [—1,0, 1] indicates [left, no, right]
biases take effects on news publishing process. Intuitively,
this is capturing the degree to which a news article may be
biased or distorted to produce fake news. The utility for
the publisher stems from two perspectives: (i) short-term
utility: the incentive to maximize profit, which is positively
correlated with the number of consumers reached; (ii) long-
term wutility: their reputation in terms of news authenticity.
Utility of consumers consists of two parts: (i) information
utility: obtaining true and unbiased information (usually ex-
tra investment cost needed); (ii) psychology utility: receiving
news that satisfies their prior opinions and social needs, e.g.,
confirmation bias and prospect theory. Both publisher and
consumer try to maximize their overall utilities in this strat-
egy game of the news consumption process. We can capture
the fact that fake news happens when the short-term utility
dominates a publisher’s overall utility and psychology utility
dominates the consumer’s overall utility, and an equilibrium
is maintained. This explains the social dynamics that lead
to an information ecosystem where fake news can thrive.
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2.3 Fake News on Social Media

In this subsection, we will discuss some unique character-
istics of fake news on social media. Specifically, we will
highlight the key features of fake news that are enabled by
social media. Note that the aforementioned characteristics
of traditional fake news are also applicable to social media.

Malicious Accounts on Social Media for Propaganda.
While many users on social media are legitimate, social me-
dia users may also be malicious, and in some cases are not
even real humans. The low cost of creating social media
accounts also encourages malicious user accounts, such as
social bots, cyborg users, and trolls. A social bot refers to
a social media account that is controlled by a computer al-
gorithm to automatically produce content and interact with
humans (or other bot users) on social media [23]. Social bots
can become malicious entities designed specifically with the
purpose to do harm, such as manipulating and spreading
fake news on social media. Studies shows that social bots
distorted the 2016 U.S. presidential election online discus-
sions on a large scale [6], and that around 19 million bot
accounts tweeted in support of either Trump or Clinton in
the week leading up to election day®. Trolls, real human
users who aim to disrupt online communities and provoke
consumers into an emotional response, are also playing an
important role in spreading fake news on social media. For
example, evidence suggests that there were 1,000 paid Rus-
sian trolls spreading fake news on Hillary Clinton®. Trolling
behaviors are highly affected by people’s mood and the con-
text of online discussions, which enables the easy dissemi-
nation of fake news among otherwise “normal” online com-
munities [14]. The effect of trolling is to trigger people’s
inner negative emotions, such as anger and fear, resulting
in doubt, distrust, and irrational behavior. Finally, cyborg
users can spread fake news in a way that blends automated
activities with human input. Usually cyborg accounts are
registered by human as a camouflage and set automated pro-
grams to perform activities in social media. The easy switch
of functionalities between human and bot offers cyborg users
unique opportunities to spread fake news [15]. In a nutshell,
these highly active and partisan malicious accounts on so-
cial media become the powerful sources and proliferation of
fake news.

Echo Chamber Effect. Social media provides a new paradigm

of information creation and consumption for users. The
information seeking and consumption process are chang-
ing from a mediated form (e.g., by journalists) to a more
disinter-mediated way [19]. Consumers are selectively ex-
posed to certain kinds of news because of the way news
feed appear on their homepage in social media, amplifying
the psychological challenges to dispelling fake news identi-
fied above. For example, users on Facebook always follow
like-minded people and thus receive news that promote their
favored existing narratives [65]. Therefore, users on social
media tend to form groups containing like-minded people
where they then polarize their opinions, resulting in an echo
chamber effect. The echo chamber effect facilitates the pro-

Shttp://comprop.oii.ox.ac.uk/2016/11/18 /resource-for-
understanding-political-bots

“http://www.huffingtonpost.com /entry /russian-trolls-fake-
news_us_58dde6bae4b08194e3b8d5c4
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cess by which people consume and believe fake news due to
the following psychological factors [60]: (1) social credibility,
which means people are more likely to perceive a source as
credible if others perceive the source is credible, especially
when there is not enough information available to access the
truthfulness of the source; and (2) frequency heuristic, which
means that consumers may naturally favor information they
hear frequently, even if it is fake news. Studies have shown
that increased exposure to an idea is enough to generate a
positive opinion of it [100; 101], and in echo chambers, users
continue to share and consume the same information. As a
result, this echo chamber effect creates segmented, homoge-
neous communities with a very limited information ecosys-
tem. Research shows that the homogeneous communities
become the primary driver of information diffusion that fur-
ther strengthens polarization [18].

3. FAKE NEWS DETECTION

In the previous section, we introduced the conceptual char-
acterization of traditional fake news and fake news in so-
cial media. Based on this characterization, we further ex-
plore the problem definition and proposed approaches for
fake news detection.

3.1 Problem Definition

In this subsection, we present the details of mathematical
formulation of fake news detection on social media. Specif-
ically, we will introduce the definition of key components
of fake news and then present the formal definition of fake
news detection. The basic notations are defined below,

e Let a refer to a News Article. It consists of two ma-
jor components: Publisher and Content. Publisher pg,
includes a set of profile features to describe the origi-
nal author, such as name, domain, age, among other
attributes. Content ¢; consists of a set of attributes
that represent the news article and includes headline,
text, image, etc.

e We also define Social News Engagements as a set of
tuples €& = {e;:} to represent the process of how news
spread over time among n users U = {u1,us,...,Un}
and their corresponding posts P = {p1,p2,...,pn} On
social media regarding news article a. Each engage-
ment e;; = {ui,pi, t} represents that a user u; spreads
news article a using p; at time ¢t. Note that we set
t = Null if the article a does not have any engage-
ment yet and thus u,; represents the publisher.

DEFINITION 2 (FAKE NEwS DETECTION) Given the social
news engagements £ among n users for news article a, the
task of fake mews detection is to predict whether the news
article a is a fake news piece or not, i.e., F : £ — {0,1}
such that,

Fla) = 1, if a is a piece of fake news, (1)
" 10, otherwise.

where F is the prediction function we want to learn.

Note that we define fake news detection as a binary classifi-
cation problem for the following reason: fake news is essen-
tially a distortion bias on information manipulated by the
publisher. According to previous research about media bias
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theory [26], distortion bias is usually modeled as a binary
classification problem.

Next, we propose a general data mining framework for fake
news detection which includes two phases: (i) feature ex-
traction and (ii) model construction. The feature extraction
phase aims to represent news content and related auxiliary
information in a formal mathematical structure, and model
construction phase further builds machine learning models
to better differentiate fake news and real news based on the
feature representations.

3.2 Feature Extraction

Fake news detection on traditional news media mainly relies
on news content, while in social media, extra social context
auxiliary information can be used to as additional informa-
tion to help detect fake news. Thus, we will present the
details of how to extract and represent useful features from
news content and social contezt.

3.2.1 News Content Features

News content features ¢, describe the meta information re-
lated to a piece of news. A list of representative news content
attributes are listed below:

e Source: Author or publisher of the news article

e Headline: Short title text that aims to catch the at-
tention of readers and describes the main topic of the
article

e Body Text: Main text that elaborates the details of
the news story; there is usually a major claim that is
specifically highlighted and that shapes the angle of
the publisher

e Image/Video: Part of the body content of a news
article that provides visual cues to frame the story

Based on these raw content attributes, different kinds of
feature representations can be built to extract discriminative
characteristics of fake news. Typically, the news content we
are looking at will mostly be linguistic-based and wvisual-
based, described in more detail below.

Linguistic-based: Since fake news pieces are intention-
ally created for financial or political gain rather than to re-
port objective claims, they often contain opinionated and
inflammatory language, crafted as “clickbait” (i.e., to en-
tice users to click on the link to read the full article) or
to incite confusion [13]. Thus, it is reasonable to exploit
linguistic features that capture the different writing styles
and sensational headlines to detect fake news. Linguistic-
based features are extracted from the text content in terms
of document organizations from different levels, such as char-
acters, words, sentences, and documents. In order to cap-
ture the different aspects of fake news and real news, ex-
isting work utilized both common linguistic features and
domain-specific linguistic features. Common linguistic fea-
tures are often used to represent documents for various tasks
in natural language processing. Typical common linguis-
tic features are: (i) lewical features, including character-
level and word-level features, such as total words, charac-
ters per word, frequency of large words, and unique words;
(ii) syntactic features, including sentence-level features, such
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as frequency of function words and phrases (i.e., “n-grams”
and bag-of-words approaches [24]) or punctuation and parts-
of-speech (POS) tagging. Domain-specific linguistic fea-
tures, which are specifically aligned to news domain, such
as quoted words, external links, number of graphs, and the
average length of graphs, etc [62]. Moreover, other features
can be specifically designed to capture the deceptive cues
in writing styles to differentiate fake news, such as lying-
detection features [1].

Visual-based: Visual cues have been shown to be an im-
portant manipulator for fake news propaganda'’. As we
have characterized, fake news exploits the individual vulner-
abilities of people and thus often relies on sensational or even
fake images to provoke anger or other emotional response of
consumers. Visual-based features are extracted from visual
elements (e.g. images and videos) to capture the different
characteristics for fake news. Faking images were identified
based on various user-level and tweet-level hand-crafted fea-
tures using classification framework [28]. Recently, various
visual and statistical features has been extracted for news
verification [38]. Visual features include clarity score, coher-
ence score, similarity distribution histogram, diversity score,
and clustering score. Statistical features include count, im-
age ratio, multi-image ratio, hot image ratio, long image
ratio, etc.

3.2.2 Social Context Features

In addition to features related directly to the content of
the news articles, additional social context features can also
be derived from the user-driven social engagements of news
consumption on social media platform. Social engagements
represent the news proliferation process over time, which
provides useful auxiliary information to infer the veracity of
news articles. Note that few papers exist in the literature
that detect fake news using social context features. How-
ever, because we believe this is a critical aspect of successful
fake news detection, we introduce a set of common features
utilized in similar research areas, such as rumor veracity
classification on social media. Generally, there are three
major aspects of the social media context that we want to
represent: users, generated posts, and networks. Below, we
investigate how we can extract and represent social context
features from these three aspects to support fake news de-
tection.

User-based: As we mentioned in Section 2.3, fake news
pieces are likely to be created and spread by non-human
accounts, such as social bots or cyborgs. Thus, capturing
users’ profiles and characteristics by user-based features can
provide useful information for fake news detection. User-
based features represent the characteristics of those users
who have interactions with the news on social media. These
features can be categorized across different levels: individual
level and group level. Individual level features are extracted
to infer the credibility and reliability for each user using
various aspects of user demographics, such as registration
age, number of followers/followees, number of tweets the
user has authored, etc [11]. Group level user features cap-
ture overall characteristics of groups of users related to the
news [99]. The assumption is that the spreaders of fake news

Ohttps: / /www.wired.com/2016,/12/photos-fuel-spread-fake-
news/
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and real news may form different communities with unique
characteristics that can be depicted by group level features.
Commonly used group level features come from aggregat-
ing (e.g., averaging and weighting) individual level features,
such as ‘percentage of verified users’ and ‘average number
of followers’ [49; 42].

Post-based: People express their emotions or opinions to-
wards fake news through social media posts, such as skep-
tical opinions, sensational reactions, etc. Thus, it is rea-
sonable to extract post-based features to help find potential
fake news via reactions from the general public as expressed
in posts. Post-based features focus on identifying useful in-
formation to infer the veracity of news from various aspects
of relevant social media posts. These features can be cat-
egorized as post level, group level, and temporal level. Post
level features generate feature values for each post. The
aforementioned linguistic-based features and some embed-
ding approaches [69] for news content can also be applied
for each post. Specifically, there are unique features for
posts that represent the social response from general pub-
lic, such as stance, topic, and credibility. Stance features (or
viewpoints) indicate the users’ opinions towards the news,
such as supporting, denying, etc [37]. Topic features can be
extracted using topic models, such as latent Dirichlet allo-
cation (LDA) [49]. Credibility features for posts assess the
degree of reliability [11]. Group level features aim to ag-
gregate the feature values for all relevant posts for specific
news articles by using “wisdom of crowds”. For example,
the average credibility scores are used to evaluate the credi-
bility of news [37]. A more comprehensive list of group-level
post features can also be found in [11]. Temporal level fea-
tures consider the temporal variations of post level feature
values [49]. Unsupervised embedding methods, such as re-
current neural network (RNN), are utilized to capture the
changes in posts over time [69; 48]. Based on the shape of
this time series for various metrics of relevant posts (e.g,
number of posts), mathematical features can be computed,
such as SpikeM parameters [42].

Network-based: Users form different networks on social
media in terms of interests, topics, and relations. As men-
tioned before, fake news dissemination processes tend to
form an echo chamber cycle, highlighting the value of ex-
tracting network-based features to represent these types of
network patterns for fake news detection. Network-based

features are extracted via constructing specific networks among

the users who published related social media posts. Different
types of networks can be constructed. The stance network
can be built with nodes indicating all the tweets relevant
to the news and the edge indicating the weights of similar-
ity of stances [37; 75]. Another type of network is the co-
occurrence network, which is built based on the user engage-
ments by counting whether those users write posts relevant
to the same news articles [69]. In addition, the friendship
network indicates the following/followee structure of users
who post related tweets [42]. An extension of this friendship
network is the diffusion network, which tracks the trajectory
of the spread of news [42], where nodes represent the users
and edges represent the information diffusion paths among
them. That is, a diffusion path between two users u; and u;
exists if and only if (1) u; follows u;, and (2) u; posts about
a given news only after u; does so. After these networks
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are properly built, existing network metrics can be applied
as feature representations. For example, degree and cluster-
ing coefficient have been used to characterize the diffusion
network [42] and friendship network [42]. Other approaches
learn the latent node embedding features by using SVD [69]
or network propagation algorithms [37].

3.3 Model Construction

In the previous section, we introduced features extracted
from different sources, i.e., news content and social con-
text, for fake news detection. In this section, we discuss the
details of the model construction process for several exist-
ing approaches. Specifically we categorize existing methods
based on their main input sources as: News Content Models
and Social Context Models.

3.3.1 News Content Models

In this subsection, we focus on news content models, which
mainly rely on news content features and existing factual
sources to classify fake news. Specifically, existing approaches
can be categorized as Knowledge-based and Style-based.

Knowledge-based: Since fake news attempts to spread
false claims in news content, the most straightforward means
of detecting it is to check the truthfulness of major claims
in a news article to decide the news veracity. Knowledge-
based approaches aim to use external sources to fact-check
proposed claims in news content. The goal of fact-checking is
to assign a truth value to a claim in a particular context [83].
Fact-checking has attracted increasing attention, and many
efforts have been made to develop a feasible automated fact-
checking system. Existing fact-checking approaches can be
categorized as expert-oriented, crowdsourcing-oriented, and
computational-oriented.

e FEzxpert-oriented fact-checking heavily relies on human
domain experts to investigate relevant data and doc-
uments to construct the verdicts of claim veracity, for
example PolitiFact!!, Snopes'?, etc. However, expert-
oriented fact-checking is an intellectually demanding
and time-consuming process, which limits the poten-
tial for high efficiency and scalability.

e Crowdsourcing-oriented fact-checking exploits the “wis-
dom of crowd” to enable normal people to annotate
news content; these annotations are then aggregated
to produce an overall assessment of the news verac-
ity. For example, Fiskkit'? allows users to discuss and
annotate the accuracy of specific parts of a news arti-
cle. As another example, an anti-fake news bot named
“For real” is a public account in the instant communi-
cation mobile application LINE!, which allows people
to report suspicious news content which is then further
checked by editors.

o Computational-oriented fact-checking aims to provide
an automatic scalable system to classify true and false
claims. Previous computational-oriented fact checking
methods try to solve two majors issues: (i) identifying

Hhttp://www.politifact.com/

2http://www.snopes.com/

Bhttp://fiskkit.com
Y“https://grants.g0v.tw/projects/588fa7h382223f001e022944
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check-worthy claims and (ii) discriminating the verac-
ity of fact claims. To identify check-worthy claims, fac-
tual claims in news content are extracted that convey
key statements and viewpoints, facilitating the subse-
quent fact-checking process [31]. Fact-checking for spe-
cific claims largely relies on external resources to deter-
mine the truthfulness of a particular claim. Two typ-
ical external sources include the open web and struc-
tured knowledge graph. Open web sources are utilized
as references that can be compared with given claims
in terms of both the consistency and frequency [5; 50].
Knowledge graphs are integrated from the linked open
data as a structured network topology, such as DB-
pedia and Google Relation Extraction Corpus. Fact-
checking using a knowledge graph aims to check whether
the claims in news content can be inferred from exist-
ing facts in the knowledge graph [98; 16; 72].

Style-based: Fake news publishers often have malicious
intent to spread distorted and misleading information and
influence large communities of consumers, requiring partic-
ular writing styles necessary to appeal to and persuade a
wide scope of consumers that is not seen in true news ar-
ticles. Style-based approaches try to detect fake news by
capturing the manipulators in the writing style of news con-
tent. There are mainly two typical categories of style-based
methods: Deception-oriented and Objectivity-oriented.

e Deception-oriented stylometric methods capture the
deceptive statements or claims from news content. The
motivation of deception detection originates from foren-
sic psychology (i.e., Undeutsch Hypothesis) [82] and
various forensic tools including Criteria-based Content
Analysis [84] and Scientific-based Content Analysis [45]
have been developed. More recently, advanced natu-
ral language processing models are applied to spot de-
ception phases from the following perspectives: Deep
syntaz and Rhetorical structure. Deep syntax models
have been implemented using probabilistic context fr-
ree grammers (PCFG), with which sentences can be
transformed into rules that describe the syntax struc-
ture. Based on the PCFG, different rules can be de-
veloped for deception detection, such as unlexicalized/
lexicalized production rules and grandparent rules [22].
Rhetorical structure theory can be utilized to capture
the differences between deceptive and truthful sen-
tences [68]. Deep network models, such as convolu-
tional neural networks (CNN), have also been applied
to classify fake news veracity [90].

e Objectivity-oriented approaches capture style signals
that can indicate a decreased objectivity of news con-
tent and thus the potential to mislead consumers, such
as hyperpartisan styles and yellow-journalism. Hyper-
partisan styles represent extreme behavior in favor of a
particular political party, which often correlates with
a strong motivation to create fake news. Linguistic-
based features can be applied to detect hyperpartisan
articles [62]. Yellow-journalism represents those ar-
ticles that do not contain well-researched news, but
instead rely on eye-catching headlines (i.e., clickbait)
with a propensity for exaggeration, sensationalization,
scare-mongering, etc. Often, news titles will summa-
rize the major viewpoints of the article that the author
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wants to convey, and thus misleading and deceptive
clickbait titles can serve as a good indicator for recog-
nizing fake news articles [13].

3.3.2  Social Context Models

The nature of social media provides researchers with ad-
ditional resources to supplement and enhance News Con-
tent Models. Social context models include relevant user
social engagements in the analysis, capturing this auxiliary
information from a variety of perspectives. We can clas-
sify existing approaches for social context modeling into two
categories: Stance-based and Propagation-based. Note that
very few existing fake news detection approaches have uti-
lized social context models. Thus, we also introduce similar
methods for rumor detection using social media, which have
potential application for fake news detection.

Stance-based: Stance-based approaches utilize users’ view-
points from relevant post contents to infer the veracity of
original news articles. The stance of users’ posts can be
represented either explicitly or implicitly. Explicit stances
are direct expressions of emotion or opinion, such as the
“thumbs up” and “thumbs down” reactions expressed in
Facebook. Implicit stances can be automatically extracted
from social media posts. Stance detection is the task of
automatically determining from a post whether the user is
in favor of, neutral toward, or against some target entity,
event, or idea [53]. Previous stance classification methods
mainly rely on hand-crafted linguistic or embedding features
on individual posts to predict stances [53; 64]. Topic model
methods, such as latent dirichlet allocation (LDA) can be
applied to learn latent stance from topics [37]. Using these
methods, we can infer the news veracity based on the stance
values of relevant posts. Tacchini et al. proposed to con-
struct a bipartite network of user and Facebook posts using
the “like” stance information [75]; based on this network,
a semi-supervised probabilistic model was used to predict
the likelihood of Facebook posts being hoaxes. Jin et al.
explored topic models to learn latent viewpoint values and
further exploited these viewpoints to learn the credibility of
relevant posts and news content [37].

Propagation-based: Propagation-based approaches for fake
news detection reason about the interrelations of relevant
social media posts to predict news credibility. The basic
assumption is that the credibility of a news event is highly
related to the credibilities of relevant social media posts.
Both homogeneous and heterogeneous credibility networks
can be built for propagation process. Homogeneous credi-
bility networks consist of a single type of entities, such as
post or event [37]. Heterogeneous credibility networks in-
volve different types of entities, such as posts, sub-events,
and events [36; 29]. Gupta et al. proposed a PageRank-like
credibility propagation algorithm by encoding users’ credi-
bilities and tweets’ implications on a three layer user-tweet-
event heterogeneous information network. Jin et al. pro-
posed to include news aspects (i.e., latent sub-events), build
a three-layer hierarchical network, and utilize a graph op-
timization framework to infer event credibilities. Recently,
the conflicting viewpoint relationships are included to build
a homogeneous credibility network among tweets and guide
the process to evaluate their credibilities [37].
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4. ASSESSING DETECTION EFFICACY

In this section, we discuss how to assess the performance of
algorithms for fake news detection. We focus on the avail-
able datasets and evaluation metrics for this task.

4.1 Datasets

Online news can be collected from different sources, such
as news agency homepages, search engines, and social me-
dia websites. However, manually determining the verac-
ity of news is a challenging task, usually requiring annota-
tors with domain expertise who performs careful analysis of
claims and additional evidence, context, and reports from
authoritative sources. Generally, news data with annota-
tions can be gathered in the following ways: Ezpert journal-
ists, Fact-checking websites, Industry detectors, and Crowd-
sourced workers. However, there are no agreed upon bench-
mark datasets for the fake news detection problem. Some
publicly available datasets are listed below:

e BuzzFeedNews'®: This dataset comprises a complete
sample of news published in Facebook from 9 news
agencies over a week close to the 2016 U.S. election
from September 19 to 23 and September 26 and 27.
Every post and the linked article were fact-checked
claim-by-claim by 5 BuzzFeed journalists. This dataset
is further enriched in [62] by adding the linked articles,
attached media, and relevant metadata. It contains
1,627 articles—826 mainstream, 356 left-wing, and 545
right-wing articles.

e LIAR': This dataset is collected from fact-checking
website PolitiFact through its API [90]. It includes
12,836 human-labeled short statements, which are sam-
pled from various contexts, such as news releases, TV
or radio interviews, campaign speeches, etc. The labels
for news truthfulness are fine-grained multiple classes:
pants-fire, false, barely-true, half-true, mostly true,
and true.

e BS Detector'™: This dataset is collected from a browser
extension called BS detector developed for checking
news veracity'®. Tt searches all links on a given web-
page for references to unreliable sources by checking
against a manually complied list of domains. The la-
bels are the outputs of BS detector, rather than human
annotators.

e CREDBANK?": This is a large scale crowdsourced
dataset of approximately 60 million tweets that cover
96 days starting from October 2015. All the tweets are
broken down to be related to over 1,000 news events,
with each event assessed for credibilities by 30 anno-
tators from Amazon Mechanical Turk [52].

In Table 1, we compare these public fake news detection
datasets, highlighting the features that can be extracted
from each dataset. We can see that no existing public dataset
can provide all possible features of interest. In addition,

Yhttps://github.com/BuzzFeedNews/2016-10-facebook-
fact-check /tree/master/data

Yhttps: //www.cs.ucsb.edu/ william/data/liar_dataset.zip
"https: //www.kaggle.com /mrisdal /fake-news
Bhttps://github.com/bs-detector/bs-detector
Yhttp://compsocial.github.io/ CREDBANK-data/

SIGKDD Explorations

Volume 19, Issue 1

these datasets also have specific limitation that make them
challenging to use for fake news detection. BuzzFeedNews
only contains headlines and text for each news piece and
covers news articles from very few news agencies. LIAR in-
cludes mostly short statements, rather than the entire news
content. Further, these statements are collected from vari-
ous speakers, rather than news publishers, and may include
some claims that are not fake news. BS Detector data is
collected and annotated by using a developed news veracity
checking tool. As the labels have not been properly vali-
dated by human experts, any model trained on this data is
really learning the parameters of BS Detector, rather than
expert-annotated ground truth fake news. Finally, CRED-
BANK was originally collected for tweet credibility assess-
ment, so the tweets in this dataset are not really the social
engagements for specific news articles.

To address the disadvantages of existing fake news detec-
tion datasets, we have an ongoing project to develop a us-
able dataset for fake news detection on social media. This
dataset, called Fake NewsNet?°, includes all mentioned news
content and social context features with reliable ground truth
fake news labels.

4.2 Evaluation Metrics

To evaluate the performance of algorithms for fake news de-
tection problem, various evaluation metrics have been used.
In this subsection, we review the most widely used metrics
for fake news detection. Most existing approaches consider
the fake news problem as a classification problem that pre-
dicts whether a news article is fake or not:

e True Positive (TP): when predicted fake news pieces
are actually annotated as fake news;

e True Negative (TN): when predicted true news pieces
are actually annotated as true news;

e False Negative (FIN): when predicted true news pieces
are actually annotated as fake news;

e False Positive (FP): when predicted fake news pieces
are actually annotated as true news.

By formulating this as a classification problem, we can define
following metrics,

. |TP|
P _ 2
recision TP+ |FP] (2)
TP
il _—
Reca |TP| + |FN| (3)
Precision - Recall
Fl1 = 2. 4
Precision + Recall (@)
|TP|+ |TN|
Accuracy

5
|TP|+ |TN|+|FP|+ |FN| (5)

These metrics are commonly used in the machine learning
community and enable us to evaluate the performance of a
classifier from different perspectives. Specifically, accuracy
measures the similarity between predicted fake news and real
fake news. Precision measures the fraction of all detected
fake news that are annotated as fake news, addressing the
important problem of identifying which news is fake. How-
ever, because fake news datasets are often skewed, a high
precision can be easily achieved by making fewer positive

2Ohttps://github.com/KaiDMML /FakeNewsNet
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Table 1: Comparison of Fake News Detection Datasets.

Features ‘ News Content Social Context
Dataset Linguistic Visual User Post Network
BuzzFeedNews ‘ v
LIAR \ v
BS Detector ‘ v
CREDBANK ‘ v v v v

predictions. Thus, recall is used to measure the sensitivity,
or the fraction of annotated fake news articles that are pre-
dicted to be fake news. F1 is used to combine precision and
recall, which can provide an overall prediction performance
for fake news detection. Note that for Precision, Recall,
F1, and Accuracy, the higher the value, the better the per-
formance.

The Receiver Operating Characteristics (ROC) curve pro-
vides a way of comparing the performance of classifiers by
looking at the trade-off in the False Positive Rate (FPR) and
the True Positive Rate (TPR). To draw the ROC curve, we
plot the FPR on the z axis and and TPR along the y axis.
The ROC curve compares the performance of different clas-
sifiers by changing class distributions via a threshold. TPR
and FPR are defined as follows (note that TPR is the same
as recall defined above):

Tp|
TPR = —————— 6
|TP|+ |FN]| (6)

PP
FPR = ——— 7
|FP|+ |TN| (7)

Based on the ROC curve, we can compute the Area Under
the Curve (AUC) value, which measures the overall perfor-
mance of how likely the classifier is to rank the fake news
higher than any true news. Based on [30], AUC is defined
as below.

no +n1 41 —7r;) —no(no +1)/2
noni

AUC = 2

(®)

where r; is the rank of 4;, fake news piece and ng (n1) is
the number of fake (true) news pieces. It is worth men-
tioning that AUC is more statistically consistent and more
discriminating than accuracy [47], and it is usually applied
in an imbalanced classification problem, such as fake news
classification, where the number of ground truth fake news
articles and and true news articles have a very imbalanced
distribution.

S. RELATED AREAS

In this section, we further discuss areas that are related to
the problem of fake news detection. We aim to point out
the differences between these areas and fake news detection
by briefly explaining the task goals and highlighting some
popular methods.

5.1 Rumor Classification

A rumor can usually be defined as “a piece of circulating
information whose veracity status is yet to be verified at
the time of spreading” [102]. The function of a rumor is
to make sense of an ambiguous situation, and the truthful-
ness value could be true, false or unverified. Previous ap-
proaches for rumor analysis focus on four subtasks: rumor
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detection, rumor tracking, stance classification, and verac-
ity classification [102]. Specifically, rumor detection aims to
classify a piece of information as rumor or non-rumor [96;
70]; rumor tracking aims to collect and filter posts discussing
specific rumors; rumor stance classification determines how
each relevant post is oriented with respect to the rumor’s
veracity; veracity classification attempts to predict the ac-
tual truth value of the rumor. The most related task to fake
news detection is the rumor veracity classification. Rumor
veracity classification relies heavily on the other subtasks,
requiring the stances or opinions can be extracted from rel-
evant posts. These posts are considered as important sen-
sors for determining the veracity of the rumor. Different
from rumors, which may include long-term rumors, such as
conspiracy theories, as well as short-term emerging rumors,
fake news refers to information related specifically to public
news events that can be verified as false.

5.2 Truth Discovery

Truth discovery is the problem of detecting true facts from
multiple conflicting sources [46]. Truth discovery methods
do not explore the fact claims directly, but rely on a collec-
tion of contradicting sources that record the properties of
objects to determine the truth value. Truth discovery aims
to determine the source credibility and object truthfulness
at the same time. The fake news detection problem can
benefit from various aspects of truth discovery approaches
under different scenarios. First, the credibility of different
news outlets can be modeled to infer the truthfulness of re-
ported news. Second, relevant social media posts can also
be modeled as social response sources to better determine
the truthfulness of claims [56; 93]. However, there are some
other issues that must be considered to apply truth discovery
to fake news detection in social media scenarios. First, most
existing truth discovery methods focus on handling struc-
tured input in the form of Subject-Predicate-Object (SPO)
tuples, while social media data is highly unstructured and
noisy. Second, truth discovery methods can not be well ap-
plied when a fake news article is newly launched and pub-
lished by only a few news outlets because at that point there
is not enough social media posts relevant to it to serve as
additional sources.

5.3 Clickbait Detection

Clickbait is a term commonly used to describe eye-catching
and teaser headlines in online media. Clickbait headlines
create a so-called “curiosity gap”, increasing the likelihood
that reader will click the target link to satisfy their curios-
ity. Existing clickbait detection approaches utilize various
linguistic features extracted from teaser messages, linked
webpages, and tweet meta information [12; 8; 63]. Differ-
ent types of clickbait are categorized, and some of them are
highly correlated with non-factual claims [7]. The underly-
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ing motivation of clickbait is usually for click-through rates
and the resultant advertising revenue. Thus, the body text
of clickbait articles are often informally organized and poorly
reasoned. This discrepancy has been used by researchers to
identify the inconsistency between headlines and news con-
tents in an attempt to detect fake news articles?!. Even
though not all fake news may include clickbait headlines,
specific clickbait headlines could serve as an important in-
dicator, and various features can be utilized to help detect
fake news.

5.4 Spammer and Bot Detection

Spammer detection on social media, which aims to cap-
ture malicious users that coordinate among themselves to
launch various attacks, such as spreading ads, disseminat-
ing pornography, delivering viruses, and phishing [44], has
recently attracted wide attention. Existing approaches for
social spammer detection mainly rely on extracting features
from user activities and social network information [35; 95;
33; 34]. In addition, the rise of social bots has also increased
the circulation of false information as they automatically
retweet posts without verifying the facts [23]. The major
challenge brought by social bots is that they can give a false
impression that information is highly popular and endorsed
by many people, which enables the echo chamber effect for
the propagation of fake news. Previous approaches for bot
detection are based on social network information, crowd-
sourcing, and discriminative features [23; 55; 54]. Thus,
both spammer and social bots could provide insights about
target specific malicious social media accounts that can be
used for fake news detection.

6. OPENISSUES AND FUTURE RESEARCH

In this section, we present some open issues in fake news
detection and future research directions. Fake news detec-
tion on social media is a newly emerging research area, so
we aim to point out promising research directions from a
data mining perspective. Specifically, as shown in Figure 2,
we outline the research directions in four categories: Data-
oriented, Feature-oriented, Model-oriented and Application-
oriented.

Data-oriented: Data-oriented fake news research is fo-
cusing on different kinds of data characteristics, such as :
dataset, temporal and psychological. From a dataset per-
spective, we demonstrated that there is no existing bench-
mark dataset that includes resources to extract all relevant
features. A promising direction is to create a comprehensive
and large-scale fake news benchmark dataset, which can be
used by researchers to facilitate further research in this area.
From a temporal perspective, fake news dissemination on so-
cial media demonstrates unique temporal patterns different
from true news. Along this line, one interesting problem
is to perform early fake news detection, which aims to give
early alerts of fake news during the dissemination process.
For example, this approach could look at only social media
posts within some time delay of the original post as sources
for news verification [37]. Detecting fake news early can help
prevent further propagation on social media. From a psycho-
logical perspective, different aspects of fake news have been
qualitatively explored in the social psychology literature [92;

http:/ /www.fakenewschallenge.org/
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58; 59], but quantitative studies to verify these psychological
factors are rather limited. For example, the echo chamber
effect plays an important role for fake news spreading in so-
cial media. Then how to capture echo chamber effects and
how to utilize the pattern for fake news detection in social
media could be an interesting investigation. Moreover, in-
tention detection from news data is promising but limited
as most existing fake news research focus on detecting the
authenticity but ignore the intent aspect of fake news. In-
tention detection is very challenging as the intention is often
explicitly unavailable. Thus. it’s worth to explore how to
use data mining methods to validate and capture psychol-
ogy intentions.

Feature-oriented: Feature-oriented fake news research aims
to determine effective features for detecting fake news from
multiple data sources. We have demonstrated that there are
two major data sources: mews content and social context.
From a news content perspective, we introduced linguistic-
based and visual-based techniques to extract features from
text information. Note that linguistic-based features have
been widely studied for general NLP tasks, such as text clas-
sification and clustering, and specific applications such as
author identification [32] and deception detection [22], but
the underlying characteristics of fake news have not been
fully understood. Moreover, embedding techniques, such as
word embedding and deep neural networks, are attracting
much attention for textual feature extraction, and has the
potential to learn better representations [90; 87; 88]. In ad-
dition, visual features extracted from images are also shown
to be important indicators for fake news [38]. However, very
limited research has been done to exploit effective visual fea-
tures, including traditional local and global features [61] and
newly emerging deep network-based features [43; 89; 85],
for the fake news detection problem. Recently, it has been
shown that advanced tools can manipulate video footage of
public figures [80], synthesize high quality videos [74], etc.
Thus, it becomes much more challenging and important to
differentiate real and fake visual content, and more advanced
visual-based features are needed for this research. From a
social context perspective, we introduced user-based, post-
based, and network-based features. Existing user-based fea-
tures mainly focus on general user profiles, rather than dif-
ferentiating account types separately and extracting user-
specific features. Post-based features can be represented us-
ing other techniques, such as convolutional neural networks
(CNN) [69], to better capture people’s opinions and reac-
tions toward fake news. Images in social media posts can
also be utilized to better understand users’ sentiments [91]
toward news events. Network-based features are extracted
to represent how different types of networks are constructed.
It is important to extend this preliminary work to explore
(i) how other networks can be constructed in terms of differ-
ent aspects of relationships among relevant users and posts;
and (ii) other advanced methods of network representations,
such as network embedding [78; 86].

Model-oriented: Model-oriented fake news research opens
the door to building more effective and practical models for
fake news detection. Most previously mentioned approaches
focus on extracting various features, incorporating theses
features into supervised classification models, such as naive
Bayes, decision tree, logistic regression, k nearest neighbor
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Figure 2: Future directions and open issues for fake news detection on social media.

(KNN), and support vector machines (SVM), and then se-
lecting the classifier that performs the best [62; 75; 1]. More
research can be done to build more complex and effective
models and to better utilize extracted features, such as ag-
gregation methods, probabilistic methods, ensemble methods,
or projection methods [73]. Specifically, we think there is
some promising research in the following directions. First,
aggregation methods combine different feature representa-
tions into a weighted form and optimize the feature weights.
Second, since fake news may commonly mix true statements
with false claims, it may make more sense to predict the
likelihood of fake news instead of producing a binary value;
probabilistic models predict a probabilistic distribution of
class labels (i.e., fake news versus true news) by assuming
a generative model that pulls from the same distribution as
the original feature space [25]. Third, one of the major chal-
lenges for fake news detection is the fact that each feature,
such as source credibility, news content style, or social re-
sponse, has some limitations to directly predict fake news on
its own. Ensemble methods build a conjunction of several
weak classifiers to learn a strong classifier that is more suc-
cessful than any individual classifier alone; ensembles have
been widely applied to various applications in the machine
learning literature [20]. It may be beneficial to build ensem-
ble models as news content and social context features each
have supplementary information that has the potential to
boost fake news detection performance. Finally, fake news
content or social context information may be noisy in the
raw feature space; projection methods refer to approaches
that lean projection functions to map between original fea-
ture spaces (e.g., news content features and social context
features) and the latent feature spaces that may be more
useful for classification.

Moreover, most existing approaches are supervised, which
requires a pre-annotated fake news ground truth dataset
to train a model. However, obtaining a reliable fake news
dataset is very time and labor intensive, as the process of-
ten requires expert annotators to perform careful analysis of
claims and additional evidence, context, and reports from
authoritative sources. Thus, it is also important to con-
sider scenarios where limited or no labeled fake news pieces
are available in which semi-supervised or unsupervised mod-
els can be applied. While the models created by super-
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vised classification methods may be more accurate given a
well-curated ground truth dataset for training, unsupervised
models can be more practical because unlabeled datasets are
easier to obtain.

Application-oriented: Application-oriented fake news re-
search encompass research that goes into other areas beyond
fake news detection. We propose two major directions along
these lines: fake news diffusion and fake news intervention.
Fake news diffusion characterizes the diffusion paths and
patterns of fake news on social media sites. Some early re-
search has shown that true information and misinformation
follow different patterns when propagating in online social
networks [18; 51]. Similarly, the diffusion of fake news in
social media demonstrates its own characteristics that need
further investigation, such as social dimensions, life cycle,
spreader identification, etc. Social dimensions refer to the
heterogeneity and weak dependency of social connections
within different social communities. Users’ perceptions of
fake news pieces are highly affected by their like-minded
friends in social media (i.e., echo chambers), while the de-
gree differs along different social dimensions. Thus, it is
worth exploring why and how different social dimensions
play a role in spreading fake news in terms of different top-
ics, such as political, education, sports, etc. The fake news
diffusion process also has different stages in terms of peo-
ple’s attentions and reactions as time goes by, resulting in
a unique life cycle. Research has shown that breaking news
and in-depth news demonstrate different life cycles in social
media [10]. Studying the life cycle of fake news will provide
deeper understanding of how particular stories “go viral”
from normal public discourse. Tracking the life cycle of fake
news on social media requires recording essential trajectories
of fake news diffusion in general [71], as well as further in-
vestigations of the process for specific fake news pieces, such
as graph-based models and evolution-based models [27]. In
addition, identifying key spreaders of fake news is crucial to
mitigate the diffusion scope in social media. Note that key
spreaders can be categorized in two ways, i.e., stance and
authenticity. Along the stance dimensions, spreaders can
either be (i) clarifiers, who propose skeptical and opposing
viewpoints towards fake news and try to clarify them; or (ii)
persuaders, who spread fake news with supporting opinions
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to persuade others to believe it. In this sense, it is impor-
tant to explore how to detect clarifiers and persuaders and
better use them to control the dissemination of fake news.
From an authenticity perspective, spreaders could be either
human, bot, or cyborg. Social bots have been used to inten-
tionally spread fake news in social media, which motivates
further research to better characterize and detect malicious
accounts designed for propaganda.

Finally, we also propose further research into fake news in-
tervention, which aims to reduce the effects of fake news
by proactive intervention methods that minimize the spread
scope or reactive intervention methods after fake news goes
viral. Proactive fake news intervention methods try to (i)
remove malicious accounts that spread fake news or fake
news itself to isolate it from future consumers; (ii) immu-
nize users with true news to change the belief of users that
may already have been affected by fake news. There is recent
research that attempts to use content-based immunization
and network-based immunization methods in misinforma-
tion intervention [94; 97]. One approach uses a multivariate
Hawkes process to model both true news and fake news and
mitigate the spreading of fake news in real-time [21]. The
aforementioned spreader detection techniques can also be
applied to target certain users (e.g., persuaders) in social
media to stop spreading fake news, or other users (e.g. clar-
ifiers) to maximize the spread of corresponding true news.

7. CONCLUSION

With the increasing popularity of social media, more and
more people consume news from social media instead of tra-
ditional news media. However, social media has also been
used to spread fake news, which has strong negative impacts
on individual users and broader society. In this article, we
explored the fake news problem by reviewing existing lit-
erature in two phases: characterization and detection. In
the characterization phase, we introduced the basic concepts
and principles of fake news in both traditional media and so-
cial media. In the detection phase, we reviewed existing fake
news detection approaches from a data mining perspective,
including feature extraction and model construction. We
also further discussed the datasets, evaluation metrics, and
promising future directions in fake news detection research
and expand the field to other applications.
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ABSTRACT

This paper formally presents four common pitfalls in train-
ing and evaluating recommendation algorithms for informa-
tion systems. Specifically, we show that it could be problem-
atic to separate the server logs into training and test data
for model generation and model evaluation if the training
and the test data are selected improperly. In addition, we
show that click through rate — a common metric to mea-
sure and compare the performance of different recommen-
dation algorithms — may not be a good measurement of prof-
itability — the income a recommendation module brings to a
website. Moreover, we demonstrate that evaluating recom-
mendation revenue may not be a straightforward task as it
first looks. Unfortunately, these pitfalls appeared in many
previous studies on recommender systems and information
systems. We explicitly explain these problems and propose
methods to address them. We conducted experiments to
support our claims. Finally, we review previous papers and
competitions that may suffer from these problems.

1. INTRODUCTION

A recommender system suggests items that may interest a
user. Recommender systems are mostly adopted by the E-
Commerce (EC) providers, such as Amazon [19] and Wal-
mart [14]. Researchers have proposed many recommenda-
tion algorithms from various perspectives, such as leverag-
ing on the text similarity between products, utilizing users’
clicking or purchasing behaviors, or a combination of both.
These methods include Collaborative Filtering, Matrix Fac-
torization, language modeling, and their variations and mixed
versions [16; 19; 21; 22; 24].

To evaluate the proposed recommendation algorithms, re-
searchers have applied or invented assorted metrics, such
as the click through rate (CTR), the Mean Absolute Error
(MAE), Normalized Mean Absolute Error (NMAE), and the
Root Mean Square Error (RMSE) between the predicted
user rating and the true user rating, the Discounted Cumu-
lative Gain (DCG) and Kendall’s Tau of the recommended
item list, and the traditional Information Retrieval metrics
like Precision and Recall [14].

Recommender systems can be applied to various applica-
tion domains, such as movie recommendation [7], music rec-
ommendation [11], collaborator recommendation [8], expert
recommendation [9], etc. Recently, industrial companies
and research labs, such as Criteo, Netflix, and YOOCHOOSE,
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have organized recommendation competitions that attract
thousands of participants. Typically, the organizer provides
the datasets for training and locks away the test data for
the final evaluation [6; 7; 15].

Instead of proposing another recommendation algorithm or
evaluation metric, this paper emphasizes on four common
pitfalls of developing and evaluating recommendation mod-
ules for information systems. Probably influenced by the
machine learning, data mining, and information retrieval
fields, the researchers of recommender systems usually split
the available dataset (e.g., the logs of clickstreams) into the
training and the test data, which are used to generate the
recommendation model and evaluate the performance of the
model respectively. Although such a procedure works well
in many machine learning studies and applications, applying
this procedure to recommender systems could be problem-
atic, as we will explain later in this paper. In addition,
the typical evaluation metrics — click through rate — may
be problematic if used carelessly. Unfortunately, many of
these pitfalls appear in previous research papers and com-
petitions, as we will illustrate later. We discuss these issues
and propose possible ways to fix or bypass them in this pa-
per.

The rest of the paper is organized as follows. In Section 2,
we present the typical approach to separate the training and
the test data of the studies on recommender systems. We
discuss two issues of generating and evaluating the recom-
mendation methods in Section 3 and Section 4. In Section 5
and Section 6, we show two issues regarding click through
rate and recommendation revenue. In Section 7, we review
previous works, including (1) the typical recommendation
metrics and (2) previous competitions and publications that
fall into several pitfalls illustrated in this paper. Finally, we
discuss the discoveries and address future work in Section 8.

2. A TYPICAL PROCEDURE OF PREPAR-
ING TRAINING AND TEST DATASETS

Figure 1 shows a possible procedure of generating the train-
ing and the test data when studying recommendation mod-
ules of an information system, e.g., an EC website. Initially,
an EC website probably had no recommendation module.
At a certain time, the engineers of the website decided to
include a recommendation model. To train the model, the
engineers used the available logs to extract (x;,y;) as the
training instance. Here, x; = (%1, %i,2,. .., i) is the con-
text features (¢ = 1,2,...,n; £: the number of features;
n: the number of training instances). The context features
could be, for example, the user’s gender, location, education,
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Figure 1: An illustration of a possible procedure to generate
the training and the test data for developing and evaluating
recommender systems. The initial online recommendation
algorithm model R4 is trained based on users’ behaviors in
the “no recommendation” period (from ¢o to ¢1). To train a
new model R, and test whether the new recommendation
method is better than R4, we split the log data between t1
and t2 into training and test data, as many research papers
and competitions did. Both Rorig and Ryew are trained
based on the training data (the logs between ¢; and ts) and
compared based on the test data (the logs between ts and t2)
using the specified metric (e.g., click through rate or order
rate).

annual salary, the current browsing item’s category, price,
color, the current date, the current day of the week, etc. The
y; is the corresponding item that should be recommended
to the user under the context features z;. Since the web-
site has no recommendation module initially, y; could only
be inferred based on intuitions, e.g., a user’s next clicked
or purchased item given x;. During the test (recommenda-
tion) phase, the recommendation module utilizes the given
context features as clues to output the products that may
interest the users.

For example, if the engineers believe that a good recom-
mender system should recommend products that are pop-
ular and related to the current browsing item, they may
propose CategoryTP — recommending the top popular (e.g.,
most viewed) items the in the category c, the current brows-
ing products’ category. In this case, the context feature list
contains only one feature z;,1 whose value is c¢. To obtain
the top popular items of each category, the view count of
each product during the “no recommendation period” (see
Figure 1) is calculated.

Suppose at another time, the engineers of the EC web-
site proposed another recommendation algorithm Rye.. To
compare Rpe. with the original one R,riy, the engineers
split the logs between ¢; and t2 (the period where the origi-
nal recommendation module was employed) into the training
data (logs between ¢1 and t,) and the test data (logs between
ts and t2). The engineers trained Rnew the new model and
re-trained Rorig the original model based on the training
data, and compared their performance based on the test
data using the specified metrics, such as the click through
rate, the recommendation order rate, or the recommenda-
tion revenue.

Many research papers and competitions applied this proce-
dure or similar procedures to generate the training and the
test data, as will be illustrated in Section 7. Unfortunately,
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Table 1: The percentage of the clicks resulted from the in-
page direct links. We hide the actual numbers of clicks due
to business sensitivity.

Day H Day 1 [ Day 2
Direct link Percentage [| 19.3150% | 21.2812%

such a training and evaluation procedure is problematic, as
demonstrated in the following sections.

3. ISSUE 1: TRAINED MODEL COULD BE
BIASED TOWARD HIGHLY REACHABLE
PRODUCTS

This section shows that training a recommendation module
based on the logs of the clickstreams may be problematic, if
the training data are poorly selected. We will start by ex-
plaining the problem and proposing possible ways to bypass
the problem. We will conduct experiments to support our
claim.

3.1 The core problem

Many studies or competitions employ the clickstreams as
the training data for the proposed recommendation algo-
rithm [23]. Specifically, given that a user’s current context
feature as z; = (zi1,Ti2,...,%:¢) and a user’s next vis-
ited product as p;, several researchers suggested to treat the
recommendation task as a machine learning task in which
(zi,pj) is a positive training instance. To generate the neg-
ative training instances, one possible approach is randomly
sample a product px (pr # p;) from all products and treat
(zi,pr) as a negative example [12].

If we generate the training dataset by this manner, the dis-
tribution of the training data (z;,p;) is affected by unsta-
ble factors, such as the presentation of the pages. Specifi-
cally, assume that we apply a Markov Chain recommenda-
tion model in which each node represents a product and w; ;
the weight of a directed edge from node ¢ to node j repre-
sents the transition probability from product p; to p; based
on the log of the clickstreams. If the product page of p;
contains manifest direct-links to the product p;, many users
are likely to click p; after browsing p;. Thus, the informa-
tion p; — p; (or more formally, (z; = (z:,1 = pi),p;) as a
positive training instance) may become a strong positive sig-
nal simply because it is extremely easy to reach p; from p;.
Unfortunately, the links included in the product pages are
sometimes decided arbitrarily by few persons, e.g., the mar-
keting executives or the engineers. As a result, the linked
products may be little relevant to the current browsing prod-
uct. For example, EC websites may aggressively exhibit the
sponsored or advertised products, as demonstrated in Fig-
ure 2, even though the sponsored or the advertised products
may not be directly relevant to the browsing product. As a
result, the recommendation algorithms are likely to output
the highly reachable products, which is highly influenced by
the layout of the product pages.

3.2 Selecting proper training data

Based on the discussion above, we can see that a product’s
reachability highly influences the distribution of the train-
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Figure 2: A snapshot of the product page on https://www.walmart.com/. The main product of this page is a prepaid
smartphone. The sponsored products and the list of the advertised products on this page are of little relevance to a smart

phone.

ing data. We illustrate two examples here. First, if we
use the Markov Chain model as the training algorithm, the
learned rules are highly influenced by the “layout” of the
product pages (e.g., which product pages have direct links
to which other product pages). Second, if we use popularity-
based methods (e.g., obtaining the category of the current
browsing product and recommending the top viewed prod-
ucts of the category), the recommendation algorithms are
again likely to recommend the highly reachable products,
such as the products that have many incoming links. Both
cases are undesirable, because once we change the link tar-
gets, the distribution of the training data could be very dif-
ferent, which may lead to a different set of learned rules.
We analyzed the logs on two continuous days of a large
EC website in Southeast Asia'!. We found that about 20%
of user clicks are resulted from the in-page direct links, as
demonstrated in Table 1. This suggests that by rearranging
the layout of the pages or the link targets in the pages, ap-
proximately 1/5 of the positive training instances are likely
to be different.

To neutralize the effect that the highly reachable products
are more likely to be treated as the positive training in-
stances, we should weaken the weights of the positive in-
stances in which next clicked product is highly reachable.
In other words, if many product pages have direct links to
the product p;, we should assign a small weight to the pos-
itive training instance (x;,p;). Another possible method is
to include the positive training instance (z;,p;) only when
such a behavior is spontaneous, i.e., such a click was not in-
fluenced by the layout of the page. If we push the idea to
the limit, we may include the information that p; leads to
p; only when 1) the page of p; contains no direct links to p;,
and 2) the p; is not included in the recommendation list of
the page of p;. Thus, the positive signal that p; — p; is less
likely to be affected by the layouts of the pages.

Due to business sensitivity, we are not allowed to share the
name of the company.
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3.3 Experiment

To support the above claims, we simulated the typical method
to generate the training data and the test data. This section
presents the detailed settings, which is very close to what we
introduced in Section 2. We present and discuss the results
at the end of this section.

3.3.1 Experiment setting

We simulated an EC website that contains 1,000 products
Do, P1,---,P999. Each product is randomly assigned to one
out of the ten product categories co,ci,...,co. We gener-
ated the similarity score between every pair of the products
by the following rule: if two products p; and p; belong to
different product categories, s(p;, p;) the similarity score be-
tween them is sampled from a uniform distribution between
0.01 and 0.35. Otherwise, we sample s(p;,p;) from a uni-
form distribution between 0.3 and 0.9.

The rest simulation follows the illustration of Figure 1. Ini-
tially (during to and t1), the website has no recommendation
module. Each product page (p;) contains direct links to 5
randomly selected products (pgl),p£2)7...,pl(-5)), which we
called “promoted products”. We assume that when a user
reads the page of product p;, whether she/he will continue
to view another product follows a Poisson distribution with
a fixed A. If she/he decides to continue, for 80% of the time
the user would click on the promoted products and 20% of
the time the user would visit a product p; with probability
proportional to s(p;, p;) the similarity between p; and p;.
At t1, the first recommendation module is online. We as-
sume that if a user decides to stay on the site, then for 40%
of the time she/he would click on one of the ten items re-
turned by the online recommender system, 40% of the time
the user would click on the promoted products, and for 20%
of the time she/he would click the next item p; proportional
to the similarity score between p; and p;.

We generated 1,000,000 sessions that browse the products
based on the above rules. We set the initial recommenda-
tion model to a simple approach CategoryTP (Categorical
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Top Popular): when a user is viewing the product p; whose
product category is c¢j, we recommend the top-10 popular
products in the category c;.

Now suppose we would like to try other recommendation al-
gorithms. To compare the new algorithms with CategoryTP,
we take the logs between t; and t2 and separate the first
700,000 sessions as the training data and the last 300,000
sessions as the test data. We train each recommendation
module (including the initial recommendation module Cat-
egoryTP) by two types training data: 1) train-all — all the
700,000 training logs, and 2) train-sel — if a user views p; fol-
lowed by p;, the information is included in the training data
only when p; is neither included in the promoted products
nor the recommendation list.

We compared the CategoryTP with the following methods:
(1) TotalTP (Total Top Popular) : obtain the items that are
mostly viewed during the training period and always recom-
mend these items during the test period; (2) MC (Markov
Chain): build a table to record the transition probability
from one product to another during the training period and
make recommendation in the test period based on the table,
i.e., recommendation based on the most likely transferred
product from the current browsing product; (3) ICF-U2I
(Item-based Collaborative Filtering based on the User-to-
Item matrix): during the training period, generate a user-
to-item matrix in which the entry (4, j) represents the num-
ber of times a user i views a product j, and compute the
cosine distance between every pair of the columns (which
represents product features). During the test period, the
algorithm recommends the columns that are most similar
to the current browsing product; (4) ICF-I2I: (Item-based
Collaborative Filtering based on the Item-to-Item matrix):
during the training period, generate an item-to-item matrix
in which the entry (i, j) represents the number of times item
i and item j are viewed by the same user and compute the
cosine distance between every pair of the columns (which
represents product features). During the test period, the
recommendation policy is the same as ICF-U2I, i.e., recom-
mending the columns that are most similar to the current
browsing product; (5) NMF-U2I: during the training period,
generate a user-to-item matrix as explained in ICF-U2I and
perform non-negative matrix factorization on the matrix to
get the hidden vector of each item. Next, the algorithm
calculates the cosine distance between every pair of these
vectors. The recommendation policy during the test period
is the same as ICF-U2I; (6) NMF-12I: during the training pe-
riod, generate an item-to-item matrix as explained in ICF-
I2I and perform the non-negative matrix factorization on
the matrix, as explained in NMF-U2I. The algorithm calcu-
lates the cosine distance and recommends items based on the
distances during the test period, as explained in NMF-U2I.

3.3.2 Results

We show the average percentage of the promoted products
appearing in the top-10 recommended items given the user
is browsing a specified product. As demonstrated in Table 2,
when using train-all (all the available training data) as the
training data, several algorithms recommend many of the
“promoted products”. As a result, we seem to learn the
“layout” of the product page (i.e., the direct links from p; to
p;) instead of the intrinsic relatedness of between products.
On the other hand, when we only utilize the train-sel (the
data that match the rules specified in Section 3.2) as the
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training data, the ratio of the promoted products appearing
in the recommendation list is much lower. In order not to
let the layout of the product pages influence the learned
rules, we probably should use the train-sel as the training
data, or perhaps decrease the weights of the highly reachable
products.

3.4 Lessons learned

The common wisdom that the clickstream represents a user
could be problematic because the clickstreams are highly in-
fluenced by the reachability of the products and the layouts
of the product pages. The items that occupy many spaces
are more likely to be clicked and reached. As a result, train-
ing a recommender system based on the clickstreams are
likely to learn (1) the “layout” of the pages, and (2) the
recommendation rules of the online recommender system.
Ideally, we should keep only the spontaneous clicks in the
log to, at least partially, solve or bypass this issue.

4. ISSUE 2: THE ONLINE RECOMMEN-
DATION ALGORITHM AFFECTS THE
DISTRIBUTION OF THE TEST DATA

This section shows that evaluating the recommendation al-
gorithms based on the logs of the clickstreams may be prob-
lematic if the test data are poorly selected. Like the previous
section, we will start by explaining the problem and propose
possible ways to bypass the problem. We will conduct ex-
periments to support our claim.

4.1 The core problem

If we follow the procedure in Section 2 to generate the test
data, the click through rate of the new proposed recom-
mendation algorithm Ry, is very likely to be worse than
the online algorithm Rorig. The fundamental problem of
such a setting is that, if the suggested product list Lyeqw
recommended by the new recommendation module Rjeq is
very different from the online recommendation module’s list
Lorig, the online users have no chances to click on the prod-
ucts that appear only in Lye, but not in Lorig. As a result,
the recommendation modules that suggest products close to
the online module tend to perform better.

4.2 Selecting proper test data

In several studies, researchers utilized the clickstreams as
the ground truth for evaluating recommender systems, as
we will demonstrate in Section 7. Specifically, given the
current context feature x; and the user’s next visited prod-
uct pj, we treat a recommendation to be successful if the
recommended list contains p;. As we explained above, if a
product pi appears in Lyew but not in Lo.g, the product py
is less likely to be clicked even though pi might be a great
recommendation given the context feature x;.

If we use the entire clickstream logs as the ground truth for
evaluation, the online recommendation algorithm is always
favored, since the next prouct p; is clicked probably because
it is included in the recommendation list returned by the
online recommendation module and naturally has a higher
chance to be clicked. Instead of using the entire clickstreams,
we probably should include the instance (x;,p;) to the test
dataset only when the click happens spontaneously. Similar
to the discussion in Section 3.2, if we push the concept to
the limit, we should only include (z;,p;) to the test dataset
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Table 2: The table shows the ratio of the number of the promoted products that appear in the recommendation list when
using train-all or train-sel as the training data (each recommendation algorithm returns the top-10 results).

method H MC

[ CategoryTP | TotalTP | ICF-U2I | ICF-I2I | NMF-U2I | NMF-I2I

train-all || 100.00% 1.48% 1.84%

93.22% 1.40% 1.48% 1.34%

train-sel 1.08% 0.86% 0.98%

14.46% 1.28% 1.32% 1.24%

if 1) p; is not directly linked from the current browsing page,
and 2) p; is not included in the recommendation list given
x; as the input of the online recommendation algorithm.

4.3 Experiment
This section demonstrates that the online recommendation
algorithm highly influences users’ clicks.

4.3.1 Experiment setting

The entire simulation process is very similar to Section 3.3.
Specifically, we first use the CategoryTP as the online rec-
ommendation algorithm and report the click through rate
of various recommendation algorithms based on two test
datasets: (1) test-all — the entire clickstream logs, and (2)
test-sel — the clickstreams that match the conditions de-
scribed in the last section. Next, we change the online rec-
ommendation algorithm to TotalTP and repeat the same
experiment.

4.3.2 Results

Table 3 and Table 4 show the experimental results when
the online recommendation algorithms are CategoryTP and
TotalTP respectively. For each compared method in each
table, we show four results: (1) training by train-all and
evaluating by test-all; (2) training by train-all and evaluat-
ing by test-sel; (3) training by train-sel and evaluating by
test-all; (4) training by train-sel and evaluating by test-sel.
If we use train-all for training and test-all for evaluation, the
recommendation algorithm that is the same as the online
recommendation algorithm always yields great results. For
example, when we use CategoryTP as the online recommen-
dation algorithm, the click through rates of (offline) Catego-
ryTP and TotalTP are 37.61% and 5.41% respectively. How-
ever, when we switch the online algorithm to TotalTP, the
click through rate of CategoryTP drops to 5.28%, and the
click through rate of (offline) TotalTP increases to 40.80%.
This demonstrates the issue we discussed in Section 4.1 —
the online recommendation algorithm and the ones similar
to the online recommendation algorithm tend to outperform
the others if the training and the test datasets are selected
poorly. Since several previous studies simply use all the
available test dataset for evaluation, the results are likely to
bias toward the online algorithm. As a result, their reported
results are questionable.

When we use train-all for training and test-sel for evalua-
tion, the models probably partially learned the recommen-
dation rules of the online recommendation algorithm. If the
online algorithm is a mediocre algorithm (e.g., TotalTP),
the proposed algorithms are likely to learn from bad exam-
ples. Thus, the models are probably not generic enough to
perform well in the general cases. As demonstrated in Ta-
ble 4, all the (train-all, test-sel) are worse than the (train-sel,
test-sel) results given the same proposed recommendation
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algorithm. On the other hand, if the online recommenda-
tion algorithm mostly offers great recommendations, even
a mediocre algorithm may learn from good examples (ob-
tained from train-all). However, the good results do not
result from the ability of the model itself, but from the good
training data. As a result, the reported numbers may still
be questionable.

When we use train-sel as the training data and test-all as
the test data, the evaluation ground truth is affected by the
online recommendation algorithm and the link structure be-
tween the product pages. As demonstrated, when using Cat-
egoryTP as the online algorithm, the click through rates of
(offline) CategoryTP and Total TP are 4.36% and 0.71% re-
spectively. However, when using TotalTP as the online algo-
rithm, the click through rate of CategoryTP drops to 0.86%
and the (offline) TotalTP increases to 1.47%. Indeed, the
online algorithm affects the distribution of the test dataset.
Finally, we believe that the proper training dataset and test
dataset should be train-sel and test-sel respectively. In this
case, the online training model does not affect the genera-
tion of the training data. Thus, the proposed methods will
not learn from the examples that are affected by the online
learning algorithm. Meanwhile, the online training algo-
rithm does not affect the generation of the test data either.
Thus, we may evaluate the proposed method based on an
unbiased test dataset.

4.4 Lessons learned

Previous studies sometimes use all the available test data
as the ground truth for evaluation. Unfortunately, such an
evaluation process inevitably favors the algorithms that sug-
gest products close to the online recommendation algorithm.
We should carefully select the test dataset to perform a fairer
evaluation.

S. ISSUE3: CLICK THROUGH RATES ARE
MEDIOCRE PROXY TO THE RECOM-
MENDATION REVENUES

5.1 Core problem

Several academic studies on recommender systems exploit
the click through rate to compare different recommendation
algorithms. This metric is user-centric, i.e., it measures a
user’s satisfaction about a recommendation. Click through
rate is popular, probably because the industry hesitates to
share or release revenue-related information. As a result,
researchers mostly can only study users’ feedback and sat-
isfaction on a recommender system and hope that boost-
ing user-centric measures (e.g., click through rate) will in-
crease the business-centric measures (e.g., recommendation
revenue). Unfortunately, such a surmise was not carefully
validated.
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Table 3: The click through rates when the online recommendation algorithm is CategoryTP.

[ CategoryTP |  TotalTP | MC [ ICF-U2l [ ICF-I2l | NMF-U2l | NMF-I2
train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train-
all sel all sel all sel all sel all sel all sel all sel

test-|| 37.61%| 4.36% | 5.41% | 0.71% | 58.89%| 4.05% | 46.88%| 17.02%| 28.37% | 21.79% | 16.54%| 5.78% | 8.78% | 16.19%
all
test-|| 2.76% | 2.75% | 1.02% | 1.03% | 1.88% | 2.86% | 1.60% | 3.03% | 2.38% | 2.66% | 2.54% | 1.74% | 2.52% | 2.73%
sel

Table 4: The click through rates when the online recommendation algorithm is TotalTP.

[ CategoryTP |  TotalTP ] MC [ ICF-U2I [ ICFI2I | NMF-U2I [ NMF-I2I
train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train- | train-
all sel all sel all sel all sel all sel all sel all sel

test-|| 5.28% | 0.86% | 40.80%| 1.47% | 60.40%| 1.22% | 48.61%| 16.40%| 23.85%| 10.77%| 13.29%| 0.80% | 1.53% | 4.17%
all
test-|| 2.66% | 2.89% | 0.93% | 1.18% | 1.01% | 2.98% | 1.04% | 2.62% | 1.00% | 2.07% | 1.08% | 2.39% | 1.12% | 2.03%
sel
and retired different recommendation algorithms (e.g., Ma-
5 x trix Factorization, Markov Chain, CategoryTP, a mixture
Wl X e of several methods, etc.) on different pages (e.g., the main
xxx"i‘g X x page, the product category page, and the product page). As
%X X K a result, we measure the click through rate and the recom-
x X% xxw%xx),( T x X mendation revenue across many different settings.
XX XX xg;g&&"
R T 5.2.2 Experiment results
o r x f& o % X . . . .
= - x )23%»5& )§( <X Figure 3 presents the relationship between the click through
O x o 0 i&f@fgg 5;32 XX rate of the recommendations and the recommendation rev-
X 3%&«5;33 ":’(‘ x* X enue. The correlation of determination (R2) between the
x T W X click through rate and recommendation revenue is only 0.089,
* * suggesting that they have a very weak correlation. There-
fore, it could be improper to simply pursuing click through
x rate and hope that increasing click through rate will boost
the revenue.
recommendation revenue 5.3 Lessons learned
Based on the result, comparing different recommendation
Figure 3: The relationship between the click through modules purely based on the user-centric metrics, such as

rate and the recommendation revenue (from 2014/9/2 to
2015/9/13, each point represents one date). We exclude the
tick marks because we are not allowed to report their ex-
act values. The correlation of determination is only 0.089,
suggesting that they have a weak positive relationship.

5.2 Experiment

5.2.1 Experiment setting

We selected two measures to represent the user-centric and
the business-centric metrics: the click through rate and the
recommendation revenue. The click through rate is the pro-
portion that a recommendation is clicked. This metric is
probably the most typical user-centric measure. The rec-
ommendation revenue is the income contributed by the rec-
ommendation module.

We collected a year-long log (2014/9/2 - 2015/9/13) from
a large EC website in Southeast Asia. For each day, we
calculated the click through rate and the recommendation
revenue. Note that during the year of the study we launched
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the click through rate, may fail to capture the business
owner’s satisfaction. Unfortunately, studies on recommender
systems mostly perform comparisons based on the user-centric
metrics. As a result, even if a recommendation algorithm
attracts many clicks, we cannot assure this algorithm will
bring a large amount of revenue to the website.

6. ISSUE 4: EVALUATING RECOMMEN-
DATION REVENUE IS NOT STRAIGHT-
FORWARD

EC companies build recommendation modules in the hope
that these modules will discover users’ purchasing intentions
and eventually boost the revenue. It is reported that a large
portion of an EC website’s revenue comes from recommen-
dation [20]. In this section, we show that evaluating rec-
ommendation revenue is not as straightforward as it first
looks.

6.1 The core problem

We ask a more fundamental and probably more challeng-
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Figure 4: A comparison of the number of the total purchases
in two cases: displaying the recommendation panel or not.
Green line: the channel with a recommendation panel; blue
line: the channel without a recommendation panel. Due to
business sensitivity, the tick labels of the y-axes are removed.
It appears that the recommendation panel brings little eztra
revenue, if any, to the channel.

ing question: does a recommendation module bring extra
revenue (or extra orders) to an EC website? Although we
can measure the number of purchases contributed by a rec-
ommendation module, we cannot tell whether these buyers
would still purchase these (or possibly similar) items without
the recommendation module. It is possible that the recom-
mendation modules are served as a convenient tool for users
to locate the desired items, but even without the recom-
mendation module, the users can still discover these items
through another user interface provided by the website.

6.2 Experiment

6.2.1 Experiment setting

To answer the question, we propose to conduct experiments
based on A/B testing to control the appearance of the rec-
ommendation module. Specifically, we collaborated with a
large EC website in Southeast Asia. We directed 5% of users
to a channel that displays no recommendation on the prod-
uct page (channel 1), and another 5% of users to a normal
channel that displays recommendations as usual (channel 2).
If the total purchases of channel 1 is very similar to the to-
tal purchases of channel 2, then the recommendation module
brings no extra purchases to the website. In this case, the
recommendation module probably simply provides another
way for the users to discover the items of their interests.

6.2.2 Experiment results

Figure 4 shows the total purchases and the recommended
purchases of the two channels. We use blue line to display
users’ orders in channel 1 (the no recommendation channel)
and the green line for channel 2 (the normal channel). The
lower sub-figure of Figure 4 shows that users indeed purchase
recommended items. This seems to suggest that recommen-
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dation is helpful in increasing the number of sales. However,
if we compare the total number of purchases of each channel
(the upper sub-figure of Figure 4), we see no obvious ben-
efit of having the recommendation panel. It appears that,
for most of the times, the users who purchases recommended
items still purchase items even without the recommendation
module.

6.3 Lessons learned

Based on the result, we suspect that, although a recommen-
dation module may help users quickly discover their needs,
these users, even without the recommendations, may still
be able to locate the desired products by other processes,
e.g., by querying through the search bar, or by navigat-
ing through the hierarchical table of contents. Thus, it is
not clear whether a recommendation module brings extra
purchases, or simply re-direct users from other purchasing
processes to recommendation. In an extreme case, an EC
company can fill in the entire page with recommendations
and claim that nearly 100% of their revenue comes directly
from recommendations. Apparently, such a claim is mis-
leading. To proper evaluate the extra revenue contributed
by a recommender system, we still need to leverage on A/B
testing. Unfortunately, it is very difficult for the researchers
in academia to perform A/B testing in practice.

7. RELATED WORKS

7.1 Common metrics to evaluate recommender
systems

Most studies on recommender systems compare different al-
gorithms based on user-centric metrics, which can be cate-
gorized into the following types: accuracy-based, diversity-
based, and surprisal-based.

Typically, we would like a recommendation module to accu-
rately predict a user’s preference on items. Thus, accuracy
is a natural choice to measure recommendation modules. A
simple way to measure accuracy is click through rate — in
what percentage a user clicks a recommendation [10]. How-
ever, such a metric may favor the algorithms that tend to
recommend popular items, because recommendation accu-
racy usually declines towards the long tail [25]. In addition
to accuracy, researchers have found that diversity plays an
important role in improving users’ satisfaction about rec-
ommendation [5]. To quantify “diversity”, one can measure
the average dissimilarity between all pairs of recommended
items based on these items’ attributes, such as their brands,
prices, or taxonomy. Diversity and accuracy are usually a
trade-off. One can easily increase diversity by recommend-
ing unrelated items, but this usually sacrifices the accuracy.
Surprisal, sometimes known as novelty, is a type of user-
centric metric that is relevant to diversity. Previous studies
have inconsistent definitions about surprisal. As a result,
the terms “diversity”, “surprisal”, “serendipity”, and “cov-
erage” are sometimes interchangeable. Here, we define sur-
prisal as the unexpectedness of a recommendation. Thus,
one can define the surprisal as the inverse of an item’s pop-
ularity. Such an idea is illustrated in [27] with a simple
modification.

Several studies aimed to optimize a combination of the above
metrics because very often we can expect a tradeoff between
these metrics. Instead of proposing another metric or trying
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to maximize these metrics, we show that many studies prob-
ably incorrectly reported these metrics. We also show that
user-centric metrics may be inconsistent with the business-
centric metrics, such as recommendation revenue.

There are studies aimed at unbiased offline evaluation for
recommender systems based on contextual-bandit [18; 17].
These methods mostly assume the researchers can control
the online recommendation module to explore the uncertain
cases. Unfortunately, most researchers have no access to a
live large-scale information system. They mostly rely on the
datasets released by the large companies.

7.2 Reviewing Previous Competitions and Pub-
lications

We review previous competitions and publications that may
fall into some of these pitfalls.

RecSys Challenge 2015 [6] offered the clickstreams of ses-
sions from a big retailer which utilizes the recommender
system service provided by YOOCHOOSE. Some of these
sessions include the purchase events. The goal of the chal-
lenge is to predict the purchased item (if any) given the
clickstream of a new session. Such a dataset is indeed valu-
able resource for the researchers in academia. However, us-
ing the clickstreams as the training data may generate the
models that tend to recommend the highly reachable items,
as discussed in Section 3. Additionally, the challenge uti-
lized users’ logs to perform offline evaluation, which may
also be problematic, as explained in Section 4. The similar
problems appear in several challenges, such as the RecSys
Challenge 2016 [26], the Display Advertising Challenge pro-
vided by Criteo Labs in 2014 [3], the Click-Through Predic-
tion Challenges provided by Avazu in 2015 [2] and by Out-
brain in 2017 [4]. The studies that utilized these datasets
for model generation and evaluation may also suffer from
similar problems. Recently, some competitions started to
use (or partially use) the online events for evaluation. For
example, the RecSys Challenge 2017 consists of two stages
— the offline and the online phase. During the online eval-
uation phase, the recommendations proposed by each team
are rolled out to the live system. As a result, the real users
have chances to interact with the recommended items [1].
Many studies on recommender systems aimed at predicting
users’ ratings to items or increase the click through rate.
However, clicking (browsing) and buying could be very dif-
ferent behaviors. As shown in [13], this two types of behav-
iors can be classified by a supervised learner. Thus, simply
pursuing the click through rate may not necessarily increase
the business runner’s revenue. For example, given a list of
recommended items, a user may be encouraged to continue
browsing these items instead of purchasing. Unfortunately,
since the revenue related information is usually business sen-
sitive, the business runners may not want to share such in-
formation with outsiders.

It is reported that 35% of Amazon’s product sales are from
recommendation [20]. However, how to derive such a num-
ber was unspecified. If, for example, an EC website fills most
of the pages with recommendations, it is not surprising that
most of the clicks and the purchases are directly or indirectly
from the recommendations. To ensure the (extra) purchases
or the (extra) revenue coming from a recommendation mod-
ule, we believe that one of the most reliable tool is A /B test-
ing. Unfortunately, applying A/B testing requires to have a
large platform with many users. This is not always available
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for researchers, especially those in universities.

8. DISCUSSION AND FUTURE WORK

This paper shows four pitfalls that may occur in several
studies and competitions of recommender systems. Specif-
ically, the first two issues are due to the biased data col-
lection of the training and the test datasets. These two
pitfalls should be concerned not only by the researchers and
practitioners of the recommender systems but also the data
scientists in general. However, we mainly focus on the field
of recommender systems in this paper because, unlike some
machine learning problems in which the distribution of the
training and the test datasets are affected only to a small
extent by the data collecting approach, the distribution of
the training and test dataset of recommender systems are
highly influenced by the way they are collected. The third
issue is regarding the proper selection of the evaluation met-
rics. Again, every data scientist should aware of the issue,
but such a problem is less discussed in the field of recom-
mender systems due to its nature — the revenue related infor-
mation is usually business sensitive and protected. Finally,
the fourth issue is even less addressed: even if the recom-
mender systems indeed bring purchases, the purchases may
not be the extra purchases. As a result, the recommender
systems may improve customers’ user experience, but may
not bring immediate extra revenue to a business runner.
For future work, we would like to build an open platform in
which researchers may register and plug their recommen-
dation algorithm onto the platform. The platform redi-
rects traffic into different registered algorithms in the back-
end. Thus, every recommendation algorithm is served on-
line. The researchers do not need to worry about the offline
evaluation issues. Such a platform may, at least partially,
address the second and the fourth issue discussed in this
paper. We are currently developing such a system and ne-
gotiating with several EC companies to try the system. We
hope to open the system as an arena so that researchers
and practitioners may compare their recommendation algo-
rithms in a more realistic environment.
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ABSTRACT

The success of a disaster relief and response process is largely
dependent on timely and accurate information regarding the
status of the disaster, the surrounding environment, and the
affected people. This information is primarily provided by
first responders on-site and can be enhanced by the first-
hand reports posted in real-time on social media. Many
tools and methods have been developed to automate disaster
relief by extracting, analyzing, and visualizing actionable
information from social media. However, these methods are
not well integrated in the relief and response processes and
the relation between the two requires exposition for further
advancement. In this survey, we review the new frontier of
intelligent disaster relief and response using social media,
show stages of disasters which are reflected on social media,
establish a connection between proposed methods based on
social media and relief efforts by first responders, and outline
pressing challenges and future research directions.

1. INTRODUCTION

Social media is a new way of communication in the course of
disasters. A major difference between social media and tra-
ditional sources is the possibility of receiving feedback from
the affected people. Responders such as Red Cross can ben-
efit this two-way communication channel to inform people
and also gain insight by monitoring their posts. Twenty
million tweets after Hurricane Sandy (2012) and eight mil-
lion tweets after the Boston Marathon Bombings (2013) [29]
have been published on Twitter. This swarm of posts can
provide valuable insight and help with the disaster manage-
ment when the functioning of a community is disrupted due
to severe fatalities and infrastructural damage [1; 12].

Two types of insight can be obtained from social media in
the course of disasters. The “big picture” is an estimate of
the scope of the disaster: area, casualties, and failed struc-
tures. “Insightful information” is more detailed and is avail-
able when more data is available on social media. Locations
that need food, medical supplies, or blankets are examples
of insightful information [71].

One challenge associated with acquiring insight via social
media is processing enormous amount of information in a
timely manner. After Japan earthquake and tsunami (2011),
1,200 tweets were published every minute from Tokyo [2]
and after Hurricane Sandy (2012), the peak rate of 16,000
tweets per minute has been reported [60]. This amount of
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data is too large to be manually processed by emergency
responders. Some of the proposed methods to overcome this
issue are presented in Section 3.1.

Another challenge is the wide-spread of unwanted content
such as daily chatter, spam, and rumor in social media.
Among the 8 million tweets related to Boston Marathon
Bombings (2013), 29% were found to be rumors and 51% to
be generic opinions and comments [29]. Moreover, exploit-
ing bots has worsened this issue. Large number of bots can
be generated in a short period of time and be used to spread
spam, deviate the conversation of real users, and help with
the virality of rumors. We mention some of the solutions to
this challenge in Section 3.2.

Disasters have eight socio-temporal stages: Pre-disaster,
Warning, Threat, Impact, Inventory, Rescue, Remedy, and
Recovery [76]. The volume of social media posts varies in
each stage; majority of users start posting after the dis-
aster onsets and the frequency decreases when the disaster
reaches its final stages. Availability of data is a major factor
in building automatic methods for facilitating the manage-
ment tasks. Hence, we consider four stages in disasters; the
ones in which social media posts are dense enough for Ma-
chine Learning methods to achieve reliable results: Warning,
Impact, Response, and Recovery.

In the warning stage (Section 4), social media can be used as
a complementary source of information to help increase the
confidence in predicting disasters and providing warnings.
Changes in the frequency of posts with specific words and
topics, activity patterns of users [5; 83; 92], and sentiment
of posts [63] are used to predict disasters. Predicting dis-
asters before they hit an area provides the opportunity to
warn people in danger and evacuate elevators and operation
rooms. Currently, USGS uses tweets to check the accuracy
of sensor reports and detect earthquakes in a shorter time.
Earthquakes can be detected using tweets by 60 seconds ear-
lier than sensors; this time is valuable for warning areas in
danger and starting evacuation processes [26].

When disasters impact an area, social media posts show
anomalies such as changes in the language. A study [19]
on LiveJournal after 11 September 2001 shows that emo-
tional positivity decreased and cognitive processing, social
orientation, and psychological distancing increased after the
attack [10]. These changes in social media posts can be
quantitatively captured in sentence level or topic level. Cap-
turing the change in real-time results in detecting disasters
before they are announced by official sources, governmental
websites, or major news outlets [82] (see Section 5).

In response to the chaotic environment caused by disasters,
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emergency responders want to acquire actionable insight and
a big picture of the disaster [14]. Detecting and tracking top-
ics, trends, and memes on social media provides information
regarding the status of disasters and the affected people.
Damages, casualties, missing animals, and failed structures
are some of the topics that people discuss on social media.
Tracking these topics, discovering the trends, and monitor-
ing mentioned locations help responder distribute resources
more efficiently (see Section 6).

Volunteers are significantly important in the relief process.
They post information that increases situational awareness
(e.g. status of roads and damages to built structures) and
provide technical support for translating social media posts
and geotagging them. Some of the systems that exploit
social media posts to facilitate disaster management are
Ushahidi [69], AIDR [38], and TweetTracker [50] which will
be discussed in Section 7 with more details.

In this paper, we clarify the relation between the stages of
disasters and relevant research on social media. This effort
is towards unwrapping the potentials of social media to be
exploited by emergency responders to a larger extent. We
consider four stages for disasters which are widely reflected
on social media: warning, impact, response, and relief. In
each stage, we introduce approaches that use social media
to ease the relief efforts. The major difference between this
work and previous surveys in the field is the organization of
the material in an effort toward facilitating the exploitation
of these methods by disaster responders. We use disaster
management stages used by first responders [84] to explain
limitations and potentials of social media research. We bold
available methods and tools that can be used by respon-
ders and mention the areas in which social media has not
been used to its potential. Moreover, we focus on more re-
cent areas which are not widely reflected in previous studies.
We believe that this work establishes a connection between
available tools based on social media data and the efforts of
first responders.

Contributions of this paper are as follows:

e Introducing four stages for disasters based on activities
of users on social media.

e Categorizing research on social media for disaster man-
agement based on their application in each stage.

e Connecting the research on social media with disaster
management efforts by first responders.

e Including recent studies on social media in this area
that have not been included in similar efforts.

2. CHARACTERISTICS OF DISASTERS

Lifecycle of disasters consists of several stages. Powell [76]
considers eight socio-temporal stages for disasters: pre-
disaster, warning, impact, inventory, rescue, remedy, and
recovery. Hill [35] also introduces four coarse-grained stages
of warning, impact, reorganization, and change. In a model
by Office of US Foreign Disaster Assistance [84], disaster
management lifecycle stages are Hazard Analysis, Vulnera-
bility Analysis, Mitigation & Prevention, Preparedness, Pre-
diction & Warning, Response, and Recovery.

Hazard Analysis is concerned with studies on disaster his-
tories and scientific analysis of different disasters. The goal
is achieving a thorough understanding of each disaster and
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Figure 1: Socio-Temporal stages of disasters which are re-
flected on social media.

how it can affect land, weather, agriculture, and environ-
ment. Moreover, malignant effects such as spread of disease,
air pollution, and water contamination are studied in this
phase. Based on the research in this phase, responders have
knowledge about possible outcomes of disasters.

In Vulnerability Analysis the focus is the area and people
that are affected by a disaster. Based on the historic record
and hazard analysis reports, responders can estimate types
and extent of possible damages of a disaster to specific lo-
cation. Survey and community experience reports can also
help with such estimations.

Mitigation and Prevention is about establishment of rules,
regulations, and standards that help the community to re-
duce risks. Land use regulations and building standards are
examples of such efforts. To mitigate the risk, organization
of relief groups is pre-defined and well-documented.
Community planning is performed in Preparedness phase.
In this stage, communication infrastructure is built and pro-
cedures that should be followed after a disaster are defined.
Resources, such as food, water, clothes, and medicine, are
stockpiled in storages. The community is also prepared by
receiving awareness about hazards and actions.

Prediction and Warning is using technology and interpreta-
tion methods to forecast disasters and provide early warn-
ings. This phase requires close tracking of disasters and
communication with affected areas on the route of the same
disaster. Warnings can result in public responses such as
evacuation and moving to safe shelters.

Response starts after the disaster onsets. People will be
moved to shelters and rescue process for missing persons
will start. Responders begin to assess needs of the affected
people to make decisions regarding the distribution of re-
sources. Damage to built structures will be estimated and
first responders will scatter accordingly.

In the final step, Recovery happens through rehabitation
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and reconstruction. During this period, affected citizens are
in a stable situation and the aim is returning to normal life.
Some activities are rebuilding failed structures, providing
temporary/permanent housing, reestablishment of agricul-
ture, and securing water sources.

Although people use social media in all stages of disasters,
some stages receive more attention. Volume of data is a
major factor in methods that use social media posts. Hence,
the phases for witch social media can be used is dependent
on how active social media users are during that period of
time. The stages that are highly reflected on social media
are Warning, Impact, Response, Relief.

Four mentioned stages of disasters are shown in Fig. 1.
Warning is facilitated by event prediction and warning sys-
tems that use social media data. Impact is the time at which
disaster hits the area. Onset of disasters can be detected us-
ing changes in the behavior of social media users such as lan-
guage change. In Response phase, occurrence of the event
has been confirmed and social media can be extensively used
to gain situational awareness and track changes in the sta-
tus of disaster and affected people. Relief is the stage in
which volunteers are engaged to empower tools that facili-
tate relief efforts. Social media provides a platform to share
information and arrange volunteer efforts. In the following
sections, we extensively discuss each of the aforementioned
stages and how social media can be used to facilitate the
efforts of disaster responders.

Valuable insight that is obtained from social media during
disasters, in all four stages, is highly dependent on data and
its quality. Numerous posts are published in coarse of dis-
asters, however, they are a mixture of informative and non-
informative posts. Non-Informative posts can be in form
of rumor, spam, bot-generated content, and daily chatter.
These posts need to be removed before any anlysis is per-
formed. Hence, the core of Fig. 1 is data collection and
filtering which is required for all the four stages.

3. DATA EXTRACTION AND FILTERING

Data collection and filtering is the core of disaster man-
agement using social media. Algorithm that are used for
warning, detecting the impact, relief, and response all de-
pend on the posts which are published on social media and
their quality. Two tasks need to be performed in this regard:
maximizing the amount of relevant data to the disaster and
removing non-informative posts.

3.1 Data Extraction

Disaster-related tweets are extracted using lexicon-
based [39; 78] or location-based [58] methods. The former
uses a set of keywords that are generated by experts and
the latter collects all the tweets that are associated with a
specific location. Tweets that are filtered using keywords
are only a fraction of all the disaster-related ones [13] and
tweets with location information are quite rare. Hence both
methods lack completeness and have low coverage.

3.1.1 Lexicon Unification and Extension

One way of increasing the visibility of disaster-related tweets
is extending expert-defined keyword sets. For example,
“CrisisLex” [70] is a a lexicon that increases the portion
of disaster-related tweets that are captured from the Twit-
ter Streaming API. The effort is towards finding one set
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of keywords which are extensively used in different disas-
ters (hurricane, tornado, flood, bombing, and explosion).
The process starts with extracting the tweets that contain
any word from a set of expert-suggested keywords. These
tweets are manually labeled to remove the ones which are
not releated to the disaster. From the crisis-related tweets,
words and phrases (consisting of two words) that appear
in at least 5% of tweets form CirisLex. Another lexicon
is “EMTerms 1.0” (CrisisLex and EMTerms 1.0 can be ob-
tained from http://crisislex.org/crisis-lexicon.html) that in-
cludes more than 7,000 words categorized into 23 groups was
introduced. Their method starts with the keywords of four
major events and then extend the lexicon using Conditional
Random Field (CRF) on another 35 disasters [90].

Another way is providing instructions for users on how to
tweet regarding a disaster. Microsyntaxes, the instructions,
unify the format of posts and make it possible for machines
to automatically extract all the posts on a specific issue.
“Tweak the tweet” [88] is a microsyntax introduced after
Red River Floods, 2009. The authors show that visibility of
disaster-related tweets increases when users are instructed
to use hashtags such as #fargo, #redriver, and #f1lood09.

3.1.2 Location Estimation

To overcome the challenge of location sparsity in social me-
dia data, several methods have been proposed to estimate
the location of posts or users. Content of posts, activity
characteristics, profiles, and networks of users are exploited
to estimate the location in which a user is based or the post
is originated from. The granularity of estimation differs from
one method to another. Some approaches estimate the coor-
dinates, some remain in the city-level, and some only focus
on a disaster areas that can be limited to a neighborhood or
expand to several cities or states.

Content is frequently used to estimate the origin of posts.
N-grams and “crisis-sensitive” features such as “in” prepo-
sitional phrase (such as “in Boston”), existential “there”
(which usually describes an abstraction), and part-of-speech
tag sequences are signals that discriminate in-region posts
from out-region ones in course of a disaster [64]. Moreover,
posts from a disaster area are less likely to include multiple
hashtags, action words, and reference entities. Majority of
such posts are original and contain URLs [51]. Posts from
the same location frequently use similar words [16] and
rarely use words that are used in other locations [32].

For locating users, the most intuitive features are geoloca-
tion or location field in their profile, the location of the web-
sites that they linked to (which can be obtained using the
IP or country code), time zone, and UTC24-Offset. These
features can be combined using the stacking method [97] by
considering an importance weight for each feature to find
the most probable location of the user [85].

When location-indicating features are not available for a
user, their location can be estimated using the location of
users surrounding them. Backstrom et al. [7] observe that
there is a power law relation between physical distance and
the probability of existing a social link. Based on this find-
ing, they propose a maximum likelihood prediction method
that indicates the most probable location for a user given its
neighbors. Based on triadic closure, if user a is connected to
users b and ¢, b and ¢ are more likely to be connected to each
other [48]. In “Triadic heuristic” [43], the location of users
is estimated as the geometric median of their neighbors who
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are in triadic closure with them. Moreover, users are more
likely to follow users nearby and more often mention the
location in which they live [56].

Palen and Anderson [72] introduce the concept of “contex-
tual streams” to combine Lexicon and location in order to
overcome the issue of incompleteness. They use a set of
broad terms (such as “frankenstorm” and “sandy” in the
case of hurricane Sandy, 2012) to collect the first set of
tweets. Then, they find the users who have geolocated
tweets from their desired location. Finally, they collect their
most recent 3200 tweets and extend their previous dataset.
Using this information, they can compare the activities of
users who are located on the site of the disaster before, dur-
ing, and after its occurrence.

3.2 Data Filtering

Filtering social media data is a necessary process before ex-
ploiting it in any stages of a disaster. The data which is over-
whelmed with unwanted content does not show real opinion
of the crowd. Hence, any insight based on this fabricated
data is flawed. Unwanted data such as rumors and spam
have been studied extensively, however, prevalence of social
bots has created new challenges.

3.2.1 Rumors

A rumor is an unverified piece of information that circu-
lates in the situation of uncertainty by people who want to
make sense of their situation [24]. Rumors, when verified,
form two categories of true and false. False rumors can cause
panic and distress especially after the onset of a major disas-
ter. A bold example of false rumors is reported after a few
cases of Ebola infection were reported in Newark, Miami
Beach, and Washington DC. The rumors state that Ebola
can spread through water, food, and air [57]. Also after hur-
ricane Sandy, several false rumors have been observed. More
than ten thousand tweets which contained fake images circu-
lated after hurricane Sandy and the analysis show that top
30 users in this diffusion process were responsible for 90%
of the tweets [30]. This observation verifies the fact that
these images were injected into the stream of Sandy-related
tweets by a small group of illegitimate users.

There are two mechanisms for manually correcting false ru-
mors after a disaster. The first one is the self-correcting
power of the crowd. According to disaster psychologists, so-
cial media systems will eventually correct erroneous informa-
tion as both the sender of the information and other mem-
bers of that community seek validation of their posts [22]. A
study by Mendoza et al. [62] shows that majority of tweets
which are related to a true rumor are affirming and this per-
centage is much lower in regard to false rumors. This sug-
gests that Twitter community works as a collaborative filter
for information. However, this mechanism is effective when a
false rumor is not originated intentionally and enough time
is given to this process to converge. In the aftermath of
disasters such as hurricane Sandy, these conditions are not
satisfied and so there is a need for emergency managers and
officials to intervene which is the second method of correc-
tion. An example of this mechanism is the tweet which was
posted by ConEdison energy company indicating that none
of its employees have been trapped in a damaged plant and
end the circulation of rumors about it (this tweet can be
accessed via https://goo.gl/TC1SIx).

The aforementioned rumor correction methods are time-
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Figure 2: The wordcloud of keywords in tweets related to
Hurricane Sandy. The size of each word corresponds to its
surprise level in the area under study.

consuming and dependent on manual efforts which make
them less effective as the social media becomes more promi-
nent as the information channel after disasters. More than
300,000 tweets per minute after Japan Earthquake in 2011
and more than 20 million tweets after hurricane Sandy show
the volume of data that needs to be processed to extract ru-
mors. To overcome this challenge, methods have been pro-
posed to automatically detect tweets in the swarm of social
media posts by using their specific behaviors. For exam-
ple, the diffusion process of rumors is different from those of
normal posts. The originality of posts is lower (most of the
posts are retweets). The number of users involved in the cas-
cade is low in comparison to its virality. Also, the depth of
the resulting cascades are lower than those of normal posts
as users receive information by search and the posts, mainly,
do not diffuse in the friendship network [30].

3.2.2 Spam

Spam is the “content designed to mislead or content that the
sites legitimate users do not wish to receive [34].” Spammers
degrade the credibility of social media and are capable of
deviating the discussions and affect the popularity of topics.
An example of such manipulations is promoting the material
for Scholastic Assessment Test (SAT) that was happening
close to the occurrence of Hurricane Sandy. The wordcloud
(Figure 2) that has been generated using the surprise level
of words [83] from Twitter data after this disaster shows
#HaveToAceMySATExam as one of the keywords that stands
out among thousands of others.

Social media sites such as Twitter and Facebook actively
remove who violates their regulations and specifically spam-
mers. The dominance of spammers becomes clearer when
Twitter suspension included 50% of the accounts that were
created in 2014 [47]. Spammers, although elaborate, show
specific characteristics that discriminate them from legiti-
mate users. Posting numerous posts on a handful (and even
just one) topics throughout the lifetime of an account is a
sign of spamming as marketing spammers advertise a specific
product and publish many posts to gain visibility. Profile of
spammers in most cases does not show their age and gen-
der [102]. Their connections are different from normal users
as the majority of their connections are not reciprocal [98].
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3.2.3 Bot Generated Content

A malicious bot is a hijacked or adversary-owned account
which is controlled by a piece of software. Bots, that can be
automatically generated in large numbers, are overwhelm-
ing social media and leave major tracks. In the 2010 Mas-
sachusetts Senate Election, a candidate gained 60,000 fake
followers on social media by exploiting bots. Such activities
manipulate the opinion of the crowd by promoting a specific
topic or supporting a specific figure. In these cases, trending
topics and popular users are not necessarily real.

Three major methods are proposed to collect bots to observe
and study. The prominent method is manual annotation
which is expensive, time-consuming, and error-prone [17;
79; 100]. The second one is using the suspension mechanism
of social media sites such as Twitter. There is no explicit
cost associated with this method, however, it is time con-
suming and bot behavior is one reason for suspension. The
process is sampling users, waiting for a period of time, and
then re-examining the status of the sampled user. The ones
that have been suspended in that period of time would be
considered as bots [41; 91]. In the third method, a set of
bots (honeypots) are created to lure other bots in the wild
to interact with them. Honeypots are controlled by the re-
searcher to tempt specific bots and avoid interference with
the activities of normal users [53; 65].

4. WARNING VIA SOCIAL MEDIA

Accurate and timely warnings could prevent death rates by
providing the time that is critical for evacuating elevators or
halting medical operations. Warning systems have improved
drastically in recent years but they are not perfect yet. In a
recent case, Hurricane Matthew was reported as a category 4
hurricane as it approached the Florida coast [73], but it had
one official U.S. landfall on the southeast of McClellanville,
South Carolina as a category 1 hurricane [3]. Social media
can be used as a complementary source of information to
improve predicting events and providing warnings.

4.1 Event Prediction

Social media has been used for predicting events that will
happen in near future. Forecasting the popularity of prod-
ucts, movie box-office, election results, and trends in stock
markets are examples of such predictions [101].

Prediction is based on features of social media posts. In-
crease in the number of posts which are related to a topic [5]
can be indicator of its future popularity. Changes in the
patterns of using specific words in a area shows onset of an
event [83]. Also, sentiment of posts can show future status
of a product [63]. Crime prediction is also possible by se-
mantic role labeling which is used for both finding the events
and entities involved in them [96].

Prediction method based on the extracted features can vary
based on the problem. Regression method have been used
for prediction popularity of posts [89] but do not perform
well when sentiment data is being used [103]. For predicting
election results, Tumasjan et al. [92] use number of tweets
mentioning political parties and their sentiments as indica-
tors of popularity and political views toward them [92].
There is no prediction method with perfect accuracy. How-
ever, early detection of natural disasters reduces hazards in
nearby locations. For example, quakes in areas with geo-
graphic proximity are used to predict earthquakes seconds
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before they happen [28]. This process has been used to build
warning systems which will be explained in Section 4.

4.2 Warning Systems

“Warning systems detect impending disaster, give that in-
formation to people at risk, and enable those in danger to
make decisions and take action” [87]. There has been a
significant improvement in forecasting and warning systems
especially for hurricane and earthquakes. Meteorologists can
now forecast a hurricane 2 to 6 days before it hits an area
and Global Seismic Network constantly monitors activity
bellow Earth’s surface. However, lack of complete data on
natural hazards, monitoring instruments, and high dynamic
nature of them keep accurate forecasting and warning a chal-
lenge [80] and “a 100% reliable warning system does not
exist for any hazard [87]”.

Social media facilitates is also used to deliver official and
non-official warnings. Emergency managers and governmen-
tal organization post their warning messages via social me-
dia to be broadly accessed by the public [36]. Citizens also
report warnings and advice about possible hazards [40].
One source of information that can be used to improve ac-
curacy of warnings is data of built-in accelerometers in cell
phones. This data can be used for quick detection of earth-
quakes and estimating their intensity and effect. The mea-
surements by these sensors which are transmitted before the
loss of communication are used for estimating the degree of
damage to different areas; the task that can take up to an
hour when performed by helicopters [27; 28].

Social media is another source of information for warning
systems. USGS uses tweets to check the accuracy of sensor
reports and faster detection of earthquakes. Disasters such
as Sichuan earthquake in 2008 show that Twitter is faster at
reporting earthquakes than USGS. Earthquakes can be de-
tected using tweets by 60 seconds earlier than sensors which
is a valuable time for warning areas under danger and start
evacuation [26]. In another effort, Sakaki et al. [81] consider
each Twitter user as a sensor. The tweets by these sen-
sors will be used to detect the occurrence of disasters and
estimate their location.

S. REFLECTION OF DISASTER IMPACT
ON SOCIAL MEDIA

Events are widely reflected on social media even before they
are reported by news agencies and official sources. For exam-
ple, in London Subway Bumbing and Virginia Tech Shoot-
ing, social media has been the primary source of information.
As the event happens, social media posts show anomalies
which can be captured by event detection methods. One of
the major impact of disasters on social media are changes
in the language of posts.

5.1 Language Change

Qualitative studies on social media show that language of
users change after disasters due to distress. A study [19]
on LiveJournal after 11 September 2001 shows that emo-
tional positivity decreased and cognitive processing (intel-
lectually understanding the issues), social orientation (how
much other people are mentioned), and psychological dis-
tancing increased after the attack. Emotions of the crowd
after disasters is another area which can be tracked and used
by means of sentiment analysis tools. The sentiment of users
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in their posts can help distinguish the posts that come from
the affected area and track emotional situation of people in
different stages of disasters [10].

In quantitative analysis of language change after disasters,
language is statistically modeled at the level of sentences or
topics. As the disaster happens, the language of the affected
people on social media changes. Several measures have been
developed to quantify language change. Here we introduce
some of the measures that have been used in event detection
methods. These methods are based on the assumption that
when the language of the people in a specific area changes
more than a threshold, it is a sign of an irregular event in
that region (for surveys on other categories of event detec-
tion refer to [6] and [21]). Here, we enumerate some of these
measures in sentence-level and topic-level language models.

5.1.1 Sentence-Level Language Change

Sentence-Level language change measures the novelty of a
sentence in comparison to a presumed set of sentences. For
event detection in a region using Twitter, language model
of a tweet is compared to the language model of the tweets
that have been posted in normal situation from the same
region. Kullback-Leibler (KL) divergence [49] is a measure
that calculates divergence between two sentence-level lan-
guage models, ©; and O2 as defined in Equation 1.

p(w|©1)

KL(©1]|02) = Zp w|©1)log =Y o(w]62) (1)

A sentence-level language model is a statistical model of se-
quences of words (i.e. sentences). As shown in Equation 2,
the probability of observing a sentence, wiws...w,, is calcu-
lated based on the assumption that probability of observing
each of its words, w;, is dependent on the previous words.

p(wi...wn) = p(w1) X p(wz|wi)x @)

p(ws|wiwsz) X ... X p(wn|wi...wn-1)
A common method for calculating the probabilities in Equa-
tion 2 is Maximum Likelihood estimation. In this method,
the probability of observing word w,, after observing the se-
quence of wi...wn—1, p(wn|wi...wn_1), is calculated using
the conditional probability in Equation 3.

c (w1 Wn)
Where C(w;...w;) is the frequency of observing the sequence
of words w; to w; and W is any possible sequence of n — 1
words in the corpus.

One challenge of using Equation 3 is calculating the denom-
inator. Computing the denominator is computationally ex-
pensive in large corpora due to a large number of possible
sentences. To overcome this challenge, n is usually set to 1,
2, or 3 which yields to unigram, bigram, or trigram language
models respectively [42].

Another challenge is calculating the probability for the se-
quences (sentences) that have not been observed in the cor-
pus. To overcome this problem, interpolation techniques can
be used in which the probability of observing a sequence is
calculated by using the probabilities of shorter sequences.
For example, in a trigram language model, probability of
observing a trigram can be calculated by mixing probabili-
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ties of bigrams and unigrams as shown in Equation 4.

P(Wn |Wn—2wWn—1) = M p(Wn |Wn—2wn—1)+

Aep(wnlwn) + Aplwn)

5.1.2 Topic-Level Language Change

A set of event detection methods are based on the assump-
tion that burst in observing explicit topics is a sign of the
occurrence of an event. Explicit topics are the ones assigned
by the author of posts and are mostly known as hashtags
in social media. Examples of hashtags are #frankenstorm
and #hurricane in the case of Hurricane Sandy (2012). The
burst is considered as an unexpected rise in the frequency or
a transformation of hashtags [99]. Each hashtag can be rep-
resented in time-frequency space using continuous wavelet
transformation on its frequency. Wavelet peaks show un-
usual bursts in observing that hashtag [20].

Occurrence of events can also be detected using hidden top-
ics. In these methods, language is modeled as a probability
distribution over topics. The assumption is that there is a
fixed set of hidden topics in a corpus, each document is a ran-
dom mixture of these topics, and each topic is a distribution
over words. Using Latent Dirichlet Allocation (LDA) [11],
we can extract the probability of each topic in a document.
Moreover, word distribution in each topic gives an insight
on what the topic is about. To measure language change
in course of a disaster, posts (such as tweets) are consid-
ered as sentences. If hidden topics of these posts largely
deviate from topics of posts in regular situations, it will be
considered the signal of an event.

Event detection methods based on hidden topics detect ab-
normal topics in a specific region. Chae et al. [15] have
extracted major topics in the area of interest using LDA. A
time series based on the daily message count on each topic is
generated Seasonal-Trend Decomposition Procedure Based
on Loess (STL) [18] has been used to decompose the time se-
ries into three components: a trend component, a seasonal
component, and a remainder. The remainder is supposed
to be identically distributed Gaussian white noise. How-
ever, when the remainder has a large value, it indicates sub-
stantial variation in the time series. This variation can be
considered as novelty or abnormality in the language. In
this work, if the seven-day moving average of the remainder
values has z-score higher than 2, events can be considered
abnormal in 95% confidence.

5.2 Event Detection Methods

Events are real-world occurrences that unfold over space and
time and. The goal of event detection methods is extracting
events in a stream of news or social media posts [4]. Event
detection using social media has been extensively studied
and the different categorizations are available for proposed
methods in this area.

When there is no information about future events available,
the event detection method falls into the unspecified cat-
egory. In this category, detection methods are based on
bursts or trends in the stream of posts [74]. In the speci-
fied event detection methods, contextual information such
as time and venue are available for the anticipated event [8].
Another categorization of events is new versus retrospective.
New event detection is extracting previously unseen events
from a stream of posts as they come. Retrospective event
detection also finds unseen events but the data source is an
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accumulation of historic posts [4]. Clustering methods are
the most common in detecting both types of events [6]. But
there are also supervised methods such as Naive Bayes [9]
and gradient boosted decision trees that have been used for
new event detection [75].

Clustering methods focus on documents and grouping them
based on similarities, i.e. they are document-pivot. There
is a group of feature-pivot techniques that use changes and
bursts in features of documents to detect events. These
features include frequency of specific keywords [77], surprise
level of relevant keywords [83], and statistical features of
posts (i.e. word frequencies) [81].

6. FACILITATING RESPONSE VIA SO-
CIAL MEDIA

In the chaotic environment of disasters, emergency respon-
ders want to acquire a big picture of the event and action-
able insight [14]. Preliminary assessment of the disaster such
as the area which is affected, the number of casualties, and
failed infrastructures are obtained in the “big picture”. “Ac-
tionable insights” are concerned with specific information
with more details such as requests for help.

6.1 Tracking Disasters

Systems that monitor social media for crisis-related purposes
use computational capabilities such as collecting data, Nat-
ural Language Processing, information extraction, monitor-
ing changes in data statistics, clustering similar messages,
and automatic translation [37]. Three important results of
these computations are topics, trends, and memes. In the
remaining of this section, we discuss how to gain and use
these three for tracking the status of disasters.

6.1.1 Topic Discovery and Evolution

Several methods are used for discovering topics from a cor-
pus of text (news articles, tweets, Facebook posts, etc): La-
tent Dirichlet Allocation (LDA), Non-negative Matrix Fac-
torization (NMF), Term frequency-inverse document fre-
quency (tf-idf), and PLSI. LDA [11] considers a fixed num-
ber of latent topics for the corpus and finds the probability
of each document belonging to each topic. A topic itself is
a distribution over words (vocabulary). In NMF [52], the
document-word matrix would be factorized into two matri-
ces, document-topic and topic-word. NMF describes both
documents and terms in the environment of latent topics. tf-
idf is widely used in Information Retrieval. Using tf-idf, each
document is represented using a vector of size V' (vocabulary
size). Element ¢j of this the tf-idf vector is the frequency of
word ¢ in document j time the inverse of the total frequency
of word i in the whole corpus of documents. Probabilistic
latent semantic indexing (PLSI) is based on the assumption
that each document has one topic and words and documents
are conditionally independent given the topic of the docu-
ment. Hence the probability of a word w, in document d is
calculated using p(wn,d) = p(d) >, p(wn|2)p(2|d).

As the disaster proceeds in its stages, concerns of the af-
fected people evolve and hence the topics of discussion.
There is a body of research modeling evolving and fading
topics which are usually known as topic discovery and evo-
lution (TDE) methods. Vaca et al. [93] and Kalyanam et
al. [45] in separate works, similarly model this problem us-
ing a modified version of NMF. In these proposed meth-
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ods, besides decomposing the document-word matrix into
document-topic and topic-word matrices, a matrix M would
be considered which models how topics evolve from each
time step to the next. Hence one topic matrix is calculated
at each point of time. The entropy of topics in each time
step indicates its status, continuing, evolving, or new. In an-
other work [44], besides using the evolution of topics, they
have also exploited social context. Their method is based
on the assumption that members of one community have
similar interest in the topics and show that this information
improves topic discovery results especially when the topic
has a large set of keywords associated with it or evolves
much over time and hence is difficult to detect. However,
the persistence of the user who shows interest in these topics
help the detection methods.

6.1.2 Trend Mining

Mathioudakis et al. [59] define trends as “set of bursty key-
words that occur frequently together” which are driven by
events and breaking news. Naaman et al. [67] define a score
for each word on Twitter and the top 30 words will be con-
sidered as trending in each hour. The score is calculated us-
ing ((word frequency in a specific hour)-(average frequency
of the word in this specific hour across weeks))/(standard
deviation of the frequency of this word in this hour across
weeks). Trends on Twitter are either caused by an exter-
nal happening (such as a natural disaster) or are specific to
the social media (a tweet by a famous user). Based on the
source, they are divided into exogenous and endogenous [67].
Trends indicate what are the major subjects that people
talk about. Resources that the affected people need and
the issued that they talk about can be a subset of trends
after a disaster. TwitterMonitor [59] is a system that detect
new trends/topics by finding bursty keywords and clustering
them based on co-occurrence. In the analysis of trends, they
summarize each trend using the most frequent keywords,
other words which are not as dominant but they are highly
correlated to the frequent keywords, and also the named
entities and sources (URLs) which are mentioned frequently.
Cui et al. [23] propose a clustering-based model for visual-
izing topic discovery and evolution. They use a heuristic to
hash the topics in each time step and for discovering new
topics and detecting the death of topics (these two are crit-
ical topics) they compare the hashes from one time step to
the next. They also monitor the merge and split of topics
and these changes in the topics are shown in a river flow
visualization. Width of a flow shows the occurrence number
of all involved keywords in that topics and the merge, split,
birth, and death of topics are shown by colors.

Another approach is a fine-grain classification of trends that
is based on comparing the frequency of words/hashtags be-
fore and after a spike. Lehman et al. [54] classify the trends
on Twitter into three categories based on the shape of the
spike: activity centered before and during the peak, concen-
trated during and after the peak, and symmetric activity.

6.1.3 Meme Tracking

Memes are short units of text that act as the signature of
a topic [55]. Harve et al. [33] introduce a visualization for
thematic change in over time for a corpus of documents.
Their method shows a “river” of themes that includes col-
ored “currents”. Each current is a theme and its width at
a specific point of time shows its strength. When a current
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becomes wider, the topic or set of topics associated with it
are more dominant in the corpus and as the color changes,
the themes in the corpus are is changing.

Leskovec et al. [55] detect and track memes (quotes) in news
articles. They generate a graph in which each node is a
meme and there is an edge from node i to j if the meme
in node 7 is strictly shorter that j and the directed edit
distance to j is less than one. This directed acyclic graph is
then partitioned in a way that all the nodes in one cluster
can be considered “belonging” either to a single long phrase
or to a single collection of phrases. To analyze the evolution
of memes in a corpus of news articles, they use variations
of a meme and extract all the articles that contain those
memes and graphical visualize the changes in the volume of
corresponding documents over time using stacked plots.
The same concept of memes has been used to monitor bias in
news outlet by different parties in the United States. Nic-
ulae et al. [68] build a bipartite graph from quotes of the
president’s speeches to news outlets which are used in a ma-
trix factorization method to predict the future quotes of a
news outlet based on its previous quotes. Moreover, they
analyze the sentiment and negativity of quotes in different
outlets and present the bias present in reporting parts of
the speeches with a specific choice of negative words and
negative sentiment in one of the parties.

6.2 Situational Awareness

Informative posts provide “tactical, actionable information
that can aid people in making decisions, advise others on
how to obtain specific information from various sources, or
offer immediate post-impact help to those affected by the
mass emergency” [95]. Informative posts can be catego-
rized into six groups [39]: caution or advice, information
source (photos and videos), people (missing or found), casu-
alties and damage (infrastructures, injured, or dead), dona-
tions (requests and offers for money/good/services), people
(celebrities and authorities).

One attempt toward increasing situational awareness based
on social media posts is extracting requests and responses.
Varga et al. [94] use content of tweets to extract problems
and aid reports on Twitter after Japan earthquake (2010).
They use the notion of “problem nucleus” and “aid nucleus”
and exploit features such as trouble expressions (a manually
created list of trouble expressions), excitation polarity (ex-
citatory, inhibitory, and neutral), word sentiment polarities
and word semantic word class (clusters of words such as food
and disease), and location mentions to train a classifier that
labels tweets as a problem or air report.

Another attempt is toward matching requests with appro-
priate responses. Purohit et al. [78] propose a solution using
a two-step model. In the first step, they use a binary classi-
fier that uses n-grams and regular expressions to label tweets
as requests and offers. In the next step, based on the cosine
similarity of tf-idf term vectors, they match requests and
offers. In this work they focus on donation related tweets
and they consider money, medical, volunteer, clothing, food,
and shelter requests/offers as subcategories. Their studies
on Hurricane Sandy dataset (2012) shows that the majority
of donations lay in “money” category.

7. RELIEF ASSISTANCE VIA SOCIAL ME-
DIA
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Volunteers are significantly important in the relief process.
They post information such as road status and damages to
built structures which increases awareness. They also pro-
vide technical support such as translation of posts and geo-
tagging them. There are also several systems that are built
to exploit and organize such efforts.

7.1 Crowdsourcing

Volunteering is part of how community reacts to disas-
ters [25] and this process has been facilitated by social me-
dia in recent years. Volunteers provide information and re-
sources to the affected people. Example of such efforts are
providing temporary housing for stranded people in the US
after terrorist attacks in Paris (2015) [86] and offering food
and shelter after Hurricane Sandy (2012) [46].

Digital technologies have broaden domain of volunteer activ-
ities in course of disasters. “Digital volunteers” [14], either
located in the disaster area or in distant locations, ease the
relief efforts by providing variate of services. Translation
of posts, geotagging posts that indicate an incident on the
map, creating maps of open and blocked roads, increasing
accuracy of maps by marking built entities on the maps are
example of such efforts [61].

Many systems have been developed to benefit and organize
volunteers who use social media. OpenStreetMap is one of
the systems that allows volunteers contribute in generating
open source maps by marking entities such as roads and
buildings. These maps have been used for disasters such
as Haiti earthquake (2010) [104]. The details about more
systems is presented in Section 7.2.

7.2 Relief Tools

Social media is a unique platform for collaboration between
remote volunteers. These volunteers provide technical ser-
vices such as translation, geolocating posts on the map, and
generating maps of the affected area. Several tools have
been developed to use crowdsourcing and social media for
facilitating volunteering actions.

7.3 Ushahidi

Ushahidi is the first large-scale crowdsourcing system for
disaster relief. It has been initially developed to map the
reports of Kenyan post-election violence in 2008 and since
then has been used in many major disasters such as Hur-
ricane Sandy and Haiti Earthquake. Ushahidi is an open
source and free systems which can either be deployed on ex-
ternal servers or on Ushahidi’s hosting system CrowdMap.
When technical knowledge or hosting servers are not avail-
able, CrowdMap is a more suitable.

Ushahidi has three main sections: data collection, visualiza-
tion, and filtering. As the first step, disaster-related data
is collected from several sources, web, Twitter, RSS feeds,
emails, SMS, and manual comma separated files. The user-
contributed information is then visualized on the map. Each
point on the map shows one report and when a user zooms
out, aggregated number of reports in each area is repre-
sented. As the last step, Ushahidi allows users to filter re-
ports based on their types, e.g. supplies or shelter.

74 AIDR

Artificial Intelligence for Disaster Response (AIDR) is a free
software platform which can be either run as a web appli-
cation or created as its own instance. This system allows
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the detection of different categories of tweets based on a
small sample of labeled tweets. The process has three steps,
data collection, annotation, and classification. Tweets are
collected based on a pre-selected set of keywords. A small
portion of theses tweets is then labeled by volunteers as in-
category or out-category. In each disaster, different cate-
gories can be considered such as status update, shelter, or
food. Labeled tweets which can be as few as 200, will be used
as the training set of a classifier which labels remaining set
of tweets which were collected based on the keywords. In
the training process, n-grams of tweets are used as features
and hence the classifier needs to be retrained for every new
category and disaster.

7.5 TweetTracker

TweetTracker is a system for tracking, analyzing, and un-
derstanding tweets related to a specific topic. To track the
status of and event, data can be collected using a set of cri-
teria including keywords, location, and users. The source of
the data can be chosen from Twitter, Facebook, YouTube,
VK, and Instagram. Changes in the total number of post
or frequency of posts with specific words can be plotted for
different time periods. Moreover, keywords, hashtags, links,
images, and videos with their frequencies are available to
the user. To better understand the geographic distribution
of posts on the globe, the posts which are geotagged will be
shown on a map.

All the features mentioned above are useful for any topic
which is discussed on social media. However, there is a
module in TweetTracker which is specifically designed for
disaster relief. In this module, as the tweets related to the
target disaster are captured by the system, the ones which
are most probable to contain a request for help will be de-
tected. These tweets in the majority are posted by the af-
fected people and need urgent attention. The classifier for
this task works based on both content (n-grams) and meta-
data of tweets. This brings the flexibility which lets the
classifier be used for different disasters. The more certain
requests that have geolocation will be also shown on the
map. A view of this system is shown in Fig. 3.

8. CONCLUSION

Disasters are widely reflected on social media and this swarm
of information provides valuable insight for governments,
NGOs, emergency managers, and first responders. It also
helps the affected people keep in touch with their loved ones,
finds information about the status of the disaster, and be in-
formed about emergency contacts. Social media is the new
way of communication in emergencies which transfers infor-
mation before and faster than traditional news media. It
is prevalent in such a way that disaster responders encour-
age citizens to exploit it to take some load off the cellular
systems which usually becomes overwhelmed by calls and
text messages in chaotic situations. On social media, both
responders and affected people can broadcast information
and in contrast with traditional media, people can also pro-
vide feedback to officials.

These potentials have encouraged responders to benefit so-
cial media in large extent in recent years. However, there
are challenges associated with this task. Social media posts
come at a fast pace and immense volume. Moreover, it is
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challenging to collect all the posts which are related to a
disaster due to the restrictions posed by social media web-
sites. The collected data contains daily chatters, prayers,
and opinions and is only in part insightful information which
adds to the situational awareness. Another issue is malicious
content such as spam and rumors which can cause panic and
stress, especially when produced in large scale using bots.
Even after the data is filtered from all the aforementioned
posts, it is still challenging to extract specific groups of in-
formation such as requests for food or shelter.

In this paper, we focused on four phases of disasters: warn-
ing, impact, response, and relief. These stages are the ones
during which computer science has been helpful the most.
For each stage, we introduced some of the recent impact-
ful research and response has the greatest portion because
most of the social media activity after disasters are in this
phase. Social media posts can be used to detect the onset of
events even prior to official sources and be used in warning
systems. Several methods have been used to increase the
coverage of data which is collected regarding disasters and
filtering it from unwanted content. We also mentioned tools,
such as Ushahidi, AIDR, and TweetTracker, for exploiting
volunteer efforts.

9. LOOKING AHEAD

Although disaster management has achieved major advance-
ments in using social media, there are still several challenges
to overcome:

Warning systems use anomalies in the data to predict an
event. This process requires constant data collection and
comparison of trends over time. Handling this volume of
data is expensive, extracting topics is elaborate, and main-
taining trends for future comparison is expensive.
Malicious users and most importantly bots roar over so-
cial media and affect the discussion when organized in large
groups. It is even difficult to for humans to distinguish com-
plex bots from humans. Misleading content such as rumors
is also harmful in aftermath of a crisis and finding the source
of a rumor, the intention of spreading it, and intervention,
before it goes viral, is laborious.

Another area for potential improvement is ground truth ac-
quisition for machine learning methods that automate ex-
traction of specific posts. There have been efforts toward
crowdsourcing such tasks but it is still challenging. Each dis-
aster, location, and time has its own specificity and no global
method could have been proposed which can be trained in
one situation and be used in others.

The last point is the integration of data and methods from
different fields. Seismologists collect abundant amount of
data from sensors and have meticulous methods for detect-
ing earthquakes. On the other hand, the enormous amount
of data is published on social media, moments after the
earthquake. Integration of social media data with other
sources could increase the accuracy of the information to
be collected/disseminated. There are some efforts in this
direction [31; 66] but there is room for improvement.
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Username Text Probability
ChrisHammer1971 .@MartinTruex56 who cares if you win? Just DONATE whatever § u get today 4 #Sandy &amp; challenge.
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Figure 3: A view of a TweetTracker module which shows requests-for-help tweets related to Hurricane Sandy.
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