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ABSTRACT
Social media anomaly detection is of critical importance to
prevent malicious activities such as bullying, terrorist at-
tack planning, and fraud information dissemination. With
the recent popularity of social media, new types of anoma-
lous behaviors arise, causing concerns from various parties.
While a large amount of work have been dedicated to tra-
ditional anomaly detection problems, we observe a surge of
research interests in the new realm of social media anomaly
detection. In this paper, we present a survey on existing ap-
proaches to address this problem. We focus on the new type
of anomalous phenomena in the social media and review the
recent developed techniques to detect those special types of
anomalies. We provide a general overview of the problem
domain, common formulations, existing methodologies and
potential directions. With this work, we hope to call out the
attention from the research community on this challenging
problem and open up new directions that we can contribute
in the future.

1. INTRODUCTION
Social media systems provide convenient platforms for peo-
ple to share, communicate, and collaborate. While peo-
ple enjoy the openness and convenience of social media,
many malicious behaviors, such as bullying, terrorist attack
planning, and fraud information dissemination, can hap-
pen. Therefore, it is extremely important that we can detect
these abnormal activities as accurately and early as possible
to prevent disasters and attacks. Needless to say, as more
social information becomes available, the most challenging
question is what useful patterns could be extracted from this
influx of social media data to help with the detection task.

By definition, anomaly detection aims to find “an observa-
tion that deviates so much from other observations as to
arouse suspicion that it was generated by a different mech-
anism” [29]. The common approach is to build a reference
model, i.e., a statistical model that captures the generation
process of the observed (or normal) data. Then for a new ob-
servation, we estimate its likelihood based on the reference
model and predict the data as an “anomal” if the likelihood
is below some threshold [11; 26; 24; 56; 77; 14].

In addition, the type of anomalies that we aim to detect vary
significantly from applications to applications. Several al-

gorithms have been developed specifically for social network
anomaly detection on graph structure anomalies, e.g. power
law models [2], spectral decomposition [45], scan statistics
[54], random walks [51; 69], etc. The basic assumption of
these algorithms is that if a social network has fundamen-
tally changed in some important way, it is usually reflected
in the individual communication change, i.e., some individu-
als either communicate more (or less) frequently than usual,
or communicate with unusual individuals. However, this
could be an over-simplification of the social media anoma-
lies without considering several important aspects of social
media data.

One of the challenges that differentiate social media analy-
sis from existing tasks in general text and graph mining is
the social layer associated with the data. In other words,
the texts are attached to individual users, recording his/her
opinions or activities. The networks also have social seman-
tics, with its formation governed by the fundamental laws
of social behaviors. The other special aspect of social media
data is the temporal perspective. That is, the texts are usu-
ally time-sensitive and the networks evolve over time. Both
challenges raise open research problems in machine learn-
ing and data mining. Most existing work on social media
anomaly detection have been focused on the social perspec-
tive. For example, many algorithms have been developed to
reveal hubs/authorities, centrality, and communities from
graphs [37; 23; 63; 40]; a good body of text mining tech-
niques are examined to reveal insights from user-generated
contents [8; 58]. However, very few models are available to
capture the temporal aspects of the problem [7; 28; 38], and
among them even fewer are practical for large-scale applica-
tions due to the more complex nature of time series data.

Existing work on traditional anomaly detection [13; 16; 14;
70; 27; 68; 20; 42; 35; 76; 16; 72] have identified two types
of anomalies: one is “univariate anomaly” which refers to
the anomaly that occurs only within individual variable,
the other is “dependency anomaly” that occurs due to the
changes of temporal dependencies between time series. Map-
ping to social media analysis scenario, we can recognize two
major types of anomalies:

• Point Anomaly: the abnormal behaviors of individual
users

• Group Anomaly: the unusual patterns of groups of
people

Examples of point anomaly can be anomalous computer
users [59], unusual online meetings [31] or suspicious traf-
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Table 1: Survey Structure

Point Anomaly Detection

Activity-based
Bayes one-step Markov, compression[59], multi-step Markov [34],

Poisson process [33], probabilistic suffix tree [67]

Graph-based
random walk [48; 65],

power law [2; 4]

(static graph)
hypergraph [62; 61]

spatial autocorrelation[66; 15]
Graph-based scan statistics [54; 52], ARMA process [39]

(dynamic graph) MDL [64; 3], graph eigenvector [32]

Group Anomaly Detection

Activity-based
scan statistics [18; 25], causal approach [5]

density estimation [73; 74; 49; 57]

Graph-based
MDL [9; 43; 55]

anomalous substructure [50; 22]
(static graph) tensor decomposition [46]
Graph-based random walk [44], t-partitie graph [75; 36]

(dynamic graph) counting process [30]

fic events [33]. Most of the existing work have been devoted
to detecting point anomaly. However, in social network,
anomalies may not only appear as individual users, but also
as a group. For instance, a set of users collude to create
false product reviews or threat campaign in social media
platforms; in large organizations malfunctioning teams or
even insider groups closely coordinate with each other to
achieve a malicious goal. Group anomaly is usually more
subtle than individual anomaly. At the individual level, the
activities might appear to be normal [12]. Therefore, ex-
isting anomaly detection algorithms usually fail when the
anomaly is related to a group rather than individuals.

We categorize a broad range of work on social media anomaly
detection with respect three criteria:

1. Anomaly Type: whether the paper detects point anomaly
or group anomaly

2. Input Format: whether the paper deals with activity
data or graph data

3. Temporal Factor: whether the paper handles the dy-
namics of the social network

In the remaining of this paper, we organize the existing liter-
ature according to these three criteria. The overall structure
of our survey paper is listed in table 1. We acknowledge that
the papers we analyze in this survey are only a few examples
in the rich literature of social media anomaly detection. Ref-
erences within the paragraphs and the cited papers provide
broader lists of the related work.

We can also formulate the categorization in Table 1 using
the following mathematical abstraction. Denote the time-
dependent social network as G = {V (t),Wv(t), E(t),We(t)},
where V is the graph vertex, Wv is the weight on the ver-
tex, E is the graph edge and We is the weight on the edge.
Point anomaly detection learns an outlier function mapping
from the graph to certain sufficient statistics F : G→ R. A
node is anomalous if it lies in the tail of the sufficient statis-
tics distribution. Group anomaly detection learns an outlier
function mapping from the power set of the graph to certain
sufficient statistics F : 2|G| → R. Activity based anomaly

detection collapses the edge set E(t) and weights We(t) to
be empty. Static graph-based approaches fix the time stamp
of the graphs as one. Now each of the method summarized
in the table is essentially learning a different F or using some
projection (simplification) of the graph G. The projection
trades-off between model complexity and learning efficiency.

2. POINT ANOMALY DETECTION
Point anomaly refers to the abnormal behaviors of indi-
vidual users, which can be reflected in abnormal activity
records such as unusually frequent access to important sys-
tem files, or abnormal network communication patterns.
Point anomaly detection aims to detect suspicious individ-
uals, whose behavioral patterns deviate significantly from
the general public. Based on the type of input, we can have
activity-based point anomaly detection and graph-based point
anomaly detection.

2.1 Activity-based Point Anomaly Detection
User activities are widely observed in social media, such as
computer log-in/log-off records, HTTP access records, and
file access records. Activity-based approaches assume that
individuals are marginally independent from each other. The
anomalousness of an individual is determined only by his
own activities. A large body of literature are in the con-
text of computer intrusion detection study. For example,
[59] investigates the problem of detecting masquerades who
disguise themselves as somebody else on the network. The
paper collects user activities by looking at their UNIX com-
mands records and manipulating the data to simulate mas-
querades.

Pioneering work for detecting masquerades fall into the frame-
work of statistical hypothesis testing, e.g. [21; 34]. Dif-
ferent approaches are proposed including Bayes one-step
Markov, hybrid multi-step Markov and compression.
Here we omit other simple masquerade detection techniques
such as uniqueness of the command as also compared in
[21]. For Bayes one-step Markov method, it states the null
hypothesis as a one-step Markov process and the alternative
hypothesis as a Dirichlet distribution. The null hypothesis
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assumes that the current time command Cut of a user u
relates to his previous command Cu,t−1. Mathematically
speaking, H0 : P (Cut = k|Cu,t−1 = j) = pukj , where pukj
is the transition probability from command j to command
k for user u. Then the algorithm computes the Bayes fac-
tor based on the hypothesis for each user x̄u and set up a
threshold with respect to x̄u to detect anomalous masquer-
ades. This approach models users independently and ignores
the potential relationships among users.

As a direct generalization of Bayes one-step Markov, [34]
builds a user model based on high-order Markov chains:
hybrid multi-step Markov. It tests over two hypothe-
ses. H0 : commands are generated from the hybrid Markov
model of u; H1 : commands are generated from other users.
The hybrid multi-step Markov method switches between the
Markov model and the independence model. The Markov
model assumes that a command depends on a set of previous
commands, i.e.

P (Cut = c0|Cu,t−1 = c1, · · · , Cu,t−l = cl) =

l∑
i=1

λuiru(c0|ci)

where λ and r denotes the initial and transitional prob-
ability. For the independence model, it assumes that a
user’s commands are i.i.d samples from a multinomial dis-
tribution. The paper computes the test statistics by com-
bining the statistics from two models. Similar to Bayes
one-step Markov, hybrid multi-step Markov method sets
up a threshold value on the test statistics to flag anoma-
lies. Hybrid multi-step Markov method is able to capture
the long-range dependence of the users’ commands. How-
ever, it also suffers from higher computational cost. Com-
pression takes a distinctive approach where it defines the
anomaly score as the additional compression cost to append
the test data to the training data. Formally, the score is
x = compress({C, c}) − compress(C), where C is the train-
ing data, c is the testing data. The method applies the
Lempel-Ziv algorithm for the compression operation. How-
ever, it can hardly capture the dependencies in the data
instances.

[67] proposes probabilistic suffix tree (PST) to mine the
outliers in a set of sequences S from an alphabet Σ. It
makes Markov assumption on the sequences and encodes
the variable length Markov chains with syntax similar to
Probabilistic Suffix Automata. In PST, an edge is a sym-
bol in the alphabet and a node is labeled by a string. The
probabilistic distribution of each node represents the condi-
tional probability of seeing a symbol right after the string
label. An example of such PST is shown in Figure 1. The
algorithm first constructs a PST and then computes a sim-
ilarity measure score SIMN based on marginal probability
of each sequence over the PST. Then it selects the top k
sequences with lowest SIMN scores as outliers. Since PST
encodes a Markov chain, which has been shown to have cer-
tain equivalence to the Hidden Markov model, the outliers
detected by PST are similar to those using Markov model
testing statistics. Though PST construction and SIMN are
relative cheap in computation, one drawback is that PST is
pre-computed for a fixed alphabet. Pre-computation makes
PST less adaptive to the unseen symbols outside of the al-
phabet or newly coming sequences, which basically requires
recomputing the entire tree.

[33] investigates Markov-modulated Poisson process to
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Figure 1: An example of PST and pruning it using
MinCount or Pmin. The probability distribution
vectors are shown on the top of the nodes, and the label
strings, the number of times they appear in the dataset
and their empirical probability are shown within the
nodes

The node also records a probability distribution vector
of the symbols, which corresponds to the conditional
probabilities of seeing a symbol right after the label
string in the dataset. For example, the probability
vector for the node labelled bba is (0.947,0.053). This
means the conditional probability of seeing a right after
bba (P (a|bba)) is 0.947, and seeing b right after bba
(P (b|bba)) is 0.053.

The structure of PST is similar to the classical
suffix tree (ST). However, there are some important
differences. Besides keeping a probability distribution
vector at each node, in a PST, the parent of a node is a
suffix of the node, while in a classical ST the parent of
a node is a prefix of the node.

2.1 Pruning of a PST
The size of a PST is a function of the cardinality of
the alphabet (|Σ|) and maximum memory length L. A
fully grown unchecked PST is (O(|Σ|L). Several pruning
mechanisms have to be employed to control the size of
the PST.

Bejerano and Yona [5] have proposed a two-step
mechanism to prune a PST. In the first step, an
empirical probability threshold Pmin is used to decide
whether to extend a child node. For example, at the

node labelled bb, if P (abb) ≥ Pmin, the node with
label string abb will be added to the PST under some
conditions. Otherwise, the node itself, including all its
descendants will be ignored. The formula of computing
P (abb) is listed in Table 1

In the second step, a tree depth threshold L is
employed to cut the PST. This means when the length
of the label string of a node reaches L, its children nodes
will be pruned.

Instead of using Pmin, Yang and Wang [15] sug-
gested the use of minCount for pruning a PST. For
each node, the number of times its label string appears
in the database is counted. If this number is smaller
than minCount, then the node (and therefore all its
children) are pruned.

In Figure 1 both Pmin and MinCount are shown
in each node for ease of exposition. However, it is not
necessary to keep them in the PST. The dashed and
the solid lines show examples of pruning the PST using
Pmin = 0.02 and MinCount = 25 respectively.

2.2 Computing Probabilities Using a PST
The probability associated with a sequence s over a PST
is PT (s) = PT (s1)P

T (s2|s1) . . . PT (sl|s1s2...sl−1). The
PST allows an efficient computation of these intermedi-
ate conditional probability terms.

For example let us compute PT (b|abab) from the
PST in Figure 1. The search starts from the root
and traverse along the path → b → a → b, which
is in the reverse order of string abab. The search
stops at the node with label bab, because this is the
longest suffix of abab that can be found in the PST,
and PT (b|abab) is estimated by PT (b|bab) = 0.8. Thus,
we are exploiting the short memory feature, which
occurs in sequences generated from natural sources: the
empirical probability distribution of the next symbol,
given the preceding subsequence, can be approximated
by observing no more than the last L symbols in that
subsequence [12, 5].

If the PST is pruned using minCount = 25, the
search stops at the node with label ab and PT (b|abab)
is estimated by PT (b|ab) = 0.394. The following is an
example to compute the probability of string ababb over
the PST pruned using minCount = 25.

PT (S) = PT (a)PT (b|a)PT (a|ab)PT (b|aba)PT (b|abab)
= 0.612× 0.028× 0.606× 0.032× 0.394
= 1.309 ∗ 10−4

Since the probabilities are multiplied, care must be
taken to avoid the presence of zero probability. Thus,
a smoothing procedure is employed across each node
of the PST and the probability distribution vector is

97

Figure 1: A example of PST. For each node, top array shows
the probability distribution. Inside the node shows the label
string, the number of times it appears in the data set and
the empirical probability. [67]

address the specific problem of event detection on time-
series of count data. The algorithm assumes the count at
time t, denoted as N(t), is a sum of two additive processes:
N(t) = N0(t) + NE(t), where N0(t) denotes the number of
occurrences attributed to the “normal” behavior and NE(t)
is the “anomalous” count due to an event at time t. More
concretely, the periodic portion of the time series counts can
be taken as “normal” behavior while the rare increase in the
number of counts can correspond to the “anomalous” behav-
ior. For both processes, the paper develops a hierarchical
Bayesian model. In particular, the paper models periodic
counting data (i.e. normal behavior) with a Poisson process
and models rare occurrences (i.e. anomaly behavior) via a
binary process. The algorithm then uses the MCMC sam-
pling algorithm to infer the posterior marginal distribution
over events. It uses the posterior probability as an indicator
to automatically detect the presence of unusual events in the
observation sequence. The paper applies the model to detect
the events from free-way traffic counts and the building ac-
cess count data. The method takes a full Bayesian approach
as a principled way to pose hypothesis testing. However, it
treats each time series as independent and fails to consider
the scenario where multiple time series are inter-correlated.

Another application in social network anomaly detection is
proposed in [31]. The paper proposes to detect unusual
meetings by investigating the presence of meeting partici-
pants. Specifically, for each time stamp t = 1, 2, · · · , the
inputs are given as a snapshot of the network in the form
of a binary string xt = (xt(1), · · · , xt(n)) ∈ {0, 1}n, where
xt(j) = 0 or 1 indicates whether the jth person participated
in the meeting at time t as well as the feedback from expert
system with the correct labels yt ∈ {−1,+1}. The algorithm
outputs a binary label for each network state ŷt ∈ {−1,+1}
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according to whether or not xt is anomalous. Under the pro-
posed two-stage framework, “filtering stage” estimates the
model parameters and updates belief with the new observa-
tion. It builds an exponentially model driven by a time-vary
parameter and learns the model parameter in an online fash-
ion. “Hedging stage” compares the model likelihood of xt as
ζt with the critical threshold τt and flag anomalies if ζt > τt.
After that, the online learning algorithm utilizes the feed-
back from an expert system to adjust the critical threshold
value

τt+1 = argminτ (τ − τt − ηyt1ŷt 6=yt)2

It is easy to see from the construction of xt that each per-
son’s participation is taken as an independent feature entry.
Though this work highlights the network structure, the re-
lational information utilized lies only between people and
meetings, without considering the interaction among people
themselves.

Generally speaking, activity-based approaches model the ac-
tivity sequence of each user separately under certain Markov
assumption. They locate the anomaly by flagging deviations
from a user’s past history. These approaches provide sim-
ple and effective ways to model user activities in a real-
time fashion. The models leverage the tool of Bayesian
hypothesis testing and detect anomalies that are statisti-
cally well-justified. However, as non-parametric methods,
Markov models suffer from the rapid explosion in the dimen-
sion of the parameter space. The estimation of Markov tran-
sition probabilities becomes non-trivial for large scale data
set. Furthermore, models for individual normal/abnormal
activities are often ad hoc and are hard to generalize. As
summarized by [60] in his review work on computer intru-
sion detection: “none of the methods described here could
sensibly serve as the sole means of detecting computer in-
trusion”. Therefore, exploration of deeper underlying struc-
ture of the data with fast learning algorithms is necessary
to the development of the problem. Here we also refer inter-
ested readers to more general reviews of computer network
anomaly detection [1; 41].

2.2 Graph-based Point Anomaly Detection
Social media contain a considerably large amount of rela-
tional information such as emails from-and-to communica-
tion, tweet/re-tweet actions and mention-in-tweet networks.
Those relational information are usually represented by graphs.
Some approaches analyze static graphs, each of which is es-
sentially one snapshot of the social network. Others go be-
yond static graph and analyze dynamic graphs, which is a
series of snapshot of the networks.

2.2.1 Static Graph
Compared with activity-based approaches, which simplify
the social network as categorical or sequential activities of
individuals, graph-based approaches further take into ac-
count the relational information represented by the graph.
[50] immerses as one of the earliest work focusing on graph-
based anomaly detection. It introduces two techniques for
graph-based anomaly detection. One is to detect anomalous
substructures within a graph and the other is to detect un-
usual patterns in distinct sets of vertices (subgraphs). Sub-
structure is a connected component in the overall graph.
Subgraph is obtained by partitioning the graph into distinct
structures. Each substructure is evaluated using the Mini-

mum Description Length metric for anomalousness. In real
social graphs, intensive research efforts have been devoted
to study the graph properties (see references in [10]). One
famous example is the power law, which describes the re-
lationship among various attributes, namely the number of
nodes (N), number of edges (E), total weight (W ) and the
largest eigen-value of the adjacency matrix (λ).

Based on these observations, [2] proposes to study each node
by looking at power law property in the domain of its
“egonet”, which is the subgraph of the node and its direct
neighbors. For a given graph G, denote the egonet of node
i as Gi, the paper describes the “OddBall” algorithm. The
algorithm starts by investigating the number of nodes Ni,
the weight Wi and number of edges Ei of the egonet Gi.
It then defines the normal neighborhoods patterns with re-
spect to these quantities. For example, the authors report
the Egonet Density Power Law (EDPL) pattern for Ni and
Ei: Ei ∝ Nα

i , 1 ≤ α ≤ 2. ; the Egonet Weight Power Law
(EWPL) pattern for Wi and Eβi , β ≥ 1. Given the nor-
mal patterns, the paper takes the distance-to-fitting-line as
a measure to score the nodes in the graph. The algorithm
can detect anomalous nodes whose neighbors are either too
sparse (Near-star) or too dense (Near-clique). By studying
both the total weight W and the number of edges E, it can
detect anomalous nodes whose interactions with others are
extremely intensive. By analyzing the relationship between
the largest eigenvalue λ and the total weight W , it can de-
tect dominant heavy link, or a single highly active link in
an egonet. The “OddBall” algorithm builds on power law
properties of complex networks, which haven been verified
in various real world applications. Moreover, the fitting of
power law and the calculation of anomaly score is computa-
tionally efficient, which makes the algorithm a good fit for
large scale network analysis. However, the algorithm would
easily fail if the network does not obey the power law, then
the detected anomalies would be less meaningful. Also, the
paper focuses only on the static network and generalization
the algorithm to dynamic network is non-trivial.

Besides the power law, random walk is also adapted for
graph-based anomaly detection between neighbors. The gen-
eral idea is that if a node is hard to reach during the random
walk, it is likely to be an anomaly. Random walk calculates
a steady state probability vector, each element of which rep-
resents the probability of reaching other nodes. Following
the idea of random walk, [65] focuses on the anomaly detec-
tion on bipartite graph, denoted as G = 〈V1

⋃
V2, E〉, where

node sets V1 has k nodes, V2 has n nodes and E are the
edges between them. It detects anomalies by first forming
the neighborhood and then computing the normality scores.
During neighborhood formation stage, the algorithm com-
putes the relevance score for a node b ∈ V1 to a ∈ V1 as
the number of times that one visit b during multiple ran-
dom walks starting from a. In this case, the steady state
vector represents the probability of being reached from V1

in a random walk with restart model, and the algorithm de-
tects anomalies linked to the query nodes. Random walk
model stresses the graph structure while ignores the nodes’
attributes. Sometimes, it might be an over-simplification
of the underlying network generating process, which would
lead to high false positive ratio.

[48] uses similar random walk guideline to detect outliers in
a database and proposes the “OutRank” algorithm. It first
constructs a graph from the objects where each node repre-
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sents a data object and each edge represents the similarity
between them. For every pair of the objects X,Y ∈ Rd, the
algorithm computes the similarity Sim(X,Y ) and normal-
izes the resulting similarity matrix to obtain a random walk
transition matrix S. Then it defines the following connec-
tivity metric based on how well this node is connected to
the other nodes:

Definition.(Connectivity) Connectivity c(u) of node u at tth
iteration is defined as follows:

ct(u) =

a if t = 0∑
v∈adj(u)

(ct−1(v)/|v|) otherwise

where a is its initial value, adj(u) is the set of nodes linked to
node u, and |v| is the node degree. This recursive definition
of connectivity is also known as the power method for solving
eigenvector problem. Upon convergence, the stationary dis-
tribution can be written as c = ST c. The algorithm detects
the objects (nodes) with low connectivity to other objects
as anomalies. “OutRank” solves individual activity-based
anomaly detection problem using a graph-based anomaly
detection method. As a general outlier detection frame-
work, it requires the construction of the graph from data
objects. Thus its performance can heavily rely on the type
of similarity measurement adopted for computing the edges.

Despite a wealth of theoretical work in graph theory, stan-
dard graph representation only allows each edge to connect
to two nodes, which cannot encode potentially critical in-
formation regarding how ensembles of networked nodes in-
teracting with each other [62]. Given this consideration, a
generalized hypergraph representation is formulated which
allows edges to connect with multiple vertices simultane-
ously. In hypergraph, each hyperedge is a representation of
a binary string, indicating whether the corresponding vertex
participates in the hyperedge. Figure 2 provides an example
for comparing the graph and the hypergraph representation
of two observations 111111000 and 000101111, with p = 9,
using a graph and a hypergraph. With the graph, repre-
senting one observation of an interaction requires multiple
edges. With a hypergraph, one hyperedge suffices. Due to
the mapping between binary strings and hyperedges, the pa-
per formulates the graph-based anomaly detection problem
in the corresponding discrete space. [62] and [61] address
the problem of detecting anomalous meetings in very large
social networks based on hypergraphs. In their papers, a
meeting is encoded as a hyperedge x and g(x) is the prob-
ability mass function of the meetings evaluated at x. The
distribution of the meetings is modeled as a two-component
mixture of a non-anomalous distribution and an anomalous
event distribution g(x) = (1−π)f(x)+πµ(x), with π as the
mixture parameter. Then the paper learns the likelihood
of each observation using variational EM algorithm with a
multivariate Bernoulli variational approximation. The like-
lihood is subsequently used for the evaluation of the anoma-
lousness. Hypergraph is specifically designed for high di-
mensional data in the graph. It provides a concise represen-
tation of the complex interactions among multiple nodes.
But the representation only applies to binary relationships
where an edge is either present or missing.

[66; 15] consider using spatial auto-correlation to detect
local spatial outliers. We categorize them as graph-based
approach because the spatial neighborhood defined in those
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II. ANOMALY DETECTION ON HYPERGRAPHS

Let H = {V , E} be a hypergraph [7] with vertex set V and hyperedge set E . Each hyperedge,
denoted x 2 E , can be represented as a binary string of length p. Bits set to 1 correspond to
vertices that participate in the hyperedge. In this setting, we may approximately equate E with
{0, 1}p, i.e. the binary hypercube of dimension p. (We say “approximately” due to the existence
of prohibited hyperedges, namely the origin, x = 0, and all x within Hamming distance 1 of the
origin, which correspond to interactions between zero or one network nodes. The impact of this
precluded set becomes negligible for very large p and is omitted from this paper for simplicity
of presentation.) This is a finite set with 2p elements. We define g(x) to be the probability mass
function (pmf) over E , evaluated at x.

Hypergraphs provide a more natural representation than graphs for multiple co-occurrence data
of the type examined in this paper. For example, one could consider using a graph to represent
co-occurrence data by having each vertex represent a network node and using weighted edges to
connect vertices associated with observed co-occurrences. As Figure 1 illustrates, using a graph
in this manner would imply connecting any pair of vertices appearing in an observation with an
edge. The edge structure of a graph is usually represented as a p⇥p symmetric adjacency matrix
with p

2
(p�1) distinct elements, so that even converting observations into a collection edge weights

could be enormously challenging computationally. As Figure 1 illustrates, two observations can

Figure 2: Modeling two observations, 111111000 and
000101111, with p = 9, using a graph (top) and a hypergraph
(bottom). With the graph, representing one observation of
an interaction requires multiple edges. With a hypergraph,
one hyperedge suffices. The hypergraph is more efficient
for storing/representing observations and more informative
about the real structure of the data. [62]

methods resembles the neighborhood defined in graph. For
each point o, the paper defines the Spatial Local Outlier
Measure (SLOM) as d̃(o) ∗ β(o) to score its anomalousness.

According to their definition, d̃ is the “stretched” distance
between the point and its neighbors and β is the oscillating
parameter. SLOM captures the spatial autocorrelation us-
ing d̃ and spatial heteroscedasticity(non-constant variance)
with β. However, when the data is of high dimensions, the
concept of neighborhood becomes less well-defined. The lo-
cal anomaly defined in the proposed method using local spa-
tial statistics would suffer from the “curse of dimensional-
ity”.

Generally speaking, static graph-based approaches consider
not only the activity of individual users but also their inter-
actions. The common practice is to extract important node
features from the graph, which relies heavily on feature en-
gineering. Some algorithms import graph theoretical prop-
erties such as the power-law or the random walk into the
analysis. However, those approaches usually make strong
assumptions on the graph generating process, which can be
easily violated in real world social networks.

2.2.2 Dynamic Graph
Social networks are dynamic in nature. Therefore, it is
worthwhile to consider the problem of anomaly detection
in a dynamic setting. A brief survey on dynamic network
anomaly detection is elaborated in [6]. The survey charac-
terizes the techniques employed for the problem into three
groups: Time Series Analysis of Graph Data, Anomaly De-
tection using Minimum Description Length, Window Based
Approaches. Based on this categorization, we review those
anomaly detection approaches that incorporate the network
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dynamics into their models.

Dynamic networks can be represented as a time series of
graphs. A common practice is to construct a time series
from the graph observations or substructures. [53] uses a
number of graph topology distance measures to quantify
the differences between two consecutive networks, such as
weight, edge, vertex, and diameter. For each of these graph
topology distance measures, a time series of changes is con-
structed by comparing the graph for a given period with the
graph(s) from one or more previous periods. Given a graph
G = {V,E,WV ,WE}, the algorithm constructs a time se-
ries of changes for each graph topology distance measures.
Each time series is individually modeled by an ARMA pro-
cess. The anomaly is defined as days with residuals of more
than two standard errors from the best ARMA model. The
paper detects anomalies by setting up a residual threshold
for the goodness of model fitting for time series. The pro-
posed method in [53] is designed for change point detection.
The performance of the proposed algorithm highly depends
on how the graph topology distance measures are defined.
Additionally, the distance measure is only able to capture
the correlation between two consecutive time stamps rather
than long-range dependencies.

Graph eigenvectors of the adjacency matrices is another
form of the time series extracted from dynamic graph streams.
In [32], the paper addresses the problem of anomaly detec-
tion in computer systems. Assume a system has N ser-
vices, the paper defines a time evolving dependency matrix
D ∈ RN×N , where each element of the matrix Di,j is a
function value relate to the number of service i’s requests
for service j within a pre-determined time interval. Given
a time series of dependency matrices D(t), the algorithm
extracts the principal eigenvector u(t) of D(t) as the “activ-
ity” vector, which can be interpreted as the distribution of
the probability that a service is holding the control token of
the system at a virtual time point. To detect anomalies, the
authors define the typical pattern as a linear combination
of the past activity vectors r(t) = c

∑
i=1Wviu(t − i + 1),

where {vi} are the coefficients and c is the normalization
constant. Then the algorithm calculates the dissimilarity of
the present activity vector from this typical pattern. The
anomaly metric z(t) is defined as z(t) = 1 − r(t − 1)Tu(t).
When the anomaly metric quantity z(t) is greater than a
given threshold, the system flags anomalous situation. Com-
pared with representing graphs with edges, weights and ver-
tices as in [53], eigenvectors capture the underlying invariant
characteristics of the system and preserve good properties
such as positivity, non-degeneracy, etc.

Besides time series analysis of the graph stream, Minimum
description length (MDL) has been applied to anomaly
detection as another way of characterizing the dynamic net-
works. [64] detects the change points in a stream of graph
series. It introduces the concept of graph segment, which is
one or more graph snapshots and the concept of source and
destination partitions, which groups the source and destina-
tion nodes into clusters. Figure 3 illustrates those concepts
in a three graph series. The rational behind the algorithm
is to consider whether it is easier to include a new graph
into the current graph segment or to start a new graph seg-
ment. If a new graph segment is created, it is treated as
a change point. Given current graph segment G(s), encod-
ing cost co and a new graph G(t), the algorithm computes
the encoding cost for G(s) ⋃{G(t)} as cn and G(t) as c. If

cn − co < c, the new graph is included in the current seg-
ment. Otherwise, {G(t)} forms a new stream segment and
time t is a change point. To compute the encoding cost of
a graph segment, the algorithm tries to partition the nodes
in a segment into source and destination nodes so that the
MDL for encoding the partitions is minimized. In this case,
a change point indicates the time when the structure of the
graph has dramatically changed. One limitation of this al-
gorithm is that it can only handle unweighted graphs, which
cannot encode the intensity of the communication between
users. Thus, this method does not fit the situation when the
communications of people suddenly increase while the topo-
logical structure stays unchanged. (e.g. a heated discussion
starting to prevail in a social network).

Figure 2: Notation illustration: A graph stream with 3

graphs in 2 segments. First graph segment consisting

of G(1) and G(2) has two source partitions I
(1)
1 = {1, 2},

I
(1)
2 = {3, 4}; two destination partitions J

(1)
1 = {1}, J

(1)
2 =

{2, 3}. Second graph segment consisting of G(3) has three

source partitions I
(2)
1 = {1}, I

(2)
2 = {2, 3}, I

(2)
3 = {4}; three

destination partitions J
(2)
1 = {1}, J

(2)
2 = {2}, J

(2)
2 = {3}.

is between (i) the number of bits needed to describe the
communities (or, partitions) and their change points (or,
segments) and (ii) the number of bits needed to describe
the individual edges in the stream, given this information.

We begin by first assuming that the change-points as well
the source and destination partitions for each graph seg-
ment are given, and we show how to estimate the bit cost
to describe the individual edges (part (ii) above). Next, we
show how to incorporate the partitions and segments into
an encoding of the entire stream (part (i) above).

4.1 Graph encoding
In this paper, a graph is presented as a m-by-n binary

matrix. For example in Figure 2, G(1) is represented as

G(1) =

0

BB@

1 0 0
1 0 0
0 1 1
0 0 1

1

CCA (1)

Conceptually, we can store a given binary matrix as a bi-
nary string with length mn, along with the two integers m
and n. For example, equation 1 can be stored as 1100 0010 0011
(in column major order), along with two integers 4 and 3.

To further save space, we can adopt some standard lossless
compression scheme (such as Hu�man coding, or arithmetic
coding [8]) to encode the binary string, which formally can
be viewed as a sequence of realizations of a binomial random
variable X. The code length for that is accurately estimated
as mnH(X) where H(X) is the entropy of variable X. For

notational convenience, we also write that as mnH(G(t)).
Additionally, three integers need to be stored: the matrix
sizes m and n, and the number of ones in the matrix (i.e.,
the number of edges in the graph) denoted as |E| 1. The

1|E| is needed for computing the probability of ones or ze-
ros, which is required for several encoding scheme such as
Hu�man coding

cost for storing three integers is log⇥|E|+log⇥m+log⇥n bits,
where log⇥is the universal code length for an integer2. Notice
that this scheme can be extended to a sequence of graphs in
a segment.

More generally, if the random variable X can take values
from the set M , with size |M | (a multinomial distribution),
the entropy of X is

H(X) = �P
x⇤M p(x) log p(x).

where p(x) is the probability that X = x. Moreover, the
maximum of H(X) is log |M | when p(x)= 1

|M| for all x ⌦ M

(pure random, most di⌅cult to compress); the minimum is
0 when p(x) = 1 for a particular x ⌦ M (deterministic and
constant, easiest to compress). For the binomial case, if all
symbols are all 0 or all 1 in the string, we do not have to
store anything because by knowing the number of ones in
the string and the sizes of matrix, the receiver is already
able to decode the data completely.

With this observation in mind, the goal is to organize the
matrix (graph) into some homogeneous sub-matrices with
low entropy and compress them separately, as we will de-
scribe next.

4.2 Graph Segment encoding
Given a graph stream segment G(s) and its partition as-

signments, we can precisely compute the cost for transmit-
ting the segment as two parts: 1) Partition encoding cost:
the model complexity for partition assignments, 2) Graph
encoding cost: the actual code for the graph segment.

Partition encoding cost
The description complexity for transmitting the partition
assignments for graph segment G(s) consists of the following
terms:

First, we need to send the number of source and destina-
tion nodes m and n using log⇥m+log⇥n bits. Note that, this
term is constant, which has no e�ect on the choice of final
partitions.

Second, we shall send the number of source and destina-
tion partitions which is log⇥ks + log⇥⌘s.

Third, we shall send the source and destination partition
assignments. To exploit the non-uniformity across parti-
tions, the encoding cost is mH(P ) + nH(Q) where P is a

multinomial random variable with the probability pi =
m

(s)
i

m

and m
(s)
i is the size of i-th source partition 1 ⌃ i ⌃ ks).

Similarly, Q is another multinomial random variable with

qi =
n
(s)
i
n

and n
(s)
i is the size of i-th destination partition,

1 ⌃ i ⌃ ⌘s.
For example in Figure 2, the partition sizes for first seg-

ment G(1) are m
(1)
1 = m

(1)
2 = 2, n

(1)
1 = 1, and n

(1)
2 = 2; the

partition assignments for G(1) costs �4( 2
4

log( 2
4
)+ 2

4
log( 2

4
))�

3( 1
3

log( 1
3
) + 2

3
log( 2

3
)) bits.

In summary, the partition encoding cost for graph seg-
ment G(s) is

C(s)
p := log⇥m + log⇥n + log⇥ks + log⇥⌘s + (2)

mH(P ) + nH(Q)

2To encode a positive integer x, we need log⇥x � log2 x +
log2 log2 x + . . ., where only the positive terms are retained
and this is the optimal length, if the range of x is un-
known [19]

690

Research Track Paper

Figure 3: A graph stream with 3 graphs in 2 segments.
First graph segment consisting of G(1) and G(2) has two

source partitions I
(1)
1 = {1, 2}, I(1)2 = {3, 4}; two desti-

nation partitions J
(1)
1 = {1}, J(1) =2= {2, 3}. Second

graph segment consisting of G(3) has three source partitions

I
(2)
1 = {1}, I(2)2 = {2, 3}, I(2)3 = {4}; three destination par-

titions J
(2)
1 = {1}, J(2)

2 = {2}, J(2)
3 = {3}. [64]

[3] addresses the categorical anomaly detection by pattern-
based compression, which also adopts MDL-principle. It
encodes a database with multiple code tables and searches
for the best partitioning of features using MDL-optimal rule.
With the natural property of code tables, the algorithm de-
clares the anomaly by the pattern that has long code word,
which are rarely used and have high compression cost. The
method has been successfully generalized to a broad range
of data. The use of multiple code tables to describe the data
in the proposed algorithm exploits the correlations between
groups of features. But the partition of the features into
groups would impose unrealistic independence assumptions
on the data.

For window-based approach, scan statistics is the main-
stream method. The idea of scan statistics is to slide a small
window over local regions, computing certain local statistic
(number of events for a point pattern, or average pixel value
for an image) for each window. The supremum or maxi-
mum of these locality statistics is known as the scan statis-
tic. [54] specifically discusses a framework of using scan
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statistics to perform anomaly detection on dynamic graphs.
Specifically, the algorithm defines the scan region by con-
sidering the closed kth-order neighborhood of vertex v in
graph D = (V,E): Nk[v;D] = {w ∈ V (D) : d(v, w) ≤ k}.
Here distance d(v, w) is the minimum directed path length
from v to w in D. The induced subdigraph Ω(N)(Nk[v;D])
is thus the scan region and any digraph invariant Ψk(v) of
the scan region is the locality statistics. For instance, the
out degree of the digraph can be one such invariant local-
ity statistics. The scan statistic Mk(D) is the maximum
locality statistic over all vertices. The algorithm applies hy-
pothesis testing by stating the null hypothesis (normality)
and the alternative hypothesis (anomaly). Digraphs with
large scan statistic indicates the existence of the anomalous
activity and are rejected under null hypothesis with certain
threshold. Extension of scan statistics from standard graph
to hypergraph representation is also examined in [52] for
time-evolving graphs. The scan statistic is an intuitively
appealing method to evaluate dynamic graph patterns. But
one drawback of this type of method is the necessity to pre-
specify a window width before one looks at the data.

3. GROUP ANOMALY DETECTION
Group anomaly or “collective anomaly” detection in social
network aims to discover groups of participants that collec-
tively behave anomalously [12]. This is a challenging task
due to three reasons: (1) we do not know beforehand any
members of a malicious group; (2) the members of anoma-
lous groups may change over time; (3) usually no anomaly
can be detected when we examine individual member. Most
existing algorithms can only address one or two of these
challenges.

3.1 Activity-based Group Anomaly Detection
Activity-based group anomaly detection approaches usually
assume that the group information is given beforehand and
devote the most effort to model the activities within groups.
Those approaches also imply that groups are marginal inde-
pendent with each other.

[19] proposes a probabilistic model to detect group of anoma-
lies in categorical data sets. It generalizes the spatial scan
statistic in [54] for dynamic graphs to non-spatial data sets
with discrete valued attributes. It uses Bayesian networks to
model the relationship between the attributes and computes
the group score for all subsets of the data S based on the

model likelihood: F (S) = P (Data|H1(S)
P (Data|H0)

. Under this defini-

tion, H0 is the null hypothesis that no anomalies are present,
and H1(S) is the alternative hypothesis specifying subset S
is an anomalous group. Then it performs a heuristic search
over arbitrary subsets of the data to find the groups that
maximize the likelihood. At the final stage, it performs ran-
domization testing to evaluate the statistical significance of
the detected groups. For spatial data, the computation of
scan statistics involves a definition of scanning region, which
is often based on geographical properties. Non-spatial cat-
egorical data has the difficulty in defining local statistics
based on geographical properties. Therefore, the efficient
search heuristic is critical to the performance of algorithm.
On the other hand, it lacks the solid theoretical justification
and is sensitive to model mis-specification.

[18] considers the anomalies in categorical data sets and
tries to detect anomalous attributes or combinations of at-

tributes. The paper proposes two algorithms to test for
anomalous records, i.e Conditional Probability Test and Marginal
Probability Test. Conditional probability test uses condi-
tional probability as the testing statistic. For two attributes

at, bt, the algorithm considers the ration r(at, bt) = P (at)P (bt)
P (at,bt)

.

Marginal probability computes a quantity called the q-value,
which is the cumulative probability mass of all the attributes
q-val(at) =

∑
x∈X P (x) where X = {x : P (x) ≤ P (at)}.

Q-value is in parallel with the p-value. This approach con-
cerns with empirical distribution functions and is parame-
ter free. But the underlying distributions of the attributes
would heavily depend on the sample size of the data.

Another line of work formulates the group anomaly detec-
tion problem as a density estimation task. It imposes a hi-
erarchical probabilistic model on the normal groups and esti-
mates the distribution of the latent variables in the model. It
evaluates the likelihood of the estimated latent variables for
individual group and use it as a test statistic. The Multino-
mial Genre Model (MGM) proposed in [73] first investigates
the problem following the paradigm of latent models. MGM
models groups as a mixture of Gaussian distributions with
different mixture rates. Formally, given M groups, each of
which has Nm objects. MGM assumes that the object fea-
tures Xm.n are generated from a mixture of K Gaussian,
m = 1, 2, · · · ,M , n = 1, 2, · · · , Nm with a set of stereotyp-
ical mixture rates χ. The mixture rates of the M groups
belong to one of the stereotypical mixture rates in χ. Fig-
ure 3.1 depicts the graphical model of the proposed model.
The method then performs Bayesian inference to estimate
the density of the mixture rate for each group. Then group
anomaly detection is conducted by scoring the mixture rate
likelihood of each group. This method finds groups whose
topic variables {Zm, n} are not compatible with any of the
stereo- typical topic distributions in χ. In MGM, groups
share the candidate topics β globally, which leads to bad
performance when groups have different sets of topics. [74]
further extends MGM to Flexible Genre Model (FGM) with
more flexibility in the generation of topic distributions, as
shown in Figure 4. The motivation of FGM is to allow each
group to have its own topics. Specifically, they change the
set of topics β from model hyper-parameters to random vari-
ables, depending on the genre parameter η. This extension
enables the model to adapt to more diverse genres in groups.

Apart from the generative approach used in MGM and FGM,
[49] takes a discriminative approach to estimate the den-
sity of the mixture model. It uses the same definition of
group anomaly from [73] and represents groups as proba-
bility distributions. The authors consider kernel embedding
of those probabilistic distributions. For two probabilities
P1 and P2, the kernel on probability distributions is defined
as K(P1,P2) =

∫ ∫
k(x, y)dPi(x)dPj(y), where k is a repro-

ducing kernel in reproducing kernel Hilbert space (RKHS).
They generalize the technique of one-class support vector
machine (OCSVM) for point anomaly detection to group
anomaly detection. Similar to OCSVM with translation in-
variant kernels, the authors compute the kernel of Gaussian
distributions and apply SVM in a probability measure space.
Interestingly, the proposed one class support measure ma-
chine (OCSMM) algorithm has inherent correspondence to
the kernel density estimation, which is theoretically more
attractive. Compared with generative approaches in [73;
74], OCSMM does not make assumptions on the underlying
distribution of the data and is generally less computational
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expensive. However, due to the use of Gaussian RBF ker-
nels and support vector machine, the algorithm is inevitably
sensitive to the selection of kernels as well as the soft margin
parameter.

[5] takes a casual approach to detect the contextual anomaly.
The paper proposes to encode the variables in the Bayesian
network and use probabilistic association rule to discover
anomalies. The association rule builds upon two measures
namely support and confidence. Support describes the prior
probability of a variable while confidence represents the con-
ditional probability. Given a state variable X and obser-
vations Y , the paper defines the two measures as follows
suppport(X = xi) = P (X = xi) and confidence(X = xi) =
Pa(X = xi|Y ), where Pa is the parent nodes of X in the
Bayesian network. The algorithm detects the domain spe-
cific anomalous patterns (DSAP) based on two probabilis-
tic association rules: 1) low support and high confidence
2) high support and low confidence. Then it sorts the de-
tected DSAPs according to sensitivity analysis scores and
considers the top τ patterns with the lowest scores as out-
put anomalies. Different from MGM or FGM, the proposed
method operates on the general Bayesian network rather
than a specific probabilistic model. The evaluation of sup-
port and confidence on each node is relatively cheap com-
pared with full Bayesian inference. However, the detected
causal anomalies would be ad hoc. The false positive rate
would increase sharply with larger size Bayesian networks.

3.2 Graph-based Group Anomaly Detection
The most common observations we have in social networks
are the individual attributes as well as ties among partic-
ipants. Graph-based group anomaly detection techniques
seek to jointly utilize these observations and detect anoma-
lous groups in a unified framework.

3.2.1 Static Graph
Anomalous edge detection has been proposed in [9] based
on graph partitioning. The algorithm aims to detect anoma-
lous edges that deviate from the overall clustering structure.
The rationale behind this method is that if the removal of
an edge can significantly make the graph easier to partition,
then the two linked nodes may have an anomalous relation.
The partitioning algorithm tries to find the best number
of partitions so that the Minimal Description Length
(MDL) needed to encode and transmit all the partitions of
the graph is minimized. For a graph with n nodes, the paper
defines the group mapping G : {1, 2, ..., n} → {1, 2, · · · , k}
to assign nodes into k clusters. Thus, the Total Encoding
Cost for the graph T (D; k,G) in the form of the adjacency
matrix D = [di,j ] depends on the number of the clusters k as
well as the group mapping of the nodes G. Anomalous edges
are those edges whose removal would significantly reduce the
total graph encoding cost. In the paper, the anomaly score
of an edge is defined as the total encoding cost difference to
transmit the new partitions when the edge is removed, i.e,
“outlierness” of edge (u, v) := T (D′; k,G) − T (D; k,G). D
and D′ are equal of all edges except that d′u,v = 0. Other
similar work includes [43], which defines a rarity measure to
discover unusual links, and [55], which uses a Katz measure-
ment to statistically predict the likelihood of a link. Edge
anomaly detection focus merely on pair-wise relationship
and is not feasible for detecting more complicated anoma-
lous behaviors with more than two people involved.

Finding anomalous substructure in graphs is another
topic of attention. For example, in the scenario of email
exchanges within a company, email correspondence between
managers and their secretaries should be normal (frequent
pattern), while email exchange between assembly line work-
ers and secretaries could be an anomalous pattern. [50]
presents an iterative expanding algorithm to look for rare
substructures using their SubDue system [17]. Given a la-
beled graph, where each node has a label identifying its
type, the system starts with a list holding 1-vertex sub-
structures for each unique vertex label. It modifies the
list by generating, extending, deleting or inserting vertices
and edges. One central issue is how to measure the anoma-
lousness of a substructure. Simply counting the number of
occurrences for substructures is not enough, as larger sub-
structures tend to have low occurrences. [50] intuitively de-
fines a score for a substructure S in a graph G as F2 =
Size(S) · Occurrences(S,G), which is simply the product
of the total number of nodes within a substructure and its
occurrences. A smaller value of F2 indicates a more ab-
normal substructure. Another issue of the problem is the
computational complexity of the algorithm. Although [17]
shows that in practice the system runs in polynomial time,
theoretically it faces exponential number of substructures.

The pioneering work of [50] sees the rise of mining substruc-
tures in graphs. [46] leverages the structural information
in the heterogeneous networks to detect unusual subgraph
patterns. The algorithm encodes the graph using a tensor
and focuses on finding the suspicious spikes via tensor de-
composition. Formally, given an M-mode tensor X of size
I1 × I2 × · · · × IM , the algorithm performs CP decomposi-

tion of the tensor of rank R as X ≈∑R
r=1 λr(a

(1)
r ×· · · a(M)

r ),

where {a(i)r } are rank-1 eigenscore vectors. The approxima-
tion would be exact when R equals the true rank of the
tensor. Next the algorithm transforms the eigenscore vec-
tor plot (absolute value of eigenscore vs. attribute index)
into the eigenscore histogram (absolute value of eigenscore
vs. frequency count) and conducts spike detection on the
histogram. The proposed approaches bridges graph min-
ing and tensor analysis. Tensor decomposition is able to
capture the complex structure in heterogeneous networks.
But tensor decomposition problem itself can be NP-hard
to solve. And the lack of explicit objective in the proposed
anomaly detection framework would create difficulties in the
final evaluation of the algorithm’s performance.

In the setting of fraudulent activity detection, [22] jointly
considers anomalous substructure and the criteria of MDL.
Specifically, they run the SUBDUE system with MDL heuris-
tics to find the normative pattern in the graph. Instances
of substructure are evaluated against the normative pattern
with a match cost. Anomalous substructures are the ones
with the lowest matches. Based on this definition of group
anomaly, [22] presents three slightly different algorithms, i.e.
GBAD-MDL, GBAD-P and GBAD-MPS to detect anoma-
lies. These methods first find all the instances of frequent
substructures and evaluate the frequency of the abnormal
structure multiplied by the match cost. A key drawback of
this method is that it assumes that the degree of nodes in a
graph is uniformly distributed, which is almost impossible in
most social networks. As shown in [47; 10], real graphs usu-
ally follow power law degree distribution instead of uniform
distribution.
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think of these objects as ‘red’, ‘blue’, and ‘emissive’
galaxies, and each group Gm is a set of Nm objects,
each object can be one of the K different types. Intro-
duce the SK = {s ∈ RK |sk ≥ 0,

!K
k=1 sk = 1} nota-

tion for the K-dimensional probability simplex, and let
χt ∈ SK for all t = 1, . . . , T , and χ = {χ1, . . . , χT } de-
note the set of T possible non-anomalous distributions
(proportions) of the K different objects (red, blue, and
emissive galaxies) in the M groups.

Now we can ask the question whether in group Gm the
distribution of these red, blue, and emissive galaxies
looks normal, that is, they look similar to a distribu-
tion in χ = {χ1, . . . , χT }, or we have found a group,
where this distribution seems far from the distribu-
tions that we can see in the other groups.

In the following sections we will propose two generative
probabilistic models that can help us to answer this
question and detect anomalous groups.

4 The Hierarchical Models

In this section we introduce our generative models that
describe the normal, that is the non-anomalous data,
and then we show how we can detect anomalous groups
using these models. Our proposed models are inspired
by the LDA, however, there are very significant differ-
ences that we will explain later.

4.1 The Uni-Modal Model

The LDA model is a generative probabilistic model
originally proposed for modeling text corpora. First
we briefly review this model, and then explain how
we can extend this discrete model to be able to find
anomalous groups in a data set given by any real
vector-valued feature representation.

In the original LDA model the data set is a text corpus,
that is a collection of M documents. Each document
Gm is a set of Nm words, and each document is repre-
sented by a random mixture over latent topics, which is
characterized by a distribution over words. Formally,
let Dir(π) denote the Dirichlet distribution with pa-
rameter π, and let M(θ) be the multinomial distri-
bution with parameters θ ∈ SK . In the LDA model
given some nonnegative hyperparameters π ∈ RK

+ , we
generate first some θm ∈ SK (m = 1, . . . , M) from the
Dir(π) distribution (θm ∼ Dir(π)). Having these K
dimensional θm vectors (topic distributions) we gener-
ate Zm,n ∼ M(θm) variables (n = 1, . . . , Nm) indicat-
ing which topic is active out of K when we generate
the word Xm,n ∼ P (·|Zm,n, β). Here β = {β1, . . . , βK}
is a dictionary of K f -dimensional probability vectors
(βk ∈ Sf ), and P (·|Zm,n, β) = M(βZm,n

) is a multino-
mial distribution with parameters βZm,n . While this

model has been shown to be very successful for mod-
eling discrete data, such as text corpora, in its original
form it cannot be used for modeling real, vector-valued
observations. Thus we modify this model slightly. In-
stead of using M(βZm,n) for the observations, we as-
sume βi = {βµ

i , βΣ
i } to be a mean value (βµ

i ∈ Rf )
and a covariance matrix (βΣ

i ∈ Rf×f ), and our obser-
vations are given by:

Xm,n ∼ P (·|Zm,n, β) = N (βµ
Zm,n

, βΣ
Zm,n

).

We call this model Gaussian-LDA (GLDA).

With GLDA we can model real, vector-valued obser-
vations, but it has a serious problem when we want to
apply it for group anomaly detection. GLDA learns
that each group is a certain mixture of K Gaussian
components, but it also assumes that there is only one
“best” mixture (topic distribution) for all groups, be-
cause Dir(π), the distribution of topic distributions
θ ∈ SK , is uni-modal i.e. it peaks at a single point.
While this is acceptable when used as the prior in
LDA, it is too restrictive when used to model multi-
modal distributions of topic distributions. To address
this issue we extend the GLDA model with the previ-
ously mentioned χ term, the set of the typical topic dis-
tributions (proportions of the Gaussian components).

4.2 The Multi-Modal Model

In this section we introduce the Mixture of Gaussian
Mixture Model (MGMM) model that extends GLDA
with a set of typical topic mixtures/distributions,
and hence can resolve the previously mentioned uni-
modality problem. The graphical representation of
this new model can be seen in Figure 1.
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Figure 1: The MGMM Model

Let again χt ∈ SK for all t = 1, . . . , T , and χ =
{χ1, . . . , χT } denote the set of possible non-anomalous
probability distributions of the K different topics (red,
blue, and emissive galaxies) in the M groups. Let
π ∈ ST denote a distribution vector on the set χ, and
let β = {βµ

k , βΣ
k }K

k=1 be a dictionary of the possible
mean values and covariance matrices.

The generative process of the MGMM model is de-
scribed in Algorithm 1. Note that this model is differ-

(a) Multinomial Genre Model
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Figure 1: The Flexible Genre Model (FGM).

global distributions P (·|⌘). Thus, the topics can be adapted to local group data, but the information
is still shared globally. Moreover, the topic generators P (·|⌘) determine how the topics {�m,k}
should look like. In turn, if a group uses unusual topics to generate its points, it can be identified.

To handle real-valued multidimensional data, we set the point-generating distributions (i.e., the top-
ics) to be Gaussians, P (xm,n|�m,k) = N (xm,n|�m,k), where �m,k = {µm,k,⌃m,k} includes
the mean and covariance parameters. For computational convenience, the topic generators are
Gaussian-Inverse-Wishart (GIW) distributions, which are conjugate to the Gaussian topics. Hence
⌘k = {µ0,0, 0, ⌫0} parameterizes the GIW distribution [17] (See the supplementary materials
for more details). Let ⇥ = {⇡,↵, ⌘} denote the model parameters. We can write the complete
likelihood of data and latent variables in group Gm under FGM as follows:

P (Gm, ym, ✓m,�m|⇥)

= M(ym|⇡)Dir(✓m|↵ym)
Y

k
GIW (�m,k|⌘k)

Y
n

M(zmn|✓m)N (xmn|�m,zmn).

By integrating out ✓m,�m and summing out ym, z, we get the marginal likelihood of Gm:

P (Gm|⇥) =
X

t

⇡t

Z

✓m,�m

Dir(✓m|↵t)
Y

k

GIW (�m,k|⌘k)
Y

n

X

k

✓mkN (xmn|�m,k)d�md✓m.

Finally, the data-set’s likelihood is just the product of all groups’ likelihoods.

4 Inference and Learning

To learn FGM, we update the parameters ⇥ to maximize the likelihood of data. The inferred latent
states—including the topic distributions ✓m, the topics �m, and the topic and genre memberships
zm, ym—can be used for detecting anomalies and exploring the data. Nonetheless, the inference
and learning in FGM is intractable, so we train FGM using an approximate method described below.

4.1 Inference

The approximate inference of the latent variables can be done using Gibbs sampling [11]. In Gibbs
sampling, we iteratively update one variable at a time by drawing samples from its conditional
distribution when all the other parameters are fixed. Thanks to the use of conjugate distributions,
Gibbs sampling in FGM is simple and easy to implement. The sampling distributions of the latent
variables in group m are given below. We use P (·| ⇠) to denote the distribution of one variable
conditioned on all the others. For the genre membership ym we have that:

P (ym = t| ⇠) / P (✓m|↵t)P (ym = t|⇡) = ⇡tDir(✓m|↵t).

For the topic distribution ✓m:

P (✓m| ⇠) / P (zm|✓m)P (✓m|↵, ym) = M(zm|✓m)Dir(✓m|↵ym) = Dir(↵ym + nm),

where nm denotes the histogram of the K values in vector zm. The last equation follows from the
Dirichlet-Multinomial conjugacy. For �m,k, the kth topic in group m, one can find that:

P (�m,k| ⇠) / P (x(k)
m |�m,k)P (�m,k|⌘k) = N (x(k)

m |�m,k)GIW (�m,k|⌘k) = GIW (�m,k|⌘0k),

4

(b) Flexible Genre Model

Figure 4: Graphical Model Representation of Multinomial Genre Model and Flexible Genre Model for activity-based group
anomaly detection.
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Figure 5: Plate representation for the GLAD model

In social media, two forms of data coexist: one is the point-
wise data, which characterize the features of an individual
person. The other is pair-wise relational data, which de-
scribe the properties of social ties. Density estimation meth-
ods for group anomaly detection [73; 74; 49] emphasize on
the point-wise data and usually overlook the pair-wise re-
lational data. Graph-based methods highlight the graph
structure but usually fail to account for the attributes of
individual nodes. Additionally, existing group anomaly de-
tections algorithms are all two-stage approaches: (i) identify
groups, (ii) detect group anomalies. This strategy assumes
that the point-wise and pair-wise data are marginally in-
dependent. However, such independence assumption might
underestimate the mutual influence between the group struc-
ture and the feature attributes. The detected group anoma-
lies can hardly reveal the joint effect of these two forms of
data.

With those considerations, [57] proposes to build an alla
prima that can accomplish the tasks of group discovery and
anomaly detection all at once. They develop a hierarchi-
cal Bayes model: the GLAD model, for detecting the group
anomaly. The GLAD model utilizes both the pair-wise and

point-wise data and automatically infers the group mem-
bership and the role at the same time. It models a social
network with N individuals. Assuming that each person p is
associated with a group identity Gp and a role identity Rp.
By groups, it means the clusters that capture the similar-
ity suggested by the pair-wise communications. By roles, it
refers to the mixture components that categorize the point-
wise feature values of the nodes. For simplification, they fix
the number of groups as M and the number of roles as K.
Figure 5 shows the plate notation for the GLAD model.

For each person p, he joins a group according to the member-
ship probability distribution πp. GLAD imposes a Dirichlet
prior on the membership distribution. It is well known that
the Dirichlet distribution is conjugate to the multinomial
distribution. It assumes the pair-wise link Yp,q between per-
son p and person q depends on the group identities of both
p and q with the parameter B. Furthermore, it models the
dependency between the group and the role using a multi-
nomial distribution parameterized by a set of role mixture
rate {θ1:M}. The role mixture rate characterizes the consti-
tution of the group: the proportion of the population that
plays the same role in the group. Finally, it models the ac-
tivity feature vector of the individual Xp as the dependent
variable of his role with parameter set {β1:K}.
GLAD defines the group anomaly based on the role mixture
rates, it scores the group anomalousness using

−
∑
p∈G
〈log p(Rp|Θ)〉p

The most anomalous group will have the highest anomaly
score. In practice, it approximates the true log likelihood
with the variational log likelihood to get−∑

p∈G〈log p(Rp|Θ)〉q.
A limitation of GLAD is that it only models the static net-
work. This might be restrictive if we want to further con-
sider dynamic networks. Besides the anomaly group whose
mixture rate deviates significantly from other groups, it is
also interesting to study how the mixture rate evolves over
time.

3.2.2 Dynamic Graph
Evolving networks can also provide insights into the tem-
poral changes of groups. Detecting anomalously groups in
dynamic graphs is more challenging, as the group structures
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are not fixed and the unusual patterns in the group can also
change.

[25] take a bipartite graph of individual entities and sequen-
tial ordered attributes as inputs and returns a group of en-
tities whose attributes sequences are less likely to be gener-
ated from the proposed Markov chain model. One example
of this type of anomaly is that several people constantly
jump from companies to companies together. They track
the complete history of employments and disclosures, and
recognize the tribes that are closely related. Formally, the
method requires bipartitie graph G = (R

⋃
A,E), where

R = {ri} is the entity representatives, A = {aj} is the at-
tributes and E are edges with time interval annotation. For
each edge e ∈ E, e = (ri, aj , tstartij , tendij). The method
begins by listing the co-worker relationships in the graph.
Every pair fij = (ri, rj) indicates the individuals that have
worked together. This results in a new graph H = (R,F ),
where edges in the new graph F = {fij} is annotated with
individuals attribute and history information. Then the pa-
per defines a significance score for each edge, which mea-
sures the significance or the anomalousness of shared jobs.
The algorithm proceeds by identifying significant edges and
computing the significance score c for each of them. Then
the proposed method picks a threshold d for the scores and
prune all the edges fij for cij < d. After pruning, the con-
nected components in the remaining graph (which should be
quite sparse after the pruning) are regarded as anomalous
groups, or tribes as referred in the paper. As also pointed
by authors, the choice of scoring pairs constitutes the heart
of the problem, thus posing difficulty in the selection

[71] directly analyze graph structures and efficiently track
node proximity, which measures the relevance between two
nodes in bipartite graphs. The paper defines a dynamic
proximity score based on the probability to “random walk”
from one to the other in the static graph. Low proximity to
other nodes can in a way indicate anomaly. Their definition
of dynamic proximity accounts for two important aspects of
node relevance: proximity involves multiple snapshots of the
graph; proximity does not drop over time. [71] extends this
method to track anomalous nodes in time evolving graphs by
defining a dynamic proximity metric. This dynamic proxim-
ity is derived from the edge and weight differences between
graph snapshots and preserves a monotonicity property.

[44] proposes to detect the significant changing subgraphs.
Given two consecutive snapshots of a graphGi−1 andGi, the
algorithm defines an importance score to measure the accu-
mulative change of a node’s closeness to its l-step neighbors
(neighbors within l hops from the node) between two con-
secutive graph slices. In their context, random walk with
restart is used to model the node relevance. The closeness
of a pair of vertices vj and vk is defined as

Πl(j, k) =
∑

τ :vj=→vk;length(τ)≤l
p(τ)c(1− c)length(τ)

where τ is a path from vj to vk whose length is length(τ)
with transition probability p(τ). The importance score is
therefore the summation of the closeness changes of vj to
the other nodes, defined as

V Ii(vj) =
∑
vk∈Vi

|Πl
i−1(j, k)−Πl

i(j, k)|

Note that two consecutive graph slices Gi and Gi+1 have

the same set of nodes, but their edge set could be different.
With the node closeness Πl

i and the vertex importance score
V I, the paper uses a strategy similar to density clustering to
detect the significant subgraphs. Specifically, the algorithm
puts the most important node in the current subgraph g,
adds all of its l-step neighbors to a max-heap. As long as
there exists a node whose closeness with node t exceeds cer-
tain threshold, the algorithm iteratively moves t from the
heap into g. When the iteration terminates, g is regarded
as the anomalous subgraph, and the algorithm proceeds
to generate anomalous subgraphs for the next timestamp.
The proposed algorithm detects subgraphs with significant
change in edges as group anomalies. The incremental learn-
ing of nodes closeness changes makes the algorithm quite
efficiently. However, the output subgraphs heavily rely on
the threshold for the closeness, and there is no clear mapping
between the nodes’ closeness and anomalousness.

CHRONICLE: A Two-Stage Density-based Clustering of Dynamic Networks 3

works, it has also some weak points: (1) finding only stable clusters of single
path (i.e., a sequence of local clusters over time); (2) finding a very small number
of clusters (i.e., the most stable top-k clusters); (3) not being scalable w.r.t. the
length of dynamic networks; and (4) using a large amount of memory depending
on its parameters. All these weak points are caused by the fact that the BFS
method is based on a dynamic programming (DP) algorithm. Besides the clusters
of single path type, actually, there are many cohesive clusters of non-single path
type in t-partite graph. Figure 2 shows an example of t-partite graph over three
timestamp networks. Each network has 3∼4 local clusters. The numbers on lines
between T1 and T2 (or T2 and T3) indicate that they have a non-zero similarity.
When k = 1, the BFS method finds a single path cluster c11c21c31 because it has
the strongest similarities between local clusters. However, if some members in
c12 transfer to c24, some members in c13 to c23, and the members in c23 and c24
are merged into c33, then there could be another cluster like (c12c13)(c23c24)c33,
where the similarity between (c12c13) and (c23c24) and the similarity between
(c23c24) and c33 might be very high (i.e., very cohesive) although the similarity
of each single path (e.g., c13c23c33) are not so high. Here, () represents a consol-
idation of multiple local clusters. We call a cluster of this type as a path group
cluster since there are multiple paths over time in the cluster. The BFS cannot
find the clusters of this type.

Fig. 2. An example of t-partite graph constructed from a dynamic network.

In this paper, we propose a density-based clustering algorithm, CHRONI-
CLE, that efficiently discovers both single path clusters and path group clusters.
For finding clusters of both types, CHRONICLE performs the density-based
clustering in two stages: the 1st-stage density-based clustering for each times-
tamp network and the 2nd-stage density-based clustering for the t-partite graph.
In case of the previous BFS method, it only performs the 1st-stage clustering
and finds single path clusters by using a DP algorithm. A density-based clus-
tering approach has several advantages such as discovering clusters of arbitrary
shape, handling noise, and being fast. These features allow us to find a wider
range of clusters (i.e., not only single path clusters, but also path group clusters)
in an efficient way. As the length of dynamic networks, the number of clusters,
or the length of cluster (i.e., path length) increases, the running time and the
amount of memory usage of the BFS method largely increase. Using disk for sav-

Figure 6: An example of t-partite graph constructed from
a dynamic network (taken from [36]). Each circle at a time
stamp Ti represents a cluster in the snapshot graph Gi.
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Figure 7: Plate representation for the Dynamic Group La-
tent Anomaly Detection (DGLAD) model

In another work which tries to detect changing communities
by [36], the authors propose a two-stage density-based clus-
tering algorithm CHRONICLE. The algorithm first clusters
nodes in each snapshot graph Gi at time Ti using structural

similarity σ, defined as σ(v, w) = |N(v)
⋂
N(w)|√

|N(v)|×|N(w)|
, where

N(v) is the neighborhood nodes of v. Then the algorithm
replaces each cluster with one node to form a t-partite
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graph, as shown in Fig. 6. In the t-partite graph, the edge
weight between two nodes (dashed edges in Fig. 6) within
a time stamp Ti denotes the number of edges between the
two clusters, and the edge weight between two nodes from
two consecutive time stamps is defined as the Jaccard sim-
ilarity between the node sets of two clusters. In the second
stage, SCAN is applied again on the t-partite graph. In
Fig. 6 different colors represents different clusters in the t-
partite graph. From these clusters we can clearly monitor
the formation and dissolving of the groups, which could pro-
vide some hint on which groups are anomalously changing.
However, the algorithm is originally designed for monitoring
community evolution instead of anomalous changing group
detection. It is not clear how the algorithm can be adapted
for anomaly detection yet.

[30] also presents a two-stage method, which combines the
Bayesian approach for discrete activity modeling with the
graph analysis techniques for discovering anomalous struc-
tures. In the first stage identifies potentially anomalous
nodes by conjugating Bayesian models for discrete time count-
ing processes. Specifically, it models the number of com-
munications made from i to j up until discrete time t de-
noted by Nij(t) as a counting process. It learns the distri-
butions of the counts and use predictive p-value to evaluate
the new observations for anomalous nodes. In the second
stage, standard network inference tools are applied to the
reduced subnetwork of the anomalous nodes identified from
the first stage to uncover anomalous structure. Simulated
cell phone communication as well as real-time press and me-
dia summary data are investigated to validate the method.
This approach does not distinguish between point anomaly
and group anomaly, hence hard to evaluate.

To further account for the dynamic nature of social media,
[57] generalizes GLAD to the d-GLAD model as an exten-
sion for handling time series and formulate the problem as a
change point detection task. The paper models the tempo-
ral evolution of the role mixture rate for each group with a
series of multivariate Gaussian distributions. At a particu-
lar time point, the Gaussian has its mean as the value of the
mixture rate. And the mixture rate of the next time point is
a normalized sample from this Gaussian distribution. Since
the model requires the mixture rate to be the parameters
of a multivariate distribution over features, the authors ap-
ply a soft-max function to normalize the sample drawn from
the multivariate Gaussian. The soft-max function is defined
as S(θm) = exp θm∑

m
exp θm

. When the total time length T equals

one, d-GLAD reduces to the GLAD model. Figure 7 depicts
the probabilistic graphical model of d-GLAD. The model is
demonstrated successful in detecting change in topics of the
scientific publications and party affiliation shift of US sena-
tors.

4. FUTURE RESEARCH
One challenge in anomaly detection is to distinguish between
data errors and the “genuine” anomalies, i.e, those that were
caused by the change in the underlying data distribution. As
in most cases, it is very difficult to obtain the ground truth
labels for the anomalies. We usually ignore the differences
before conducting the anomaly detection. Only after we
obtain the detection results and perform detailed analysis
can we tease out the data error and recognize the “genuine”
anomalies.

In summary, social media anomaly detection is still at an
early stage. Most existing methods rely heavily on the spe-
cific application and self-defined anomalies. Some of the re-
viewed methods are originally designed for other related pur-
poses, such as community monitoring and proximity track-
ing, instead of anomaly detection. In addition, many of the
existing methods deal with memory-resident graphs, while
real life social networks are often too large to fit into the
memory. Distributed and online social network anomaly
detection are two promising areas. In the case of very large
social networks, new techniques for effectively summarizing
the entire social network are also needed.

5. CONCLUSIONS
In this paper we present a survey of social media anomaly
detection methods. Based on the type of target anomalies,
these methods fall into two categories: point anomaly de-
tection and group anomaly detection. Moreover, given the
different formats of input information, they can be further
classified into activity-based approaches and graph-based
approaches. For the graph-based approaches, we divide the
methodologies according to whether they consider the time
dynamics of the social graph.
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ABSTRACT
Nowadays, data is created by humans as well as automati-
cally collected by physical things, which embed electronics,
software, sensors and network connectivity. Together, these
entities constitute the Internet of Things (IoT). The auto-
mated analysis of its data can provide insights into previ-
ously unknown relationships between things, their environ-
ment and their users, facilitating an optimization of their be-
havior. Especially the real-time analysis of data, embedded
into physical systems, can enable new forms of autonomous
control. These in turn may lead to more sustainable appli-
cations, reducing waste and saving resources.
IoT’s distributed and dynamic nature, resource constraints
of sensors and embedded devices as well as the amounts of
generated data are challenging even the most advanced au-
tomated data analysis methods known today. In particular,
the IoT requires a new generation of distributed analysis
methods.
Many existing surveys have strongly focused on the central-
ization of data in the cloud and big data analysis, which fol-
lows the paradigm of parallel high-performance computing.
However, bandwidth and energy can be too limited for the
transmission of raw data, or it is prohibited due to privacy
constraints. Such communication-constrained scenarios re-
quire decentralized analysis algorithms which at least partly
work directly on the generating devices.
After listing data-driven IoT applications, in contrast to ex-
isting surveys, we highlight the differences between cloud-
based and decentralized analysis from an algorithmic per-
spective. We present the opportunities and challenges of
research on communication-efficient decentralized analysis
algorithms. Here, the focus is on the difficult scenario of
vertically partitioned data, which covers common IoT use
cases. The comprehensive bibliography aims at providing
readers with a good starting point for their own work.

1. INTRODUCTION
Every day, data is generated by humans using devices as
diverse as personal computers, company servers, electronic
consumer appliances or mobile phones and tablets. Due
to tremendous advances in hardware technology over the
last few years, nowadays even larger amounts of data are
automatically generated by devices and sensors, which are
embedded into our physical environment. They measure,

for instance,

• machine and process parameters of production pro-
cesses in manufacturing,

• environmental conditions of transported goods, like
cooling, in logistics,

• temperature changes and energy consumption in smart
homes,

• traffic volume, air pollution and water consumption in
the public sector or

• puls and bloodpressure of individuals in healthcare.

The collection and exchange of data is enabled by electron-
ics, software, sensors and network connectivity, that are
embedded into physical objects. The infrastructure which
makes such objects remotely accessible and connects them,
is called the Internet of Things (IoT). In 2010, already 12.5
billion devices were connected to the IoT [34], a number
about twice as large as the world’s population at that time
(6.8 billion).
The IoT revolutionizes the Internet, since not only comput-
ers are getting connected, but physical things, as well. The
IoT can thus provide us with data about our physical envi-
ronment, at a level of detail never known before in human
history [76]. Understanding the generated data can bring
about a better understanding of ourselves and the world we
live in, creating opportunities to improve our way of liv-
ing, learning, working, and entertaining [34]. Especially the
combination of data from many different sources and their
automated analysis may yield new insights into existing re-
lationships and interactions between physical entities, their
environment and users. This facilitates to optimize their
behavior. Automation of the interplay between data anal-
ysis and control can lead to new types of applications that
use fully autonomous optimization loops. Examples will be
shown in Sect. 3, indicating their benefits.
However, IoT’s inherent distributed nature, the resource
constraints and dynamism of its networked participants, as
well as the amounts and diverse types of data are challenging
even the most advanced automated data analysis methods
known today. In particular, the IoT requires a new gen-
eration of distributed algorithms which are resource-aware
and intelligently reduce the amount of data transmitted and
processed throughout the analysis chain.
Many surveys (for instance, [3,43,78,110]) discuss IoT’s un-
derlying technologies, others [37, 81] security and privacy
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issues. Data analysis’ role and related challenges are only
covered shortly, if at all. Some surveys [1, 12, 23, 31] men-
tion the problem of big data analysis and propose central-
ized cloud-based solutions, following the paradigm of paral-
lel high performance computing. The authors of [40], [101]
and [80] take a more things-centric perspective and argue
for the analysis and compression of data before its trans-
mission to a cloud. [8] identify the need for decentralized
analysis algorithms, in addition. [100] present existing ap-
plications of well-known data analysis algorithms in an IoT
context, highlighting decentralized data analysis as open is-
sue concerning infrastructure. However, they do not address
an algorithmic perspective.
To the best of our knowledge, our survey is the first one deal-
ing with differences between cloud-based and decentralized
data analysis from an algorithmic perspective. In Sect. 2, we
elaborate on the role of data analysis in the context of the
IoT. In Sect. 3, we show, how advanced levels of data analy-
sis could enable new types of applications. Section 4 presents
the challenges for data analysis in the IoT and argue for the
need of novel data analysis algorithms. Like many other
authors, we see the convenience and benefits of cloud-based
solutions. However, we want to move further and enable
data analysis even in resource-restricted situations (Sect. 5).
In Sect. 6, we argue in favor of data reduction and decentral-
ized algorithms in highly communication-constrained sce-
narios which existing surveys largely neglected, so far. We
focus on communication-efficient distributed analysis in the
vertically partitioned data scenario, which covers common
IoT use cases. Section 7 presents future research directions.
Finally, we summarize and draw final conclusions. The bib-
liography aims at providing readers with a good starting
point for their own work.

2. THE INTERNET OF THINGS
The IoT consists of physical objects (or "things") which em-
bed electronics, software, sensors, and communication com-
ponents, enabling them to collect and exchange data. Phys-
ical things are no longer separated from the virtual world,
but connected to the Internet. They can be accessed re-
motely, i.e. monitored, controlled and even made to act.
Ideas resembling the IoT reach back to the year 1988, start-
ing with the field of ubiquitious computing. In 1991, Mark
Weiser framed his ideas for the computer of the 21st cen-
tury [106]. Weiser envisioned computers being small enough
to vanish from our sight, becoming part of the background,
so that they are used without further thinking. Rooms
would host more than 100 connected devices, which could
sense their environment, exchange data and provide human
beings with information similar to physical signs, notes, pa-
per, boards, etc. Devices would need self-knowledge, e.g.,
of their location. Many of Weiser’s original ideas can still
be found in current definitions of the IoT and requirements
for according devices. For example, Mattern and Floerke-
meier [68] enumerate similar capabilities needed to bridge
the gap between the virtual and physical world. Objects
must be able to communicate and cooperate with each other,
which requires addressability, unique identification, and lo-
calization. Objects may collect information about their sur-
roundings and they may contain actuators for manipulating
their environment. Objects can embed information process-
ing, featuring a processor or microcontroller, and storage ca-
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Figure 1: Sophistication levels of IoT applications [104]

pacity. Finally, they may interface to and communicate with
humans directly or indirectly. In a report by Verizon [104],
the IoT is defined as a machine to machine (M2M) technol-
ogy based on secure network connectivity and an associated
cloud infrastructure. Things belonging to the IoT follow
the so called three "A"s. They must be aware, i.e. sense
something. They must be autonomous, i.e. transfer data
automatically to other devices or to Internet services. They
also must be actionable, i.e. integrate some kind of analysis
or control.
The history of the IoT itself started in 1999, with the work
on Radio-frequency identification (RFID) technology by the
Auto-ID Center of the Massachusetts Institute of Technol-
ogy (MIT) [34, 68]. The term "Internet of Things" was first
literally used by the center’s co-founder Kevin Ashton in
2002. In a Cisco whitepaper, Dave Evans [34] estimates that
the IoT came into real existence between 2008 and 2009,
when the number of devices connected to the Internet be-
gan to exceed the number of human beings on earth. Many
of such devices were mobile phones, after in 2007, Steve
Jobs had unveiled the first iPhone at Macworld conference.
Since then, more and more devices are getting connected. It
is estimated that by 2020, the IoT will consist of almost 50
billion objects [34].
The World Wide Web (WWW) fundamentally changed in at
least four stages [34]. First, the web was called the Advanced
Research Projects Agency Network (ARPANET) and fore-
most used by academia. The second stage was characterized
by companies acquiring domain names and sharing infor-
mation about their products and services. The "dot-com"
boom may be called the third stage. Web pages moved
from static to interactive transactional applications that al-
lowed for selling and buying products online. The "social" or
"experience" web marks the current fourth stage, enabling
people to communicate, connect and share information. In
comparison, Internet’s underlying technology and protocols
have gradually improved, but didn’t change fundamentally.
Now, connecting billions of physical things, crossing bor-
ders of entirely different types of networks poses new chal-
lenges to Internet’s technologies and communication proto-
cols. This is why the IoT was called the first evolution of
the Internet [34].
As did the Internet, the IoT has the potential to change
our lives in fundamental ways. Gathering and analysing
data from many different sources in our environment may
provide a more holistic view on the true relationships and
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interactions between physical entities, enabling the transfor-
mation of raw data and information into long-term knowl-
edge and wisdom [34]. The timely identification of current
trends and patterns in the data could further support proac-
tive behavior and planning, for instance by anticipating nat-
ural catastrophes, traffic jams, security breaches, etc. The
IoT may also create new business opportunities. Potential
benefits for companies are improved customer and citizen
experience, better operation of machines and quality con-
trol, accelerating growth and business performance, as well
as improving safety and a reduction of risk. Verizon esti-
mates that by 2025, companies having adopted IoT technol-
ogy may become 10% more profitable. Other sources predict
profit increases by up to 80%. It is further estimated that
the number of business to business (B2B) connections will
increase from 1,2 billion in 2014 to 5,4 billion by 2020 [104].
The following section describes possible IoT applications in
different sectors and points to the particular benefits that
can be expected from automated data analysis.

3. DATA-DRIVEN IOT APPLICATIONS
In [25, 69], IoT applications are categorized by their level
of information and analysis vs. their level of automation
and control. A similar distinction is made in [104], which
measures the sophistication of IoT applications by two fac-
tors, namely the degree of action and the degree of sensing
(see Fig. 1). Applications falling into the lower left corner
of the diagram in Fig. 1 already provide benefits given the
ability to connect to and monitor physical things remotely.
Giving objects a virtual identity independent of their physi-
cal location highly increases their visibility and can facilitate
decision making based on smart representations of raw data.

Applications located in the upper left corner of Fig. 1, in ad-
dition, use embedded actuators. Beyond pure monitoring,
they enable remote control of physical things, thereby easing
their management. Applications that analyse IoT generated
data fall into the lower right corner of Fig. 1. Here, espe-
cially the combination of data from different physical objects
and locations could provide a more holistic view and insights
into phenomena that are only understood poorly, so far.
Though we agree with the previously presented categoriza-
tions, they don’t show the dependency of advanced control
mechanisms on data analysis. Data analysis could turn data
into valuable information, which can then be utilized for
building long-term knowledge and proactive decision mak-
ing. Finally, merging analysis and control may lead to in-
novative new business models, products and services. We
therefore propose the scheme in Fig. 2 which stresses the
analysis. We structure the field along the dimensions of con-
trol and data analysis. The diagonal shows the milestones
on the path to fully embedded analytics, which is put to
good use in automatic system optimization.
The data gathered from single sensors for analysis enables
simple remote monitoring applications. Here, the informed
choice and placement of sensors during instrumentation de-
pend on a well-defined analysis goal [91,114]. Advanced ap-
plications move from the observation of single sensors to the
monitoring of system and process states. This monitoring is
based on the visualization of summary information obtained
with the help of data analysis from multiple types of sensors
and devices. The batch analysis of historical records finds
correlations between features and relate them to a target
value. Insights gained from this step may lead, for instance,
to a better understanding of critical failure conditions and
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Figure 3: Increase of M2M connections in Verizon’s network
from 2013 to 2014 [104]

their automated detection. Prediction models derived from
batch analysis may also be deployed for real-time forecasts.
This is current state-of-the-art.
However, depending on the amount and rate of generated
measurements, their preprocessing may become infeasable.
Hence, current research focuses on distributed streaming
analysis methods and the intelligent reduction of data di-
rectly at the sensors and devices themselves (see Sect. 4.3
and Sect. 5.2). Data analysis which is embedded into all
parts of an IoT system will finally require the real-time
derivation of models and an adaptation to changes in un-
derlying data distributions and representations. This would
in turn allow for a continuous and automated monitoring of
changes in correlations. The full integration of data analysis
and control introduces an automated conduction of cause-
effect analysis by active testing of hypotheses, moving be-
yond the detection of correlations. Knowledge about causal
relationships may then be used to autonomously adapt the
relevant parameters in new situations. Limiting models and
their use to a small selection of parameters saves memory,
computing, and energy resources.
Figure 3 shows the increase of M2M connections for dif-
ferent business sectors in Verizon’s network from 2013 to
2014. In the following, we present examples of specific IoT
applications from the sectors mentioned at the beginning:
Manufacturing, transportation and distribution, energy and
utilities, the public sector and smart cities, as well as health-
care and pharma. We have ordered examples of each sector
according to the different levels of data analysis and control
as shown in Fig. 2 and have identified three main application
types: Predictive maintenance, sustainable processes saving
resources and quality control.

3.1 Manufacturing
The manufacturing sector supports the development of IoT
by the provision of smart products. For instance, 43 million
wearable bands were shipped in 2015 [20], and it is estimated
that 20 million smart thermostats will ship by 2023 [74]. By
2016, smart products will be offered by 53% of manufactur-
ers [77].
The sector not only produces devices, but also uses IoT tech-
nology itself. According to Fig. 3, the manufacturing sector
is seeing the largest growth in terms of M2M connections
in Verizon’s network. Following the levels of Fig. 2, we now
present types of industrial applications.
Simple remote monitoring applications increase visibility by

embedding location-aware wireless sensors into products and
wearables [104]. This allows for a continuous tracking of per-
sons and assets, like available stock and raw materials, on-
and offsite over cellular or satellite connections. [104] fur-
ther mentions sensors which can detect hazards or security
breaches by the instrumentation of products and wearables.
Embedding sensors into production machinery will allow for
the monitoring of individual machines with high granularity
along the process chain. It should be added, however, that
the automatic detection of such events necessarily requires
an analysis and interpretation of measurements.
The aggregation of data from the same type of sensors sup-
ports the confidence in the accuracy of analysis results. More-
over, the fusion of data from different types of sensors ad-
vances remote monitoring of larger units, like systems, pro-
cesses and their environment. For instance, [91] visually
identify and quantify different types of productions modes
in steel processing by summarizing multi-dimensional sensor
data with algorithms for dimensionality reduction.
Models derived from heterogenous data sources by batch
analysis may provide insights into the correlations between
multiple dimensions of process parameters and a target value.
According to [104], the timely identification of failure states
can lead to less disruption and increase uptime in compar-
ison to regular human maintenance visits and inspections.
It should be added that once trained, data analysis models
can often be made directly operational, and be used, for in-
stance, for the automatic detection of critical patterns. For
instance, learned models may be deployed early in the pro-
cess for the automatic real time prediction of a product’s
final quality [91], allowing for timely human intervention.
Here, resources might be saved by omitting further process-
ing of already defect products. Based on human knowl-
edge, control parameters might be adjusted such that a tar-
geted quality level can still be reached. In the context of
maintenance, the quantity to be predicted is machine wear
or failure. The timely detection of anomalies and machine
wear can help with reducing unplanned downtime, increas-
ing equipment utilization and overall plant output [91,104].
However, depending on the amount of generated data, batch
analysis as well as preprocessing all data in real-time can be
challenging [94]. Advanced applications therefore require
the development of new kinds of data analysis algorithms
(see Sect. 4.3 and Sect. 5.2).
Making data acquisition and analysis an integral part of pro-
duction systems could finally allow for the long time obser-
vation of changes in correlations between process parameters
and target variables. The importance of manufacturing for
the adoption of IoT is emphasized by the German initiative
"Industrie 4.0". It fosters the integration of production pro-
cesses, IoT technology and cyber-physical systems into a so
called smart factory. In this future type of factory, products
can communicate with their environment, for instance with
other products, machines and humans. In contrast to fixed
structures and specifications of production processes that
exist today, Reconfigurable Manufacturing Systems (RMS)
derive case-specific topologies automatically based on col-
lected data [16]. Hence, production will become more flex-
ible and customized. Reactions to changes in customer de-
mands and requirements may take only hours or minutes, in-
stead of days. RMS might further support the active testing
of hypotheses and targeted generation of new observations.
The resulting variability of large numbers of observations

SIGKDD Explorations Volume 18, Issue 1 Page 18



might then help with automatically distinguishing between
random correlations of parameters and those the target vari-
ables truly depend on. Such knowledge could then be used
for the automatic optimization and autonomous real-time
adaptation of production processes and their parameters to
new situations. The intelligent combination of data analysis
and control can thereby lead to more sustainable systems
which allow for major reductions in waste, energy costs and
the need for human intervention [25,91].

3.2 Transportation and Distribution
The sector of transportation and distribution belongs to the
early adopters of IoT. Here, according to [104], important
factors for the adoption of IoT technology are regulations
and competition which force higher standards of efficiency
and safety, as well as expectations of greater comfort and
economy. From 2013 to 2014, the sector has seen a 83% in-
crease of M2M connections in Verizon’s network (see Fig. 3).
The instrumentation of vehicles enables simple remote mon-
itoring applications that make it easier to locate and instruct
fleets of cars, vans or trucks [45]. Logging driver’s working
hours, speed and driving behavior can improve safety and
simplify compliance with regulations [104]. Customers can
be regularly informed about the delivery times of anticipated
goods. Even containers themselves are now equipped with
boards of very restricted capacities, which open up opportu-
nities of tracing and organizing the goods in a logistic chain
of storage and delivery [103].
Another example for new types of applications is the UBER
smartphone app which indicates the location of passengers
calling a taxi to nearby drivers and uses surge pricing to
fulfill demands for more taxis.
Advanced remote monitoring applications use data analy-
sis to aggregate data and may provide summaries of fleet
movements on a larger scale, like the average number of ve-
hicles traveling certain routes, thereby facilitating resource
planning [53].
Instrumentation allows car manufacturers deeper insights
into the use of their cars. Models derived by the batch anal-
ysis of data gathered from many cars could automatically be
deployed inside cars to identify or predict failure conditions.
These models may also provide information about the rela-
tionships between failures and underlying causes. According
to [104], such information would allow to pre-emptively is-
sue recalls, improve designs to iron out problems, and better
target new features to driver and market preferences. Intel-
ligence built into vehicles, like proximity lane sensors, auto-
matic breaking, head lamps, wipers, and automated emer-
gency calls can increase road safety [104].
Advanced applications, like autonomously driving vehicles [5],
require the embedded real-time analysis of data directly in-
side the vehicle. In addition, information sent by nearby
infrastructure, like traffic signals, traffic signs, street lamps,
road works or local weather stations might be taken into
account (see also Sect. 3.4). For navigation, vehicles may
remotely access current information on street maps.
At a larger scale, data gathered from many vehicles and in-
frastructure could be analysed and used to instruct vehicles
beyond their individual driving decisions. [54] developed a
sophisticated distributed analysis of local data from vans of
a fleet, which allows to manage the overall fleet. Work or-
ders can be allocated in real-time more efficiently, adopting
to drivers, reacting to order changes, or other events. The

effects on cutting fuel costs, leading to more sustainable ve-
hicles and distribution systems has been shown [72]. Sim-
ilarly, through timely diagnostics, predictive analytics, and
the elimination of waste in fleet scheduling, the rail indus-
try is looking to achieve savings of 27 billion dollars globally
over 15 years [35].

3.3 Energy and Utilities
In the sector of energy distribution, IoT applications range
from telematics for job scheduling and routing, to bigger
ones extending the life of electricity infrastructure [104]. Ac-
cording to Fig. 3, the energy sector has seen an estimated
growth of 49% in the number of M2M connections from 2013
to 2014.
Concerning remote monitoring, the energy sector was the
first to introduce SCADA (supervisory control and data ac-
quisition). Smart meters increase visibility by providing
more granular data. Thereby they reduce the incovenience
and expense of manual meter readings or estimated bills.
Further, advanced remote monitoring provides more accu-
rate views of capacity, demand and supply over different
smart homes, made possible by visualizing summary infor-
mation obtained from data analysis [55, 65, 116]. Based on
such information, sustainability may be improved through
better resource planning and cutting energy theft. Accord-
ing to [104], in 2014, 94 million smart meters were shipped
worldwide and it is predicted that by 2022, the number of
smart meters will reach 1.1 billion. One target of the Euro-
pean Union is to replace 80% of meters by smart meters by
2020, in 28 member countries.
Beyond monitoring applications, the batch analysis of data
from smart homes may help with giving recommendations
for saving energy and enable more sophisticated energy man-
agement applications [116]. Oil and gas companies can cut
costs and increase efficiency by early predicting the failure
of artificial components, local weather conditions, and the
automated start up and shutdown of equipment [104]. On a
larger scale, the smart grid connects assets in the generation,
transmission and distribution infrastructures. Especially in
recent years, energy use has become harder to predict, due
to a decentralization of energy production. The prediction
of wind power [99] and photovoltaic power [108] is impor-
tant in order to better understand grid utilization. Data
analysis may increase efficiency and optimize the infrastruc-
ture [55]. The embedded real-time analysis of data could
enable even more sustainable distributed energy generation
models in which highly autonomous systems react dynam-
ically to changes in energy demand and distribute energy
accordingly.

3.4 Public Sector
In the public sector, M2M connections have grown by 46%
from 2013 to 2014 according to Fig. 3. It is estimated that
by 2050, 66% of humans will live in urban areas [102] and
75% of world’s energy use is taking place in cities [104].
The IoT promises the delivery of more effective services to
citizens, like citizen’s participation, controlling crime, the
protection of infrastructure, keeping power and traffic run-
ning, and building sustainable developments with limited
resources [104]. The IoT thus enables municipal leaders to
make their communities safer and more pleasant to live, and
to deal better with demographic changes [104].
The instrumentation of cities with sensors may lead to more
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sustainable resource usage by simple remote monitoring ap-
plications. For instance, currently it takes 20 minutes on
average to find a parking space in London [104] and 30% of
congestion in cities is caused by people looking for a park-
ing space [84]. The smart city of Santander [86] has instru-
mented, among others, parking lots. Their space utiliza-
tion could be tracked and provided as information to smart
phone apps. Advanced applications may also identify trends
and anomalies in parking data [115]. Similar tracking apps
could support car-sharing or unattended rental programs
that offer on-demand access to vehicles by the hour [104].
More advanced remote monitoring applications could indi-
cate the crowdedness of neighboring cities by aggregating
data with the help of data analysis. Using real-time anal-
ysis, they might as well give direct recommendations, for
instance which city to visit for more relaxed shopping.
Resource savings can also be expected from a more sus-
tainable management of water. IBM offers an intelligent
software for water management that uses data analysis for
visualization and correlation detection [50]. According to
IBM, the software helps to manage pressure, detect leaks,
reduce water consumption, mitigate sewer overflow and al-
lows for a better management of water infrastructure, assets
and operations.
Currently, up to 40% of municipal energy costs come from
street lighting [109]. The European Union has set a target to
reduce CO2 emissions of professional lighting by 20 million
tons by 2020 [104]. Predictive models obtained through data
analysis enable smart streetlights that automatically adjust
their brightness according to the expected volume of cars
and weather conditions. In a case study it was shown that
the city of Lansing, Michigan, could thereby cut the energy
and maintenance costs of street lighting by 70% [88,104].
Further resources might be saved by using more intelligent
transportation and traffic systems. Predicting traffic flow
on the basis of past data that has been measured by sen-
sors in the streets offers drivers an enhanced routing. The
German government estimated a daily fuel consumption in
Germany due to traffic jams of 33 millions of liter, a waste
of time in the range of 13 million hours and concludes that
traffic jams are responsible for an economic loss of 259 mil-
lion Euro per day. For instance, the SCATS system [83]
provides traffic flow data for different junctions throughout
Dublin city. Simple remote monitoring can provide data
about the current traffic flow to individual drivers by plot-
ting counts of cars on a digital street map. The batch analy-
sis of traffic data could help with determining factors causing
traffic jams, which in turn might be used by traffic man-
agers to adapt the street network accordingly. For the City
of Dublin, traffic forecast derived from a spatio-temporal
probabilistic graphical model, was exploited for smart rout-
ing [62]. In the future, such recommendations may be as well
given to autonomously driving vehicles (see also Sect. 3.2).
Embedding data analysis everywhere in a city and combin-
ing the data from multiple heterogenous systems and other
cities may even provide larger value. Such combination
could provide a holistic view of everything, like energy use,
traffic flows, crime rate and air pollution [104]. Correlations
and relationships between seemingly unrelated variables are
not necessarily obvious. For instance, according to the bro-
ken windows theory, the prevention of small crimes such as
vandalism helps with preventing more serious crimes. How-
ever, critics state that other factors have more influence on

crime rate. Up to now, such theories are hard to test and
validate, since studies conducted by humans can only fo-
cus on a limited number of influence factors and might be
biased. The instrumentation of many different cities and ar-
eas could increase the number of observations and help with
obtaining more objective and statistically significant results.
Long time observation of many different variables and active
hypothesis testing, for instance by giving recommendations
to city planners, may help with the detection of causes that
underly phenomena. The insights gained may then enable
better policy decisions.

3.5 Healthcare and Pharma
According to Fig. 3, healthcare has seen the smallest growth
in M2M connection from 2013 to 2014. Similarly, Gartner
estimates that it will take between five and 10 years for a
full adoption of the IoT by health care. This slow adoption
rate may be explained by strict requirements for keeping
data of patients private and secure [42], with the IoT posing
many challenges for privacy and security (see also Sect. 4).
Despite such difficulties, the number and possible impact of
IoT applications in healthcare is large.
The instrumentation of healthy citizens as well as patients,
devices or even whole hospitals with different kinds of sen-
sors enables different kinds of remote monitoring applica-
tions. It starts with consumer-based devices for personal
use. In two years, there will be 80 million wearable health
devices [42], like fitness trackers and smart watches. New
kinds of devices are able to monitor not only the number
of steps taken or calories, but also pulse rate, blood pres-
sure, or blood sugar levels. The aggregation of these kinds
of different information requires data analysis [36]. Mon-
itoring might promote healthy behavior through increased
information and engagement [57]. In addition, physicians
may get more holistic pictures of their patients’ life styles,
which eases diagnosis [18].
Monitoring can be done remotely and continuously in real
time, beyond office visits, with patients staying at home [18,
25,70]. Emergencies can be detected early, like with breath
pillows for children or Ion mobility spectrometry combined
with multi-capillary columns (MCC/IMS) that can give im-
mediate information about the human health status or infec-
tion threats [47]. In the case of chronic illnesses, practition-
ers get early warning of conditions that would lead to un-
planned hospitalizations and expensive emergency care [25,
42,45,57]. Monitoring alone could reduce treatment costs by
a billion dollars annually in the US [25]. According to [42],
estimates show a 64% drop in hospital readmissions for heart
failure patients whose blood pressure and oxygen saturation
levels were monitored remotely. Similarly, at-risk elderly
individuals may longer stay in their own homes. Here, re-
mote monitoring can reassure loved ones by detecting falls
or whether an indivdual got out of bed in the morning, or
whether an individual took his or her medicine [57].
Monitoring may as well help with drug management and
the detection of fraudulent drugs in the supply chain, by
incorporating RFID tags in medication containers and fi-
nally embedding technology in the medication itself [45]. In
hospitals, medical equipment like MRIs and CTs can be con-
nected and remotely monitored, helping with maintenance,
replenishing supplies and reducing expensive downtime [42].
While conditions based on a few measurements may be de-
tected automatically based on hard-wired rules, the detec-
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tion of more complex patterns necessarily requires the anal-
ysis of data.
Data analysis is also needed, if we want to identify critical
patterns in patient’s vital parameters [51, 60] or in move-
ments through hospitals and optimize flow [42]. The analy-
sis of multi-dimensional data is necessary for discovering de-
pendencies between many variables, like, e.g., the duration
of treatments and waiting times at other wards. Data anal-
ysis provides doctors with insights of scientific value, taking
the data gathered by many individuals as population-based
evidence [57]. Clinical and nonclinical data of larger popu-
lation samples may help to understand the unique causes of
a disease. Finally, data analysis that was directly embed-
ded into devices like electrocardigrams (ECG) or wireless
electrocardiograms (WES) could help with the detection of
emergency cases in real-time [24].

4. DATA ANALYSIS CHALLENGES
The previous section has given many examples of applica-
tions in diverse sectors, showing that advanced levels of con-
trol not only require the instrumentation of devices, but also
an analysis of the acquired data. These examples support
our view expressed in Fig. 2 that it is data analysis which
enables advanced types of control. Unfortunately, the IoT
poses new challenges to data analysis. The following sections
present problems in terms of security and privacy, technical
issues as well as algorithmic challenges which require re-
search on new types of data analysis methods.

4.1 Security and Privacy
Despite IoT’s anticipated positive effects, it also poses risks
for our security and privacy. Especially sectors that deal
with highly personalized information, such as healthcare
(see Sect. 3.5), require according means for the secure and
privacy-preserving processing of data. Apart from having to
make existing data analysis code more secure, analysis can
as well provide solutions to decrease existing threats.

Security. The biggest security risk of IoT stems from its
biggest benefit, namely the connection of physical things to
a global network. In the past, security breaches were mostly
restricted to the theft and manipulation of data about phys-
ical entities. However, the IoT allows for a direct control
of the physical entities themselves, many of which belonging
to critical infrastructures in sectors previously mentioned.
Without security measures, malware like viruses could eas-
ily spread through many of IoT’s connected networks, po-
tentially resulting in disasters at a global scale [32,37].
Data analysis algorithms can be made secure by design.
However, existing code bases weren’t necessarily designed
and implemented with security in mind. In the past, al-
gorithms could be expected to run mostly in environments
which weren’t publicly accessed. Further, the way how data
has been input into analysis software was relatively con-
trolled. With the IoT, analysis code will run on devices
directly exposed to an open network environment and is
thus suspectible to malicious hacking attempts. It will be
much harder to ensure that data originates from trustworthy
sources and is in appropriate format. Hackers might gain
access to sensors and other embedded devices [32, 37, 81],
or install rogue devices that interfere with existing network
traffic [81]. Hence, it becomes more and more important to

make data analysis code more robust by penetration test-
ing [33] and differentiate hacking attempts from usual sensor
failure. Also, legal liability frameworks must be established
for algorithms whose decisions are fully automated [25].
At the same time, data analysis might provide solutions
for the automatic detection or even prevention of security
breaches. For instance, outlier and novelty detection algo-
rithms which examine deviations from normal behavior have
already been used successfully in fields like intrusion or mal-
ware detection [10,17].

Privacy. Another of IoT’s challenges is the protection of
citizens’ privacy. As Mark Weiser already stated in 1991,
"hundreds of computers in every room, all capable of sens-
ing people near them and linked by high-speed networks,
have the potential to make totalitarianism up to now seem
like sheerest anarchy" [106]. Since it became known that in-
telligence agencies of democratic states are spying at other
friendly states and their citizens [96], the topic of privacy
has developed an especially high brisance. It also plays a
large role in business sectors where data is highly person-
alized. For instance, data in healthcare must be especially
protected.
One problem is that with small embedded devices vanishing
from our sight, people might not even recognize that data
about them is getting acquired. Further, it may not be en-
tirely clear how data given away will be combined later on
and what can then be derived from it. For instance, as re-
search on learning from label proportions [79, 93] suggests,
information that seems harmless all by itself, like public elec-
tion results, may become problematic once it is combined
with data from other sources, such as social web sites.
It is important to mention, however, that several of the
aforementioned benefits from data analysis can be achieved
without highly personalized data [41]. For instance, disease
research based on population-based evidence (see Sect. 3.5)
would yield the same results with anonymized observations.
If that doesn’t suffice and enough samples are present, data
can further be aggregated to guarantee k-anonymity [95].
Related is the problem of learning from label proportions [79,
93]. Where more privacy is needed, the challenge consists
of developing distributed analysis algorithms that derive a
model without exchanging individualized records between
different networked nodes (for instance, see [27]).

4.2 Technical Challenges
Technical challenges of IoT mainly concern networking tech-
nology, devices interoperability, as well as increasing the life-
time and range of wireless battery-powered devices. Here,
we list the technical problems that every application of data
analysis has to face.

Data Understanding. One envisioned scenario for the anal-
ysis of IoT generated data is that as people connect new
devices to the IoT, their data is automatically getting anal-
ysed, together with the data of other already existing de-
vices. Data analysis being successful, however, depends
much on the correct preprocessing of data, which in turn
depends on the types and ranges of features of observations.
This information can be estimated from the data. However,
it can be difficult to assess the quality of such estimations
without ground truth. For instance, outlier detection al-
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gorithms may indicate measurements which occur only sel-
dom. However, without additional background knowledge
provided by experts, it is impossible to determine automat-
ically if values are still inside physically meaningful ranges
or caused by sensor failure. Similarly, peak detection al-
gorithms might wrongly identify noise as relevant patterns.
These problems could easily be solved if manufacturers made
their sensors and embedded devices queryable and provided
meta data, e.g. meaningful ranges and noise levels of theirs
sensors.

Standardization. The ability to query sensors and devices
for meta information requires standardized protocols. A
similar standardization is needed for the exchange of raw
data. Especially in industry, closed systems with propri-
etary data formats complicate the exchange of data between
distributed components and make automated data analysis
unnecessarily difficult [91]. Similarly important would be
a standardization of user interfaces for data analysis tools.
As Mark Weiser already noted in [106], technology becomes
unobtrusive once its user interfaces are as uniform and con-
sistent as possible. In contrast, today the user interface of
operating systems and applications often is their most dis-
tinguishing property and therefore a unique selling point.
Hence, a wide adoption of common standards requires that
profits made from IoT technology outweigh potential losses
caused by the lacking individualization of products.

Porting existing code bases. As Sect. 4.1 already dis-
cussed, existing code bases for data analysis must be made
more robust to operate in hostile network environments. In
addition, as more and more data analysis algorithms can
be expected to run directly on embedded and mobile de-
vices, existing code and related libraries need to be ported
to these platforms. The implementation language of choice
for embedded devices is C/C++. In contrast, much data
analysis code is written in Java and Python, whose virtual
machines and interpreters require too many resources to run
on small embedded devices like sensors. Currently, the same
algorithms must therefore be implemented in many differ-
ent versions, making the reuse of existing code more difficult.
Beyond modification of existing code bases, the IoT poses
several challenges that require research on new algorithms,
as described in the next section.

4.3 Algorithmic Challenges
Manual inspection of IoT generated data is possible only
in simple cases. Normally, since the amount of data gener-
ated by single sensors becomes too high, the analysis needs
to be fully automated. Further, the combination of data
from many heterogenous sources leads to high-dimensional
datasets that cannot be easily visualized or examined by
humans.
Automated data analysis methods have been developed in
the fields of signal processing and computer vision [29], statis-
tics [46], artificial intelligence [82], machine learning [71],
data mining [44] and databases [39], to name just some text
books. Among them are sophisticated methods that can
generalize over raw data, deriving models that describe pat-
terns and relationships which statistically hold on expec-
tation also for unseen observations. Such methods will be
called learning algorithms in the following. Unsupervised
learning algorithms find general patterns and relationships

in the data. Supervised algorithms find such patterns in re-
lation to a specified target value, which at best should be
given as label for each observation. The difficulty in both
cases is that the model must be derived only from a given
finite sample of the data, while the probability distribution
generating the data is unknown (for a more formal defini-
tion of the problem, see [46]). Many learning algorithms
assume the sample to be given as a single batch which can
be processed in a random access fashion, potentially making
several passes over the data. Observations are assumed to
have a relatively homogenous structure and fixed represen-
tation.
The IoT poses new challenges to data analysis. At the data
generating side, devices are often highly resource-constrained
in terms of CPU power, available main memory, external
storage capacity, energy and available bandwidth. Algo-
rithms working at the data generating side must take these
constraints into account. Also the underlying data distribu-
tion may change which is known as concept drift [117]. For
instance, due to wear, the accuracy of sensors may decrease.
At the receiving side, e.g. a data center, the combination of
data from many different sources may create huge masses of
heterogenous data. It is estimated that in total, the IoT will
generate 4.4 trillion GB by 2020 [75]. Hence, the problem
consists of having to analyse big data [67,76], which is char-
acterized by large volume (terabytes or even petabytes of
data), heterogenity (different sources and formats) and ve-
locity (speed of generated data). High volume and velocity
prohibit several passes over the data, and thus require new
types of algorithms. In addition to the big data problem,
the analysis of IoT data are distributed and asynchronous.
Just to illustrate an effect of this particular setting, let us
look at IoT devices dynamically entering or leaving the net-
work. This contradicts an assumption underlying almost all
data analysis approaches, namely that the representation of
observations, e.g. the number of features, does not change
over time.

5. DISTRIBUTED DATA ANALYSIS
The requirements of algorithms for the analysis of IoT gen-
erated data are largely determined by the hardware and
network environment in which they are expected to run.
Depending on volume and rate of data generation, as well
as the particular analysis problem, data must either be al-
ready preprocessed and analyzed at the generating side, on
network middleware or sent to a data center. Each scenario
comes with its own set of advantages and disadvantages, con-
straints and particular challenges. Based on specifications
found on websites of cloud providers and manufacturers, we
have compiled a list of computing environments and device’s
properties for a quick and easy comparison in Fig. 4.
The current focus is on the centralization of data in the
cloud and its analysis by high performance computing [19,
23, 31, 43, 76]. Cloud computing allows for highly scalable
distributed systems that solve tasks in parallel by means
of virtualization. Virtual instances of nodes in a network
are independent from the particular physical nodes they run
on. Hence, new instances can easily be added and removed
depending on current computational demands. Computa-
tion follows the paradigm of parallel computing in so far as
modern frameworks shield programmers as much as possi-
ble from the intricate details of distributed systems. For
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Comparison of Networked Devices

Data Center Devices Small Embedded Devices and Sensors

• Unlimited power supply 
• CPU in the GHz range 
• Multiple cores 
• Gigabytes of main memory 
• Terabytes of secondary storage 
• Local Area Network 
• Relatively reliable network 
• Bandwidth is GB/s 
• Free choice of data partitioning 
• Standard OS + arbitrary 
   programming language

• Battery-powered or unlimited 
• CPU in the MHz range 
• Single core 
• Kilobytes or megabytes of main memory 
• Gigabytes of secondary storage 
• LAN, wireless or mobile phone network 
• Reliable or unreliable network 
• Bandwidth is kB/s or MB/s 
• No choice of data partitioning 
• Tiny OS + C/C++, Assembler, FPGA

Mobile and Larger Embedded 
Devices, Network Middleware

• Battery-powered or unlimited 
• CPU in the MHz to GHz range 
• Multiple cores or single core 
• Few gigabytes of main memory 
• Gigabytes of secondary storage 
• Wireless or mobile phone network 
• Unreliable network 
• Bandwidth is kB/s or MB/s 
• No choice of data partitioning 
• Phone OS, embedded OS + 
   JAVA or C

Figure 4: Comparison of computing environments and device types

instance, the scheduling and execution of code, the creation
of threads or processes, synchronization as well as message
passing are handled automatically. Failures that can occur
in distributed systems are taken care of by redundancy and
the automatic rescheduling of processes. The main task for
programmers is to divide their problem into smaller sub-
problems which can be worked on in parallel. How and
where code is executed is mostly transparent, giving the im-
pression of a single big machine instead of many nodes.
As more and more devices are getting connected, existing
network hardware and infrastructure will no longer suffice
to handle the expected network traffic [19, 25, 26, 70, 76].
Whenever the rate of data generation is higher than avail-
able bandwidth, data must be analysed on the generating
devices themselves or at least be reduced before transmission
into the cloud [40,80,101]. In the following, algorithms that
process or analyse data directly where it is acquired will be
called decentralized. In case they need another node for coor-
dination, data and computation are at least splitted between
local nodes and the coordinator. Decentralized algorithms
which need no coordinator and exchange information only
with local peer nodes will be called fully decentralized. Ide-
ally, decentralized analysis algorithms should exchange less
information than all data between nodes.
The next section presents the ideas and constraints of cur-
rent cloud-based data analysis approaches in more detail,
while the following section discusses the need for decen-
tralized data analysis algorithms in more communication-
constrained scenarios.

5.1 Data Centers and Cloud Computing
One option for the analysis of IoT generated data is its cen-
tralization at a data center. Cloud computing solutions are
offered by different service providers. They allow for an
easy and cost-efficient upscaling of computing and storage

resources. Depending on the rate of data generation, there
exist two different models of data processing: Data may
either be stored and analysed as a batch, or it must be pro-
cessed directly as a stream.

Batch analysis. Huge data masses which do not fit in one
server require the distribution of data over different con-
nected storage devices. This is, for instance, accomplished
by saving chunks of arriving data in a distributed file sys-
tem such as HDFS [85]. Once the data is stored, it can
be analysed as a batch by distributed algorithms that solve
tasks cooperatively. Each machine in a data center may
have multiple cores, which algorithms can exploit for paral-
lel execution. CPUs are in the gigahertz (GHz) range and
main memory has several gigabytes. Machines are usually
connected in a local area network (LAN) where connections
are relatively reliable. Technologies such as Infiniband and
100 Gigabit Ethernet allow for high bandwidths which are
comparable to direct main memory accesses. Reading from
dynamic random access memory (DRAM) can be about one
order of magnitude faster than reading from external storage
mediums, like solid-state drives (SSDs). A reorganization of
data would therefore be an expensive operation. Hence, it
is desirable to read data from disk only once. This can be
achieved by moving code to the machine storing the data
and executing it locally.
The distributed batch analysis of data is currently supported
by different frameworks. Hadoop [107] is a popular frame-
work. It follows the map and reduce paradigm known from
functional programming, where the same code is executed on
different parts of the data and the results are then merged.
Map and reduce is especially well-suited for problems that
are data parallel. This means that tasks can work indepen-
dently from each other on different chunks of data, reading it
only once, without synchronization or managing state. The
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paradigm lends itself well for data analysis algorithms which
process subsets of observations or features only once. Some
algorithms for counting, preprocessing and data transforma-
tion fall into this category.
More advanced data analysis algorithms, especially learning
algorithms, often require the combination of data from dif-
ferent subsets. They also need to make several passes over
the data, and synchronize shared model parameters. For in-
stance, the k-Means clustering algorithm [64] repeatedly as-
signs observations to a globally maintained set of centroids.
Similarly, many distributed optimization algorithms used in
data analysis maintain a globally shared set of model param-
eters (see also [13]). In map and reduce, distributed com-
ponents are assumed to be stateless. One way to maintain
state between iterations would be to access, for instance, a
database server which is external to the Hadoop framework.
However, this would require the unnecessary and repeated
transmission of state over the network. For the implemen-
tation of stateful components, lower level frameworks like
the Message Passing Interface (MPI) [2] or ZeroMQ [49] are
usually better suited. These frameworks allow for long run-
ning stateful components and full control over which data is
to be sent over the network.
Distributed variants of well-known data analysis algorithms,
like k-Means clustering [64] and random forests [15], have
been implemented in the Apache mahout [98] framework
that works on top of Hadoop. However, the framework con-
tains only few algorithms, as research on distributed data
analysis algorithms for high performance computing is still
ongoing.

Analysis of streaming data. Whenever batch processing
isn’t fast enough to provide an up-to-date view of the data, it
must be processed as a stream [9,26]. The Lambda architec-
ture by Marz [67] is a hybrid of batch and stream processing.
The batch layer regularly creates views on historical data.
The speed layer processes current data items which come in
while batch jobs are running, and creates up-to-date views
for this data. Both views are combined at a service layer,
which provides a single view on the data to users. A disad-
vantage of the Lambda architecture is that algorithms must
be designed and implemented for different layers. Kreps [58]
therefore proposed the Kappa architecture, in which all data
is treated as a stream.
Several frameworks support the development of streaming
algorithms (for one framework and an overview, see [9]).
Related analysis algorithms are still an active area of re-
search [38] and are currently implemented in different frame-
works [7, 30,97].

The centralization of all data in the cloud offers several ben-
efits. The often complicated network infrastructure needed
for distributed computing as well as the corresponding ma-
chines are fully managed by the provider. Due to providers’
expert knowledge, security risks might decrease. Customers
pay only for those services they really use, such that it be-
comes easier and less costly to accomodate for spikes in net-
work traffic. As long as the data analysis algorithms to
be executed and their components can be fully parallelized,
scalability is just a matter of adding new machines.
However, the centralization of all data also poses risks for
privacy and may have disadvantages. In the case of data
theft, all data may suddenly become accessible. Further,

Table 1: Data transfer rates of different technologies

Technology Rate Type

EDGE 237.0 kB/s Mobile Phone
UMTS 3G 48.0 kB/s Mobile Phone
LTE 40.75 MB/s Mobile Phone
802.15.4 (2.4 GHz) 31.25 kB/s Wireless
Bluetooth 4.0 3.0 MB/s Wireless
IEEE 802.11n 75.0 MB/s Wireless
IEEE 802.11ad 900.0 MB/s Wireless
Solid-state drive (SSD) 600.0 MB/s Storage
eSATA 750.0 MB/s Peripheral
USB 3.0 625.0 MB/s Peripheral
VDSL2 12.5 MB/s Broadband
Ethernet 1.25 MB/s Local Area
Gigabit Ethernet 125.0 MB/s Local Area
100 Gigabit Ethernet 12.5 GB/s Local Area
Infiniband EDR 12x 37.5 GB/s Local Area
PC4-25600 DDR4 SDRAM 25.6 GB/s Memory

the cloud itself poses a single point of failure. Whenever
data is generated at a higher rate than can be transmitted,
either due to a limited bandwidth or high latency, the cloud
can become a bottleneck for real-time analysis and control.
Such cases require the local processing and reduction of data
directly at the data generating side, as argued for in the next
section.

5.2 Communication-constrained Scenarios
A central analysis of IoT generated data requires its trans-
mission over a network. However, due to technical limi-
tations, the transmission of all data to a central location,
like a data center, is not always possible. Either the data
generating devices themselves are highly communication-
constrained, or the available bandwidth is too limited. More-
over, there exist cases where privacy concerns, security con-
cerns, business competition or political regulations prohibit
the centralization of all data.

Communication-constrained devices. One of mobile de-
vices’ biggest constraint is that they are battery powered.
Devices having much less computational power, like embed-
ded devices or smart sensors, can be battery powered as
well, even if they aren’t mobile. Sending and receiving data
is known to be one of the most energy draining operations
on mobile devices [22] and smart sensors [63]. Hence, com-
munication must be traded off against computation.

Limitations of bandwidth. There exist several scenarios in
which the available bandwidth does not suffice to transmit
all data to a central location. IoT generated data may stem
from devices that are connected wirelessly. Table 1 shows
typical transfer rates for different kinds of network tech-
nologies and bus systems. It becomes apparent that wire-
less networks provide much lower bandwidths than LANs
which are used in data centers. For instance, ZigBee net-
works based on IEEE 802.15.4, a specification for personal
area networks consisting of small, low-power digital radios,
have a data transmission rate of only 31.25 kB/s. Mobile de-
vices, like smartphones or tablets, are relatively powerful in
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Figure 5: Common types of data partitioning

terms of computation and available main memory (see also
Fig. 4). They easily may generate data at higher rates than
can be transmitted over mobile telephone interfaces. Other
applications, like those in earth science [112] or telescopes
in physics [11], produce masses of data whose transmission
over satellite connections is in the range of years. Masses of
data are also generated by high throughput applications, like
Formula One racing [89], which require a real-time analysis
of large amounts of data [26]. Similarly, analysis and con-
trol in manufacturing can have real-time constraints [91,94].
In cases where reaction times lie in the range of a few sec-
onds, it seems risky to send production parameters first into
the cloud for preprocessing and analysis, which then com-
putes an answer. Depending on latency, which can be high
with Internet based services, the answer may come too late.
Finally, bandwidth becomes more limited with more net-
work participants. With the IoT, those will likely increase
as more and more devices are getting connected to the same
network segments [76]. According to [70], "how to control
the huge amount of data injected into the network from the
environment is a problem so far mostly neglected in the IoT
research".

Privacy concerns and regulations. Privacy concerns and
regulations may entirely prohibit the transmission of data to
a central location. Or, privacy-preserving algorithms may
transmit data, but not the original records. Further, net-
work usage might be constrained by political or business
regulations, such that data cannot be centralized. Other
issues concern security and fail-safe operation. Centralized
systems pose single points of failure. The more control is de-
pending on data and its analysis, the more important it is to
guarantee its delivery. In the cloud computing scenario, ser-
vice provider and client may secure their end points, but
usually have no control over the transmission of packets
in between. A smart factory sending all its data into the
cloud, depending on a timely analysis for real-time opera-
tion, might come to a complete standstill in case of a network
failure. Even if the cloud is not available, continuous local
operation should at least be possible.

In all of the aforementioned cases, data must be directly
analysed on the generating devices themselves and be re-
duced before transmission (see also [8, 26, 40, 80]). For in-
stance, as shown in [63], the reduction of data before trans-
mission with the help of autogressive models reduced the
energy consumption of smart sensors (MEMS) by factors up
to 11. Similar reductions could be achieved with edge min-
ing [40], whose authors argue purely in favor of local data
preprocessing. However, local transformations and models
may not suffice to capture dependencies between highly cor-
related measurements from different sensors. In such cases,
decentralized algorithms are needed which build a global
model based on messages exchanged between peer nodes or
with a coordinator node. Such algorithms will necessarily
need to be designed differently from distributed algorithms
running in a data center. There, network technology allows
for transfer rates resembling those of main memory accesses.
Moreover, it may be freely decided how data is getting stored
and partitioned across machines. New storage and compute
nodes may be dynamically added to the network, based on
demand. However, on the data generating side, the kind of
data partitioning as well as the network structure are usu-
ally application dependent and given as fixed. Especially the
type of data partitioning can have a large influence on learn-
ing and the amount of data that needs to be communicated,
as shown in the following section.

6. TYPES OF DATA PARTITIONING
Data for learning is often given as a sample S of n observa-
tions, i.e. S = {x1, . . . ,xn}. For the following discussion,
w.l.o.g. it is assumed that observations are represented in
propositional form, i.e. described by a finite set of p different
features A1, . . . , Ap (also called attributes). Feature values
are stored in columns of a data table, with one observation
per row (see Fig. 5a). In distributed settings, data from this
table may be spread across nodes in two different ways [21].

Horizontal partitioning. In the horizontally partitioned
data scenario (see Fig. 5b), data about observation, i.e. rows
of the data table, are distributed across nodes j = 1, . . . ,m.
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All observations share the same features.
Horizontally partitioned sets of observations may be seen
as skewed subsamples of a dataset that would result from
centralizing and merging all observations. Hence, the dis-
tributed learning task consists of building a global model
from such local samples, with as few communication between
nodes as possible. Observations may be assumed to be in-
dependent and identically distributed, which for instance is
exploited by learning algorithms that merge summary infor-
mation independently derived from each subsample. In gen-
eral, there exist many distributed learning algorithms for the
scenario (for instance [14, 27,52, 65]), though only few algo-
rithms are truly suited for small devices (for a more detailed
treatment, see [6,90]). Communication costs for the scenario
are well understood in the sense that bounds have been es-
tablished for different classes of learning problems [4, 113].
For instance, [4] show that a distributed perceptron, which
is a linear classifier, can find a consistent hypothesis in at
most O(k(1 +α/γ2)) rounds of communication, k being the
number of nodes, supposed that data is α-well-spread and
all points have margin at least γ with the separating hyper-
plane.
An example task for learning in the horizontally partitioned
data scenario is link quality prediction in wireless sensor
networks (WSNs). We may assume that factors influenc-
ing link quality are the same across different wireless sensor
nodes, i.e. recorded features provide information about the
same underlying concept to be learned. However, the dis-
tributions of observations may differ for different parts of
the network. For instance, in certain parts the link quality
could be better than in other parts. The question is how to
learn a global model which represents the distribution over
all observations across nodes, without having to transfer all
observations to a central node.

Vertical partitioning. In the vertically partitioned data sce-
nario (see Fig. 5c), feature values of observations, i.e. columns
of the data table, are distributed across nodes j = 1, . . . ,m.
Shared is only the index column, such that it is known which
features belong to which observation. This might require a
continuous tracking of objects, which in the IoT would be
realized through globally unique identifiers for each entity.
The columns distributed over nodes constitute subspaces of
the whole instance space. These subspaces and their in-

dividual components (e.g. features), in supervised learning
including the target label, have a dependency structure that
is usually unknown before learning. Learning in the scenario
may thus be seen as a combinatorial problem of exponential
size: Which subset of features provides the most informa-
tion about the target concept (see also Fig. 6)? In supervised
learning, this is also known as the feature selection [87] prob-
lem, whereas in unsupervised learning similar problems oc-
cur in subspace clustering [59]. Several techniques have been
developed to tackle the exponential search space [56]. Most
of them are highly iterative and assume that features can be
freely combined with each other. In a decentralized setting,
however, such combination requires the costly transmission
of column information between nodes in each iteration step
and is thus prohibited. Hence, current approaches [28,61,92]
circumvent such problems by making explicit assumptions
on the conditional joint dependencies of features, given the
label.
In the context of the IoT, learning in the vertically parti-
tioned data scenario is relevant and common. The problem
occurs whenever a state or event is to be detected or pre-
dicted, based on feature values assessed at different nodes.
What exactly constitutes a single observation then is appli-
cation dependent. A common use case are spatio-temporal
prediction models, which use measurements of devices at dif-
ferent locations. Measurements may be related to each other
by the time interval in which they occur. The following list
gives examples of applications:

• In manufacturing, one is interested in predicting the
final product quality as early as possible [91,94], based
on process parameters and measurements at different
production steps. Similarly, the optimization of pro-
cess flow could benefit from a prediction of the time
it takes to assemble a product, based on the current
filling of queues and machine parameters at different
locations on a shop floor. In both cases, a single ob-
servation consists of features, like sensor measurements
and machine parameters, that are distributed and as-
sessed at different locations. Depending on the gran-
ularity of control to be achieved, predictions must be
either given after minutes, seconds or maybe also mil-
liseconds. The more time-constrained the application,
the more it might benefit from decentralized local pro-
cessing.

• Products are assembled from parts delivered by differ-
ent suppliers [105]. Optimal planning and scheduling
of assembly steps depend on a correct and continuous
estimation of parts’ delivery times. Those again are
determined by production and transportation param-
eters of individual suppliers. For instance, the delivery
of a particular part might be delayed due to the main-
tenance of a single production unit at one supplier.
Assembly time of a product is thus a global function
depending on local information (features) from differ-
ent suppliers, i.e. observations for learning this func-
tion are vertically partitioned. Even if it was tech-
nically feasable to centralize the raw production and
transportation data from all suppliers for analysis, it
would be unnecessary if the global function depended
only on a few local features. Moreover, due to privacy
concerns, it is unrealistic that suppliers would provide
raw data about their processes. Hence, a decentralized
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algorithm is needed that derives a global model from
local data, at the same time preserving privacy.

• The smart grid requires a continuous prediction of en-
ergy demand [55,65], based on local information about
energy usage at different smart homes [116]. Here, ob-
servations might represent the whole state of the en-
ergy grid, and consist of vertically partitioned features
at different locations describing local states. Instead of
centralizing raw meter readings from ten thousands of
households, communication could be spared by an ag-
gregation of local data or a combination of predictions
from locally trained models.

• Centralized traffic management systems analyse traffic
based on data from a hard-wired mesh of distributed
presence sensors [83]. While easy to design, central-
ized systems pose a single point of failure in case of
an emergency. With the addition of new sensors, they
may become a bottleneck, due to limited bandwidth.
Further, the maintenance of hard-wired sensors can be
expensive in case of failure, due to required construc-
tion work. A more decentralized system could con-
sist of cheap wireless sensors. Those may be attached
to existing infrastructure, like traffic lights, signs and
street lights. Traffic lights may then adjust themselves,
based on the prediction of traffic flow at neighboring
junctions. The flow measurements at each individual
junction can be interpreted as vertically partitioned
features of a single observation describing the current
state of all sensors. The learning task is to derive pre-
diction models from these distributed flow measure-
ments, without transmission of all data to a central
server [92].

• In healthcare, diagnoses of illnesses depend on many
factors, like a patient’s health care records, parents’
illnesses and current health parameters such as puls,
blood pressure, measurements from a blood sample,
an electroencephalogram or other specialized informa-
tion. With IoT technology, even more data becomes
available through fitness trackers or dieting apps (see
also Sect. 3.5). The features describing a single pa-
tient are thus distributed over different locations, like
several physicians, medical centers, and now even de-
vices or social websites. The centralization of all data
poses a threat to patients’ privacy. Hence, the learn-
ing task is to derive a global model for diagnosis from
local data, without transmission of raw data between
locations. The features of diagnoses from different ge-
ographical locations over certain time intervals could
then be combined to predict, for instance, epidemics
and their spread at a larger scale (see also [73]). Again,
the features from different locations over the same time
intervals constitute vertically partitioned observations.

7. RESEARCH QUESTIONS
The number of communication-efficient distributed data anal-
ysis methods for the vertically partitioned is much smaller
than those for horizontally partitioned data. There are many
open research questions, which mainly concern the relation-
ship between accuracy and communication costs. There-
fore, we first define how communication costs are measured

and what it means for an algorithm to be communication-
efficient. Then, an overview of typical components that ver-
tically distributed algorithms may consist of is given. It
is shown that the schema is general enough to cover com-
mon designs of distributed algorithms. Finally, open is-
sues and research questions are formulated that concern
communication-efficient learning.

7.1 Communication Costs and Efficiency
In most publications on distributed data analysis, commu-
nication costs are the total payload transmitted measured
in bits, i.e. excluding meta data, like packet headers. The
authors of [40] argue for a measurement of communication
costs by the number of transmitted packets. Although the
number of packets in certain cases might be a more exact
measure than the payload in bits, it is highly dependent on
chosen network protocols and the underlying network tech-
nology. Similar to measuring the run-time of algorithms in
seconds, it would make the comparison of results from dif-
ferent publications very difficult. A fair comparison would
require building the exact same network with the same hard-
ware and configuration. A solution could be network sim-
ulators, however, there doesn’t seem to exist a commonly
agreed on standard between different scientifc communities.
At least for batch transmissions of data, the number of pack-
ets to be sent is proportional to the payload in bits. From
there, we follow the argumentation in [40] that a reduction
of packets may reduce congestion and collisions on networks
with large amounts of traffic. This in turn reduces the num-
ber of acknowledgements and retransmissions, which should
enable better use of available bandwidth (i.e. higher trans-
mission rates or more network participants).
Central analysis requires the transmission of all data (or at
least all preprocessed data) to the coordinator node. We de-
fine a learning method to be communication-efficient if less
data than the whole dataset (optionally after local prepro-
cessing) is exchanged between local nodes and an optional
coordinator node. Method A is called more communication-
efficient than method B, if A is communication-efficient and
its communication costs are less than those of B.
The amount of data communicated per observation during
learning may differ from the amount communicated when
making an actual prediction. It should be noted that in the
vertically partitioned data scenario, at least some data must
be communicated for detecting a global state or predicting a
global event. Further, the supervised learning of local mod-
els may require the transmission of label information from
a coordinator. This is different from a horizontal partition-
ing of data, where each local node contains all the necessary
information (i.e. feature values and often also the label).

7.2 Distributed Setting and Components
Figure 7 gives an overview of the setting in the vertically par-
titioned data scenario and the distributed components that
algorithms may be designed of. Given are m+ 1 networked
nodes j = 0, . . .m, where nodes 1, . . . ,m are called local
nodes and j = 0 denotes a coordinator node. No assump-
tions are made on network topology or technology. Further,
"local" and "coordinator" are to be understood as roles that
physical nodes can have, and may change depending on con-
text.
Each local node acquires raw values, like sensor measure-
ments. Those may be locally preprocessed and transformed
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Figure 7: Problem setting and distributed components

into features for learning. It is assumed that the features of
the same observations are vertically partitioned across the
local nodes. Distributed components of learning algorithms
may do further local calculations on such features, and might
build or update local models. Once or iteratively, depend-
ing on algorithm, local nodes will either transmit raw val-
ues, features, models or predictions of such models to other
nodes, which in turn may preprocess the received data, and
do further calculations on them, like build or update a global
model, fuse predictions, etc. The setting as described is gen-
eral enough to cover the following common approaches for
designing distributed algorithms:

Central analysis Each local node transmits all of its raw
values to a coordinator node for further analysis. This
may include the stages of preprocessing, feature ex-
traction and model building. This is in principle what
cloud-based data processing proposes [19,23,31,43,76]:
While the coordinator may consist itself of distributed
components and solve the analyis problem in parallel,
from the perspective of local nodes it looks like a single
machine where all data is getting centralized. The de-
sign is not decentralized, as data and processing aren’t
split between local nodes and coordinator node, but all
processing is done at the coordinator node.

Local preprocessing, central analysis Local nodes pre-
process raw values and transform them into a repre-
sentation for learning. The representations are sent to
a coordinator, which builds a global model based on
them. While according to our former definition, this
design is decentralized, its form is very rudimentary,
as most of the processing is still done at the coordina-
tor. Depending on the processing capabilities of local

nodes and the particular learning task, such a design
might be the only viable option. The design fits ideas
mentioned in [40, 80, 101], whose authors’ propose to
reduce data locally before sending it to the cloud for
analysis. Privacy-preserving Support Vector Machine
(SVM) algorithms like [66,111] also follow this design,
but are not necessarily communication-efficient.

Model consensus Local nodes iteratively try to reach con-
sensus on a set of parameters among each other (peer-
to-peer), or on a set of parameters they share with a
coordinator node. At the end, each local node (or only
the coordinator) has a global model. As [13] demon-
strate, many existing analysis problems can be cast
into a consensus problem and then be solved, for in-
stance, with the Alternating Direction Method of Mul-
tipliers (ADMM). Algorithms of this sort are work-
ing fully decentralized, but are working iteratively and
may transmit more than the original data, depending
on their convergence properties.

Fusion of local models Each local node preprocesses its
own data and builds a local model on it. Such models
are then transmitted to a coordinator node or to peer
nodes, which fuse them to a global model. These algo-
rithms are working decentralized, as data and the load
of processing are shared among all nodes. In the ver-
tically partitioned data scenario, using a global model
usually requires the transmission of feature values of
observations whenever a prediction is to be made. An
example algorithm would be [48].

Fusion of local predictions Each local node preprocesses
its own data and builds a local model on it. When-
ever a prediction is to be made, only the predictions
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are transmitted from local nodes, and fused at the co-
ordinator or other peer nodes according to a fusion
rule. This could be, for instance, a majority vote over
predictions. Local nodes each transmit only one value
during prediction, but a fusion rule may not be as accu-
rate as a global model, depending on data distribution
and learning task. Examples would be [61,92].

While aforementioned approaches are common, there exist
hybrids also covered by the setting shown in Fig. 7. For
instance, in [28] local models are used to detect local out-
liers, which are then checked against a global model that
was derived from a small sample of all data.
According to our previous definition, the examples of dis-
tributed algorithms given above all learn from vertically par-
titioned data in a decentralized fashion. However, not all
are communication-efficient. Apart from the two mentioned
privacy-preserving SVMs which might send more data than
the whole dataset, the model consensus based algorithms
may send more data as well, depending on the number of it-
erations during optimization. The design of communication-
efficient decentralized algorithms in the vertically partitioned
data scenario leaves many open research questions of which
some are presented in the following.

7.3 Open Questions
Despite first successes in the development of communication-
efficient algorithms for the vertically partitioned data sce-
nario, there are still many open research questions left:

• Data analysis knows many different kinds of tasks, like
dimensionality reduction, classification, regression, clus-
tering, outlier detection or frequent itemset mining.
How does the task influence communication costs when
the data is vertically partitioned? And how does the
design change with the task?

• As first results suggest, the accuracy of communication-
efficient algorithms in the vertically partitioned data
scenario very much depends on the data being anal-
ysed. What influence have different data distribu-
tions on the communication costs and accuracy of al-
gorithms? How is the design of algorithms affected?

• What are bounds on communication, i.e. how much
information must be at least and at most communi-
cated to learn successfully from vertically partitioned
data?

• How can the supervised learning of local models be
made more communication-efficient in cases where la-
bels do not reside on the local nodes, but must first be
transmitted to them? For instance, how can we learn
from aggregated label information?

• Many existing data analysis algorithms can easily work
on different numbers of observations, but expect the
number of features to be fixed. How can algorithms
that work on observations with features from different
sensors deal with the dynamic addition and removal of
sensors, i.e. features?

Beyond those questions, there are open issues concerning
distributed data analysis algorithms in general, i.e. also
those that work on horizontally partitioned data or in the

cloud. For instance, methods for feature selection, the opti-
mization of hyper parameters and validation are highly iter-
ative and work on different subsets of features and observa-
tions in each iteration. How can we adapt these algorithms
in such a way that the same data isn’t repeatedly sent over
the network or read from external storage? As the previ-
ous questions demonstrate, there is still a lot of research to
do before data analysis and the IoT will become seamlessly
integrated.

8. SUMMARY
After a short introduction to the IoT, it was argued for
data analysis being an essential part of it. By giving ex-
amples from different sectors, it was shown that already
remote monitoring applications may benefit from a sum-
marization of data with the help of data analysis. Complex
applications require more advanced and autonomous con-
trol mechanisms. These in turn depend on advanced data
analysis methods, like those that can analyse data in real-
time, adapt to changing concepts and representations and
test hypotheses actively. Beyond security, privacy and tech-
nical problems, especially algorithmic challenges need to be
tackled before such advanced applications will become a re-
ality.
Distributed cloud-based algorithms follow the paradigm of
parallel high performance computing. The cloud might seem
like the most convenient and powerful solution for the anal-
ysis of IoT generated big data, which is expected to have
large volume, high velocity and high heterogenity. However,
without substantial advances in network technology, band-
width will become more and more scarce with each new
device getting connected. The transmission of all data into
the cloud can already be infeasable, due to limited energy,
bandwidth, high latency or due to privacy concerns and reg-
ulations. Communication-constrained applications require
decentralized analysis algorithms which at least partly work
directly on the devices generating the data, like sensors and
embedded devices. A particularly challenging scenario is
that of vertically partitioned data, which covers common
IoT use cases, but for which not many data analysis algo-
rithms exist so far. The main research question is how to
design communication-efficient decentralized algorithms for
the scenario, while at the same time preserving the accuracy
of their centralized counterparts.
Several works achieved impressive resource savings by re-
ducing data with the help of analysis directly on embed-
ded devices and sensors. In the field of data analysis, re-
search on communication-efficient decentralized algorithms
is active, as several given citations demonstrate. It seems
surprising that many other surveys focus mostly on cloud-
based analysis solutions, ignoring the up-coming challenges
of communication-constrained IoT applications. We hope
to have closed this gap by our work and providing a com-
prehensive bibliography. We think that in the future IoT,
cloud-based and decentralized data analyis solutions will co-
exist and complement each other.
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ABSTRACT
In this workshop report, we give a summary of the Multi-
Clust workshop held in Chicago in conjunction with KDD
2013. We provide an overview on the history of this work-
shop series and the general topics covered. Furthermore,
we provide summaries of the invited talks and of the con-
tributed papers.

1. INTRODUCTION
Multiple views and data sources require clustering tech-
niques capable of providing several distinct analyses of the
data. The cross-disciplinary research topic on multiple clus-
tering has thus received significant attention in recent years.
However, since it is relatively young, important research
challenges remain. Specifically, we observe an emerging in-
terest in discovering multiple clustering solutions from very
high dimensional and complex databases. Detecting alter-
natives while avoiding redundancy is a key challenge for
multiple clustering solutions. Toward this goal, important
research issues include: how to define redundancy among
clusterings; whether existing algorithms can be modified to
accommodate the finding of multiple solutions; how many
solutions should be extracted; how to select among far too
many possible solutions; how to evaluate and visualize re-
sults; and eventually how to most effectively help the data
analysts in finding what they are looking for. Recent work

tackles this problem by looking for non-redundant, alter-
native, disparate, or orthogonal clusterings. Research in
this area benefits from well-established related areas, such
as ensemble clustering, constraint-based clustering, frequent
pattern mining, theory on result summarization, consensus
mining, and general techniques coping with complex and
high dimensional databases. At the same time, the topic of
multiple clustering solutions has opened novel challenges in
these research fields.
Overall, this cross-disciplinary research endeavor has re-
cently received significant attention from multiple communi-
ties. The MultiClust workshop is a venue to bring together
researchers from the above research areas to discuss issues
in multiple clustering discovery.
MultiClust 2013 was the 4th in a series of workshops. The
first MultiClust workshop was an initiative of Xiaoli Fern,
Ian Davidson, and Jennifer Dy and was held in conjunction
with KDD 2010 [7]. The successful workshop series con-
tinued with the 2nd MultiClust workshop at ECML PKDD
2011 [10] and the 3rd MultiClust workshop at SIAM Data
Mining 2012 [11]. Additionally, an upcoming special issue
of the Machine Learning Journal is dedicated to the Multi-
Clust topics. The aim of this special issue is to establish an
overview of recent research, to increase its visibility, and to
link it to closely related research areas.
Furthermore, in 2012, the 3Clust workshop was held in con-
junction with PAKDD [6]. It had a slightly different per-
spective but is very related to the MultiClust workshop top-
ics. Therefore, the organizers of 3Clust and some organizers
of previous MultiClust workshops teamed up for the 4th
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MultiClust workshop at KDD 2013, giving more emphasis
not only on emerging issues in the areas of clustering ensem-
bles, semi-supervised clustering, subspace/projected cluster-
ing, co-clustering, and multi-view clustering, but in partic-
ular on discussing new and insightful connections between
these areas. The vision is to make progress towards a unified
framework that reconciles the different involved variants of
the clustering problem.

2. SUMMARY OF THE WORKSHOP

2.1 Invited Talks
At MultiClust 2013 we had two very inspiring invited talks,
by Michael R. Berthold (University of Konstanz, Germany)
and by Shai Ben-David (University of Waterloo, Canada).

Michael discussed his approach to learning in “Parallel Uni-
verses”, with a focus on the application area of bio-chemical
and medical research (drug discovery). In this area, data ob-
jects are represented in very different, heterogeneous feature
spaces and complex data types such as molecular structures
or sequences, resulting also in different notions of similarity.
Objects that could be similar (and should be clustered) in
one of the representations might be very dissimilar in an-
other representation. At the same time, different data rep-
resentations are of different quality and partly faulty, out-
dated, unreliable or just noisy.
Learning (or clustering) in parallel universes is similar but
also different in some crucial aspects from related ap-
proaches to clustering. If the data objects are represented
in a high-dimensional but essentially homogeneous, numeric
feature space, we have a global similarity measure that can
be used for clustering. For multiple feature spaces of het-
erogeneous nature, many notions of similarity would be re-
quired. This is different from feature selection for clustering,
where one would choose the most informative or useful sub-
set of attributes. For a specific subset, there is usually no
interpretation possible. Feature selection approaches select
a subset of features from one, large universe and serve as
preprocessing for subsequent learning algorithms. Similarly,
projected clustering or subspace clustering selects subsets of
features for each cluster however not as a preprocessing but
as an integral step of the clustering procedure. Nevertheless,
the features of the complete feature space are thought to
belong to the same universe and the projected clustering or
subspace clustering algorithm works on this complete, single
feature space to select appropriate subsets. For clustering
in parallel universes, different subsets of features are sepa-
rated semantically from each other by their different nature
in the first place. The most similar notion is multi-view or
multi-represented learning; the idea there, however, is that
the same concept can be learned in different representations
and, especially in the setting of co-learning, the learning
process in one representation can help or guide the learning
process in another representation. In multi-instance learn-
ing, finally, the same object can have different representa-
tions in the same feature space, for example, a molecule can
have different 3D confirmations.
For the specific approach of learning in parallel universes,
Michael discussed some example approaches. Fuzzy cu-
Means [13] is an adaptation from the fuzzy k-means family
to the setting of parallel universes, where representations in
some universes can be completely noisy. For the example of

neighborgram clustering [5], Michael demonstrated the pos-
sibilities for the domain scientist to understand decisions of
the algorithm and gain insights by an illustrative view of the
results.

The other invited talk by Shai was focused on the gap be-
tween theory and practice in clustering. Although clustering
is one of the most widely used tools in data analysis and ex-
ploration, it is not clear a priori what a good clustering is for
a dataset. For many datasets, different clustering solutions
can be equally meaningful. How to turn clustering in an
actually well-defined task depends on the application, i.e.,
the domain expert can add some bias, expressing domain
knowledge. How to formalize such a bias is the motivat-
ing question for the points Shai was taking in his talk [14;
1; 2]. In particular, he discussed (1) general properties of
the input-output functionality of clustering paradigms, (2)
quality measures for clusterings, and (3) measures for the
clusterability of data.

1. In general terms, if we consider functions that take as
input a dissimilarity function over some domain S (or,
alternatively, a matrix of pairwise “distances” between
points in the domain), and provide as output a par-
tition of S, we would like to have properties that can
distinguish “clustering” functions from other functions
that output partitions. The ideal theory would de-
fine sets of properties to distinguish major clustering
paradigms from each other. This could even work hier-
archically. Shai showed examples of sets of properties
defining single-linkage clustering, and sets of proper-
ties defining linkage clustering.

2. A different approach for defining clustering paradigms
is given by measures of clustering quality. These can
also be analyzed with an axiomatic approach. Shai
names the properties “scale invariance”, “consistency”,
“richness”, and “isomorphism invariance” as a consis-
tent set of properties and names many clustering qual-
ity measures that satisfy these axioms.

3. Finally, clusterability can be seen as applying cluster-
ing quality measures on optimal clustering solutions
for a dataset.

As can be seen, the two invited talks covered very different
perspectives, Michael taking a perspective from his practical
application, Shai sharing thoughts from a theoretical point
of view. This broadness of aspects is a good reflection of the
scope of the MultiClust workshop series.

2.2 Research Papers
The contribution by Li et al. [9] discusses an approach to
multi-view clustering based on a Markov Chain Monte Carlo
sampling of relevant subspaces. A subspace is a subset of
input features, and is considered to be a state of a Markov
chain. The neighbors of a given state in the chain are the
immediate subsets (one feature removed) and supersets (one
feature added). The search in the chain is driven by the as-
sessed quality of the clustering structure in the correspond-
ing subspaces. Furthermore, in order to facilitate the discov-
ery of diverse views of the data, the search is biased in favor
of those subspaces that are dissimilar from the previously
detected ones.
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Clusters in subspaces are detected using the Mean Shift al-
gorithm, which is based on a non-parametric kernel density
estimation approach. The quality of a subspace is measured
in terms of the density of the clusters discovered therein.
A weighting term, measuring the similarity with previously
detected subspaces, is added to the density function, with
the effect of favoring the sampling of subspaces dissimilar
from one another. Two sampling processes are investigated:
simulated annealing and greedy local search.
The preliminary results measuring clustering quality are en-
couraging. Scaling the proposed method to a large dimen-
sionality, and the automatic identification of the number of
views, are interesting open challenges for future directions
the authors plan to pursue.

Babagholami-Mohamadabadi et al. [4] focus on the prob-
lem of distance-metric learning in a semi-supervised con-
text. The problem consists in learning an appropriate met-
ric distance for an input set of points based on a number
of must-link and/or cannot-link constraints that are defined
over the input points. The main novelty of the approach by
Babagholami-Mohamadabadi et al. is that, unlike most ex-
isting methods, it can profitably take advantage of the data
points that are not involved into any constraints. Based
on this intuition, the authors develop a novel linear metric-
learning method, which they also kernelize so to develop a
non-linear version of the same method. The optimization
strategy relies on the Deterministic Annealing EM (DAEM)
algorithm, which allows for finding a local maximum of the
proposed objective function.

Shiga and Mamitsuka [12] introduce a probabilistic genera-
tive approach to co-clustering that enables the embedding
of auxiliary information. External information associated
to both the rows and columns of the data matrix can be
added and incorporated in the inference process. The pa-
rameters over the row and column clusters are learned via
variational inference using an Expectation Maximization-
style algorithm. The authors test the effectiveness of the
proposed method using a gene expression dataset. They
represent the auxiliary information as graphs that connect
genes (or samples) known to be in the same cluster, accord-
ing to the ground truth. Comparisons against unsupervised
Bayesian co-clustering are in favor to the proposed tech-
nique, showing the positive effect of embedding the external
information. Semi-supervised co-clustering is a relevant ap-
proach in a variety of applications, including text mining
and recommender systems, where information regarding the
users and products allows us to perform prediction for new
users.

Kamishima and Akaho [8] distinguish “Absolute and Rela-
tive Clustering”. This difference is intended to relate to the
relationship between the data set and the clustering result.
In absolute clustering, the decision to cluster two objects
in the same cluster is independent of other objects. In rel-
ative clustering, the decision to cluster two objects in the
same cluster is depending on other objects, i.e., the clus-
tering task as a whole. The authors present several exam-
ples for their intuition. In the discussion, Shai Ben-David
questioned the idea by assuming that the class of absolute
clustering is probably empty. It would seem, however, that
the authors’ distinction can be an original approach to think
about semi-supervised clustering, where pairwise instance-
level constraints indeed specify desired decisions for pairs

of objects independently of the remainder of that data set.
How a (semi-supervised) clustering approach addresses such
constraints would be a different question.

Spectral graph partitioning is the topic addressed in the
short paper by Zheng and Wu [15]. The basic motivation for
this study is to try overcome an accuracy issue in spectral
modularity optimization — the repeated bisection process
performed by a traditional spectral modularity optimiza-
tion algorithm can fail in reaching global optimality due to
its greedy nature. In order to take into account the global
structure information in a graph, the spectral algorithm pro-
posed by Zheng and Wu aims to find better, multisection
divisions of the graph by extending the modularity matrix
to a higher order and making use of orthogonal vectors of
the Hadamard matrix for the representation of group assign-
ments of the vertices in the graph divisions. The modularity
matrix is randomly “inflated” to higher orders through the
Kronecker product, as to coordinate with the orthogonal
vectors. As a result, the graph can be cut into multiple
sections directly. In sparse graphs, the time complexity is
O(K4n2) for a graph of n vertices, where K is the estimated
number of communities.

3. CONCLUSIONS AND OUTLOOK
Clustering is a very traditional data mining task but at the
same time provides many new challenges. The MultiClust
workshop brings together researchers working at different
aspects of the clustering problem with a particular focus on
making use of multiple clustering solutions, envisioning a
unified framework reconciling and integrating the different
aspects of the clustering problem.
A continuation of the MultiClust workshop series is planned
as a Mini-Symposium at SIAM Data Mining (SDM) 2014:
http://uweb.dimes.unical.it/multiclust2014/.
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ABSTRACT 

We report on the Second Workshop on Mining Networks and 
Graphs held at the 2015 SIAM International Conference on Data 
Mining. This half-day workshop consisted of a keynote talk, four 
technical paper presentations, one demonstration, and a panel on 
future challenges in mining large networks. We summarize the 
main highlights of the workshop, including expanded written 
summaries of the future challenges provided by the panelists. The 
current and future challenges discussed at the workshop and 
elaborated here provide valuable guidance for future research in 
the field. 
Keywords 

Network mining, graph mining, big data, challenges. 

1. INTRODUCTION 
Real-world applications give rise to networks that are unstructured 
and often comprised of several components. Furthermore, they 
can support multiple dynamical processes that shape the network 
over time. Network science refers to the broad discipline that 
seeks to understand the underlying principles that govern the 
synthesis, analysis and co-evolution of networks. In some cases, 
the data relevant for mining patterns and making decisions comes 
from multiple heterogeneous sources and streams in over time. 
Graphs are a popular representation for such data because of their 
ability to represent different entity and relationship types, 
including the temporal relationships necessary to represent the 
dynamics of a data stream. However, fusing such heterogeneous 
data into a single graph or multiple related graphs and mining 
them are challenging tasks. Emerging massive data has made such 
tasks even more challenging.  
The 2015 SDM Workshop on Mining Networks and Graphs [21] 
brought together researchers and practitioners in the field to deal 
with the emerging challenges in processing and mining large-scale 
networks. Such networks can be directed as well as undirected, 
they can be labeled or unlabeled, weighted or unweighted, and 
static or dynamic. Networks of networks are also of interest. 
Specific scientific topics of interest for this meeting include 
mining for patterns of interest in networks, efficient algorithms 
(sequential/parallel, exact/approximation) for analyzing network 
properties, methods for processing large networks (i.e., Map-

Reduce and Giraph based frameworks), use of linear algebra and 
numerical analysis for mining complex networks, database 
techniques for processing networks, and fusion of heterogeneous 
data sources into graphs. Another particular topic of interest is to 
couple structural properties of networks to the dynamics over 
networks, e.g., contagions.  
The workshop consisted of a keynote talk by Ravi Kumar from 
Google, four technical paper presentations, a demonstration of the 
CINET Cyberinfrastructure for Network Science by Maleq Khan 
from Virginia Tech, and a panel on Future Challenges in Mining 
Large Networks. The panelists included Rajmonda Caceres from 
MIT Lincoln Lab, Nitesh Chawla from Notre Dame, Tina Eliassi-
Rad from Rutgers, David Gleich from Purdue, Christine Klymko 
from Lawrence Livermore, Ravi Kumar from Google, Jason 
Riedy from Georgia Tech, Aditya Prakash from Virginia Tech, 
and Yinghui Wu1 from Washington State. The workshop was co-
chaired by Lawrence Holder from Washington State, Maleq Khan 
from Virginia Tech, and Christine Klymko. 

In the following sections we summarize the presentations and 
discussions at the workshop. Each panelist has also provided a 
written summary elaborating on their future challenge. 

2. CURRENT DIRECTIONS FOR MINING 
NETWORKS AND GRAPHS 
Ravi Kumar gave a keynote talk entitled “Estimating Network 
Parameters.” Estimating the parameters such as the size and 
average degree of a large network, which cannot be accessed in its 
entirety, is a basic data mining question. Recently, the problems 
of estimating the size of the web, the size of a web index, the size 
and other parameters of online social networks, etc. have been 
actively considered in the context of World Wide Web [12].  In 
this talk, Ravi Kumar addressed several questions with the main 
focus on estimating the network size and the average degree. The 
main motivation of estimating these parameters is to understand 
the network in general. In the case of social network, it can help in 
gaining business insight and competitive advantage [12]. These 

                                                                    
1 Yinghui Wu was unable to attend the workshop due to last 

minute visa issues, but we have included the written summary 
of his challenge in this report. 
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problems become challenging and interesting with the following 
realistic assumptions: i) the network is not available to us in its 
entirety – we can only query a node and obtain all its neighbors, 
ii) these queries are expensive, and thus an algorithm has to make 
a small number of queries, and iii) it may not be possible to access 
a uniformly random node in the network. The speaker discussed 
some traditional methods and then showed some recently 
developed advanced techniques that reduce the number of queries 
significantly.  

Four contributed papers [2, 10, 16, 38] were presented in the 
workshop. These papers have also been published in the workshop 
proceedings. In [2], the authors addressed the problem of mining 
coevolving patterns in dynamic networks. They present an 
algorithm to analyze all relational changes between entities 
(nodes) and find all frequent coevolving induced relational motifs. 
Their results show that these motifs capture network 
characteristics that can be useful for modeling the underlying 
dynamic network. A recent trend and important problem in graph 
mining is to mine social, financial, or other relevant networks for 
detecting intrusion and suspicious activities. Another paper [16] 
presents a method of detecting intrusion using frequent subgraphs. 
Community detection in a network is another important problem 
and recently received significant attention of the researchers. 
Large-scale networks (networks with billions of nodes and edges) 
require very efficient algorithms. Some efficient methods for 
detecting communities in large-scale networks are presented in 
[38] and [10]. 
Maleq Khan gave a demonstration of an open–access web-based 
network analysis tool called CINET [1, 15], a Cyber Infrastructure 
for NETwork Science2. CINET has been developed at Virginia 
Tech and partially funded by NSF. It provides a large set of 
networks and modules (such as computing diameter, clustering 
coefficient and shortest path) to analyze them. Users can also add 
their own networks to be analyzed by the provided algorithms. 
The web-based interface has been designed to simplify analysis of 
complex networks for users who are not necessarily computer 
scientists.   

3. FUTURE CHALLENGES ON MINING 
LARGE NETWORKS 
While the panelists had only three minutes each to present their 
challenge at the workshop, they have also provided written 
descriptions after the workshop, which are included here. 

3.1 Graph Representation Learning3 
Rajmonda Caceres, MIT Lincoln Laboratory 
The process of going from raw data to the right graph 
representation is a critical building block for a successful data-to-
decisions analytical framework. When properly done, the graph 
representation captures the essential aspects of the data and 
abstracts away the noisy, irrelevant parts. Many inference 
algorithms make two fundamental assumptions: 1) the graph is 
already constructed 2) the constructed graph has the qualitative 

                                                                    
2 http://www.vbi.vt.edu/ndssl/cinet. 
3 This challenge is part of work sponsored by the Department of 

the Air Force under Air Force Contract FA8721-05-C-0002. 
Opinions, interpretations, conclusions, and recommendations 
are those of the author and are not necessarily endorsed by the 
United States Government. 

properties necessary for their analysis to work, i.e., the patterns 
that we are looking for are present and recoverable. In reality, 
what we have available is raw data that is often noisy and 
collected from different modalities. Furthermore, no clear 
methodology exists in place for converting these data into a useful 
graph representation. Current practices often aggregate different 
graph sources ad-hoc, making it difficult to compare algorithms 
across different domains or even within the same domain using 
different data sources. The immediacy for rigorous approaches on 
representation learning of graphs is even more apparent in the big 
data regime, where challenges connected to variety and veracity 
exacerbate the challenges of volume and velocity. 

Constructing quality graph representations from raw data is a 
challenging task. Often the data we collect represent indirect 
measurement of the true relationships we want to analyze, for 
example, we want to analyze social relationships, but we collect 
proximity information. Data collections systems often introduce a 
lot of noise in the form of missing or irrelevant connections. 
Finally, it is not clear how to integrate different, potentially 
complementary data sources into one unified representation.  

An orthogonal challenge has to do with our mathematical 
understanding (or lack of) of what makes a graph representation 
qualitative. If we did have a good understanding of this, we could 
then hope to design algorithms to drive the data-to-graph mapping 
in the right direction. In reality, we do not have ground truth, nor 
do we have notions of quality that we agree upon. More 
importantly, we often observe that the quality of graph 
representation depends on the objective of the learning task, and 
for the same learning task, multiple graph representations might 
be useful. 
A much-needed capability in this problem setting is one that takes 
multi-source, incomplete, noisy data and constructs quality 
networks together with estimations of uncertainty/confidence of 
the network components (edges, subgraphs, etc.). There are 
additional related open research questions and potential areas of 
impact, from developing methods for validating the quality of 
graph representation in the absence of ground truth, to identifying 
scenarios when fusion of different sources helps, to deriving 
performance guarantees for different graph construction or graph 
recovery techniques.  

3.2 Representing Higher-Order Dependencies 
in Networks 
Nitesh V. Chawla, University of Notre Dame 
How to construct the network representation from data, such that 
the underlying phenomena in data are correctly captured and 
represented?  
The conventional way of constructing a network from raw data 
typically assumes the Markov property (first order dependency) 
by considering only the pairwise connections in data. That is, in 
such a network, a movement simulation (such as trajectories of 
vehicles, retweets, clickstream traffic, etc.) is only able to follow 
the probability distribution of the first order, and cannot reflect 
higher order dependencies that may exist in the data. This can lead 
to inaccuracies when applying a wide range of network analyses 
tools that are based on the simulations of movements in the 
network, such as clustering, PageRank, various link prediction 
methods based on random walking, and so on.  
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Specifically, the challenge that we posit is as follows. Construct a 
network that accurately captures the variable and higher order of 
dependencies such that it is: 

a) representative of the underlying phenomena in the data 
to more accurately represent simulation of movement 

b) compact in size allowing for variable order of 
dependencies versus using a fixed high order 

c) compatible with existing network analysis tools such 
that the analysis toolkit does not have to change to 
respond to the network representation 

3.3 Provably Increasing Network Awareness 
Tina Eliassi-Rad, Rutgers University 
The underlying processes generating network data are often 
partially observed. Thus, regardless of how big the data is, it is 
incomplete and noisy. For example, current maps of the Internet 
are known to be incomplete and significantly biased [18]. The 
challenge is to provably increase network awareness. Specifically, 
given an incomplete, noisy, and possibly biased network, can we 
infer network properties (at micro, mezzo, and macro levels) with 
provable accuracy? Then, given these inferences can we design 
active graph probing/learning algorithms for graph mining tasks 
(such as community detection, role extraction, etc.)? Approaches 
from computer science theory such as property testing [14, 32] 
and sublinear algorithms [33] and from machine learning such as 
active learning [6, 30] are possible solutions to this solution. 

This challenge is joint work with Sucheta Soundarajan (Rutgers 
University), Brian Gallagher (Lawrence Livermore National 
Laboratory), Ali Pinar (Sandia National Laboratories), C. 
Seshadhri (University of California Santa Cruz), and Bradley 
Huffaker (CAIDA).  

3.4 A Turing Test for Synthetic Network 
Models 
David F. Gleich, Purdue University 
We propose establishing a Turing-like test to assess the current 
state of synthetic network models. Synthetic network models are 
important for two problems: (i) assessing the statistical 
significance of results in networks [28] and (ii) measuring the 
performance of new algorithms on extremely large graphs [7]. But 
there is widespread disagreement about the relevance of the 
current state of synthetic generators. New models are constantly 
being proposed to fit the latest observed feature of real-world 
networks (see, for instance [24]). The ones that see widespread 
use are often due to reasons that are distinct from their accuracy as 
far as modeling real networks [29, 36]. The basis for our proposal 
is to quantify the current state of synthetic network models and 
address the question: can we distinguish the distribution of graphs 
generated by synthetic methods from the distribution of graphs 
that are from the real-world?  

A hypothetical model for such a test is as follows. At the start of 
each month, there is a new collection of networks released. These 
networks are either generated by a synthetic generator or a piece 
of a real-world dataset. At the end of the month, challengers 
would submit their results on if they believe that the network was 
the result of a generator or a real-world network. If the current 
state of synthetic network generation is sufficient, then the two 
distributions should be indistinguishable. If there are 
distinguishing features, this suggests how we need to improve 
current synthetic generators.  

Justification. One of the irksome questions in graph mining is 
trying to determine if a finding is significant or if should have 
been expected given the known properties of social networks. An 
approach to answer this question for many subgraph and subset 
queries involves studying synthetic network models of networks 
and evaluating the likelihood of finding that subgraph or subset in 
the synthetic model (or one with similar properties). But this 
methodology is only useful if the synthetic model has the 
properties that are known be associated with the original class of 
networks and also has some variance over the distribution of 
graphs [27]. It is unclear if the current class of synthetic models 
meets these requirements and the Turing test proposed above 
would help us answer that question and would also suggest 
important properties to distinguish real-world networks from their 
synthetic approximations.  

Additionally, extremely large graphs are difficult to find outside 
of a small number of select institutions such as Google and the 
NSA. The largest publically available network is 126B edges and 
6B vertices (http://webdatacommons.org). There are many 
problems with this graph that can be solved on a modern laptop 
computer [26]. One of the approaches to overcome the lack of 
data is to evaluate synthetic networks that can be generated at 
arbitrary size-scales. But the relevance of these networks to 
algorithmic performance is questionable if the underlying 
networks are not a reasonable approximation. This is especially 
important for things like partitioning problems where many 
synthetic networks have relatively simple optimal partitioning 
strategies.  

3.5 Noisy Data and Fuzzy Subgraph Detection 
Christine Klymko, Lawrence Livermore National Laboratory 
One important issue in dealing with network data is how to 
account for noise. Noisy data can result from a variety of 
processes, including: collection error (missing edges, false edges, 
etc.), mutations (such as those occurring in certain biological 
networks), actual but unimportant/meaningless interactions (i.e., 
wrong number phone calls), and nodes attempting to hide their 
interactions in a network (such as might occur in various social or 
cybersecurity applications). The presence of noise complicates 
many data mining problems: see [17, 37], among others. 

An example of the difficulties of data mining tasks in the presence 
of noisy data is the question of subgraph/network motif detection, 
which becomes especially complicated when noise is taken into 
account. Subgraph detection is important in a number of areas [19, 
25]. However, given the presence of noise, it does not make sense 
to search for exact subgraphs. Instead, a search for “fuzzy” 
subgraphs (allowing the addition or deletion of a small number of 
nodes and edges to the original search query) will often produce 
more meaningful results. However, there are still few 
methodologies to effectively perform fuzzy subgraph detection.  
The development of noise robust methodologies (for subgraph 
detection and other data mining questions) is an important area of 
research. 

3.6 Scalable Graph Algorithms in Emerging 
Computational Models 
Ravi Kumar, Google 
The challenge is to develop and study computational models that 
are best suited for large data, especially, large graphs. Modern 
computing paradigms such as streaming and map-reduce have 
been very useful in developing algorithms that can scale to large 
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data; these paradigms are reasonably well-established by now and 
their limitations are well understood. Emerging models such as 
the asynchronous computational model and the parameter-server 
model (popular in the machine learning community) seem 
promising for many new classes of problems; their power and 
limitations are yet to be understood both from theoretical and 
applied points of view. It becomes important to study these 
models and see their applicability to large-scale graph problems – 
the topic is nascent and rich. 

3.7 Error and Sensitivity Analysis for Graphs 
Jason Riedy, Georgia Institute of Technology 
Most current graph analysis methods assume correct data and 
knowledge. However, this rarely occurs. We have little 
knowledge about and fewer models of the sensitivity of analysis 
results to errors. Graphs imperfectly represent some real 
phenomenon. “Friendships” in online social networks do not 
always reflect personal relationships, or the data is obscured for 
privacy reasons as in health data. Computation imperfectly 
analyzes the graph. Many problems are only approximated to fit 
within time or energy limitations. Many codes have subtle bugs.  
If some problem occurs once in a billion edges, massive graphs 
will uncover it. Other scientific computing areas have established 
frameworks for analyzing and addressing sensitivity to 
perturbations. We need mental and formal methods for addressing 
error and sensitivity in graph analysis results, and we need to 
condense those into rules of thumb for practitioners. 

The wide range of graph analysis tasks will need a variety of 
approaches. Globally averaged properties like a graph’s clustering 
coefficient often are not very sensitive to perturbations.  Local 
properties, however, can be affected drastically. Experiments in 
Zakrzewska and Bader [40] imply that for a variety of graphs and 
edge dropping heuristics, nearly a quarter of the edges could be 
ignored while affecting the global clustering coefficient by at 
most 10%. The vector of local clustering coefficients changes in 
one-norm relative difference by 20% to 80% in the same range. 
Consider measuring or modeling error in connected components. 
The interpretation of error will change depending on the source of 
the graph data. If the graph is derived from thresholds, say from 
significance of protein-protein interaction measurements [4], the 
single threshold may provide leverage in defining a model for the 
overall graph. Discrete interaction networks as occur in criminal 
network analysis [8] will require other prediction methods, 
although meaningfully predicting interactions between 
disconnected components is (to this author’s knowledge) an open 
problem. 

Understanding graph analysis algorithms’ sensitivity to error and 
perturbation is a step towards making graph analysis a solid 
scientific computing approach. Other scientific computing 
disciplines have error analysis frameworks that are distilled into 
basic rules of thumb for practitioners. We need to provide analysts 
and scientists with the same level of support for confidence in the 
graph analysis results. 

3.8 Propagation over Networks 
Aditya Prakash, Virginia Tech 
How do contagions like Ebola and Influenza spread in population 
networks? How do malware propagate? How can blackouts spread 
on a nationwide scale? How do rumors spread on 
Twitter/Facebook? Which group should we market to for 
maximizing product penetration? Answering all these big-data 

questions involves the study of aggregated dynamics over 
complex connectivity patterns [5, 20, 23, 31]. Dynamic processes 
over networks can give rise to fascinating macroscopic behavior, 
leading to fundamental research problems which recur in multiple 
domains. Understanding such propagation processes will 
eventually enable us to manipulate them for our benefit, e.g., 
understanding dynamics of epidemic spreading over graphs helps 
design more robust policies for immunization. 
These problems are typically very challenging, as they involve 
high-impact real-world applications as well as deep technical 
issues like the need for scalability and handling of heterogeneous 
noisy data in a principled manner. Data for these problems will 
typically come from domains like epidemiology and public health 
(both simulation and real data), social media (tweets, blog posts, 
movie ratings), cyber security (malware databases), historical 
(newspapers) and so on. Moreover, promising approaches seem to 
be very inter-disciplinary – drawing concepts and techniques 
ranging from theory and algorithms (combinatorial and stochastic 
optimization), systems (asynchronous computation) to machine 
learning/statistics (minimum description length, graphical models) 
and non-linear dynamics. Clearly, progress in this sphere holds 
great scientific as well as commercial value. 

3.9 Resource-bounded Graph Mining 
Yinghui Wu, Washington State University 
An emerging challenge is to develop scalable mining techniques 
over massive network data with limited resource. Graph mining 
tasks such as subgraph pattern discovery are inherently expensive, 
and it is often hard to theoretically reduce the complexity. On the 
other hand, emerging applications require mining with limited 
computing resource, such as response time, space cost, energy 
constraints, etc. For example, applications in cyber network 
monitoring typically require the anomaly communication patterns 
be discovered in real-time [11]. The need for big graph mining 
with bounded resource and (guaranteed) high accuracy is evident 
in resource-intensive applications.  

Recent study on resource bounded and budgeted graph search 
suggests to explore bounded fraction of graph data to generate 
approximate answers [13]. Data sketch, summary and 
compression techniques are applied to generate and query small 
synopsis from original graphs [3]. The effectiveness and possible 
performance guarantees of these approaches may rely on specific 
query classes, domain knowledge and data properties. A possible 
future direction is to leverage learning techniques and design 
resource-accuracy trade-off mining algorithms upon specific 
application need. This may also lead to adaptive mining tools that 
support large-scale graph analytics in cloud services.  

3.10 Panel Discussion 
In summary, the presented challenges focused on how best to 
represent data as a graph, especially noisy data with higher-order 
dependencies, and how to evaluate the quality of the resulting 
graph. Since any constructed graph necessarily represents a 
sample of the real world, how can we assess the quality of the 
sample and the certainty of the conclusions drawn from the data 
(e.g., error, sensitivity, and p-value for graphs)? Addressing these 
issues will help with other challenges related to the design and 
testing of scalable graph mining algorithms that take maximum 
advantage of limited resources. After the panelists presented their 
challenges, a lively discussion ensued among the panelists as they 
responded to questions from the audience and amongst 
themselves. Here, we summarize this discussion. 
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An interesting comment by one of the panelists related the 
experience of how seemingly deterministic graph algorithms may 
yield different results simply by relabeling the nodes in the graph. 
A question from the audience asked for an elaboration of the 
reasons behind such behavior, and the main reasons were the 
arbitrary ranking among nodes with equivalent values and the 
precision errors when computing these values, which may be 
extremely small or large. One panelist asked if this was really a 
problem, given that we do not always need exact answers to graph 
problems, e.g., when merely ranking nodes. Others pointed out 
that if these error-tolerant tasks are repeated or are part of a larger 
workflow, then errors may propagate, which brings us back to one 
of the focuses of the challenges: how to assess error in the 
networks and in the results of graph algorithms. In general, graph 
analysis is often interested in the solution and not necessarily in 
optimizing a specific metric. Approaching such a highly non-
linear and bumpy problem from different directions/permutations 
will likely result in different locally-optimal solutions. This is a 
challenge as it expands the space of viable solutions and 
complicates the evaluation of algorithms for mining large 
networks. 

Next, one of the panelists proposed a straw man argument of 
whether truly big real-world graphs exist, or at least graphs 
whose size requires more memory and computational power than 
a modern laptop. More realistically, are there large graphs that 
exceed readily available computational resources that cost less 
than $10,000? Specifically, while Facebook purports to have a 
real-world graph on the order of one trillion edges [34], and the 
National Security Agency purports to have a real-world graph 
with 70 trillion edges requiring one petabyte of storage [7], the 
largest publicly-available graph has around 128 billion edges [39]. 
The panelist argued that for most graph mining tasks, a laptop is 
sufficient for processing a graph on the order of 100 billion edges. 
Other panelists pointed out that even larger graphs can be 
constructed by combining multi-typed data from different sources 
(e.g., all of the web), or incorporating time as in clickstream and 
network traffic flow data. While such graphs are typically 
sampled from, filtered, or abstracted in order to fit within memory 
requirements, simply loading these graphs into memory can take 
hours. And computationally complex algorithms, such as finding 
high-order motifs, or simply rerunning algorithms under different 
experimental conditions, require considerable computational 
resources. Such graphs and graph algorithms can easily exceed the 
power of a laptop and/or the patience of the experimenter, but do 
such graphs exist? 

And if we had such large real-world graphs, what would we do 
with them? What questions would we ask about them? One 
panelist pragmatically pointed out that the right questions are the 
ones that have a clear broader impact as defined by the National 
Science Foundation, the source of much of the funding for graph 
mining research. Obviously, large graphs allow us to test the 
scalability of our algorithms, but do we really need trillion-edge 
graphs to test scalability? Benchmark datasets exist, such as the 
Graph 500 [29], but the overhead of handling such large graphs 
becomes an obstacle to the very testing that the benchmarks are 
designed to support. Also, at some point we must consider the 
amount of energy necessary to answer the questions we wish to 
pose. As the area of sustainable computing has been 
contemplating energy consumption for computation, we as graph 
miners must also consider the limitations of what is practically 
computable. Finally, recent efforts in the area of graph stream 

mining may offer some hope for answering questions once 
thought intractable on one large graph by streaming the graph in 
over time. 

In the absence of real-world, publicly–available graphs on the 
order of one trillion in size, one solution is to develop more 
advanced graph generators that better mimic real-world graph 
properties. In fact, one of the audience members asked the 
panelists to comment on the challenges of generating such 
synthetic graphs while constraining multiple interdependent 
graph properties. Even before we can address this challenge, we 
need a good model of the distribution of such graphs in the real 
world, and these models are difficult to obtain [22]. Clearly, no 
model can represent everything, but which properties are the 
critical ones to model? It seems that the only way to model real-
world networks is to allow them to be built in a realistic way. For 
example, if you want a model of Wikipedia, then start your on 
online encyclopedia and monitor its growth. If you want to model 
email communication, then find a group of people willing to let 
you monitor their email communication (good luck with that). 
Currently there are very few robust graph generators, with the 
exceptions being RMAT [9] and BTER [35]. But RMAT is 
focused on realistically modeling only the degree distribution. 
BTER is focused on modeling both degree distribution and 
triangle distribution, but does a poor job of maintaining a realistic 
ratio between the two. And neither generator supports the 
recovery of ground truth, e.g., the true communities for validating 
community detection algorithms. Furthermore, some panelists 
pointed out that many algorithms that perform well on these 
synthetic graphs do not perform well on real-world graphs. The 
subject of anomalies also came up, and how they can be 
realistically generated. Manually-constructed anomalies can be 
inserted into synthetic graphs, but many real anomalies are as yet 
unimagined. All of this suggests that the proper modeling of real-
world graphs, i.e., identifying the salient properties that control 
the behavior of real-world graphs, and efficiently generating these 
graphs, remains an important challenge for the field. 

4. CONCLUSIONS 
The 2015 SDM Workshop on Mining Networks and Graphs 
provides a valuable snapshot and look ahead for the field. Clearly, 
the challenge of dealing with large and dynamic graphs is of 
particular focus, especially choosing proper representations, 
handing noise, dealing with limited resources, summarization and 
statistical significance of network mining results. We hope that 
the workshop proceedings, as well as the summaries of the 
technical presentations and panel included in this report, will 
motivate future directions in the field. 
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